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Abstract. In the Privilege-based Visual Secret Sharing Model (PVSSM), each share
has a unique privilege and a higher-privilege share contributes with more privilege
to reveal the secret image. However, in PVSSM, when several shares with the
higher priority are stacked, the secret image can be visibly displayed. This security
problem is solved by applying a two-dimensional Logistic-Adjusted Sine Map (2D-
LASM) to each share. This method is called Chaotic Encryption-based PVSSM. In
this paper, we aim to present how Chaotic Encryption-based PVSSM is applied to
color images. In order to assess the efficiency of this method, histogram analysis,
data loss attack, salt-pepper noise attack, differential attack, chi-square analysis
and correlation analysis tests were applied. The performance of this method has
been evaluated according to NCPR, UACI, PSNR, SSIM and CQM. The proposed
method achieved a good test values and showed better results compared to similar
studies in literature.
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1 INTRODUCTION

With the development of technology and the Internet network, digital images pub-
lished and transmitted over the network have become extremely important. The
transfer and storage of secret and private images such as military, intelligence, and
medical images must be fast and secured. Thus, researchers have started to focus
their attention on image security [1]. Traditional encryption algorithm such as Data
Encryption Standard (DES) and Advanced Encryption Standard (AES) can be used
to encrypt images.

However, image data is much greater than text data, so the traditional encryp-
tion algorithms require a lot of time to encrypt the image. In addition, the decrypted
text must be equal to the original text, but decrypted image should not necessar-
ily be equal to the original image [2]. Watermarking and steganography have been
proposed instead of DES and AES for image encryption but these methods are suit-
able for single communication channel [3]. Therefore, Visual Secret Sharing Scheme
(VSSS) methods could be one of the possible solutions.

Visual cryptography (VC), one of the VSSS methods, was first developed in
1994 by Naor and Shamir [4]. The approach of this system based fragmenting the
key and distributing them to the different users. In key-based approach, if the
key is lost or stolen, all secret information is inaccessible or revealed. In order to
prevent crime, VC methods are used, especially cybercrime [5]. With this method,
if any key is lost or stolen, other key pieces can be put together and generate the
secret key. Also any user cannot get the secret information from any single key
pieces.

In VC method, the secret image is divided into n images. These are called
shares that do not contain any information about the secret image. If any r shares
are stacked, the secret image is restored. The result of stacking shares in the VC
is equivalent to that of the logical OR (∨) operation. VC has the advantages that
it eliminates complex algorithm to improve applicability and efficiency [6], and de-
cryption can be done using the human visual system. However, if less than r shares
are stacked, the content of the secret image remains hidden [7].

An increase in the number of shares causes more difficulties to reveal the secret
image. However, if the number of the shares is too high, restoring the secret image
will become difficult as well. To resolve this dilemma, Fang and Lin [8] presented
a progressive VC (PVC) for binary image. While traditional VC needs all the
necessary shares for the secret image to reveal, in PVC the secret image is gradually
revealed as each share is added. Jin et al. [9] proposed PVC for color image. Fang’s
method [10] is about how to manage the shares more easily in PVC. On the other
hand, with these methods, the shares have increased four times of the size of the
original image and there is no order of privilege among the shares [8, 9, 10, 11].

In the process of revealing the secret image, it may be expected to be a privi-
leged order among the shares in hierarchical systems such as military institutions,
public institutions, and corporations. Therefore, the share with higher priority is
distributed to people based on their positions or status. However, in most of the
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studies, this situation has not been considered. In order to overcome this prob-
lem, it is necessary to use a privilege-based sharing scheme. The privilege means
the capability to reveal the secret image. A group-based weighted VC is proposed
in [12]. The shares are divided into different groups and given a different weight
number within the group. Lin et al. [13] performed a study to determine the size
of the shares according to their weights. However, when the size of any share is
small, the weight of that share is small, too. Therefore, it reveals which share is
small. Li et al. [14] suggested that each of the shares on the PVC scheme has a cer-
tain privilege. In their study, the shares are divided into four groups as essential,
non-essential, limitedly essential and limitedly non-essential, but there is no order
of importance for each group. Hou et al. [15] proposed that the importance of the
shares is arranged from the lowest to the highest order. This is called the Privilege-
based Visual Secret Sharing Model (PVSSM), and it has several advantages that
each share size is the same as the secret image, the restored image has a better
contrast than the traditional VC scheme and each share has a unique privilege level
according to their order.

In PVSSM, when several shares with the higher priority are stacked, the se-
cret image can be revealed. To solve this problem, it would be appropriate to
encrypt each share. Because of the high correlation among adjacent pixels and bulk
data capacity, traditional encryption algorithms such as DES, AES, RSA, are not
suitable for image encryption [16]. To prevent image information leakage, chaotic
systems are suitable for image encryption. Chaotic systems are used in many ar-
eas [17]. Chaotic maps are the core of a chaos-based image encryption [18]. More-
over, permutation-diffusion mechanism can be used in chaos-based image encryp-
tion [17, 19]. Chaotic maps have an excellent character such as ergodicity, flexibility,
speed, unpredictability, and high sensitivity to initial state of the system and control
parameter [17, 20]. As a result, chaotic-based encryption has become popular for
image encryption [19].

There are many studies on chaos-based image encryption methods in protecting
and transferring digital images. The level of security in chaos-based encryption de-
pends on the performance of the chaotic maps [17]. Chaotic maps can be classified
into two groups; one-dimensional and high-dimensional. The initial states and orbits
of one-dimensional chaotic maps such as Logistic, Gaussian, Sinus and Tent maps,
can be estimated easily [20, 21]. Arroyo et al. [20] demonstrated that the estimation
of control parameters and timing attacks applied to one-dimensional chaotic maps
and some weaknesses about linearity were found. Tang and Guan [22] show that
control parameters were estimated in time-lagged Logistic and Mackey-Glass map
by using genetic algorithm. These weaknesses have caused many security vulnerabil-
ities in one-dimensional chaotic map [15, 19, 20]. In high-dimensional chaotic maps,
because the system and control parameters are more complex, it is more unpre-
dictable [19, 20, 21, 22, 23]. Therefore, it would be more appropriate to encrypt the
shares with a high-dimensional chaotic map. However, because of the large num-
ber of parameters in the high-dimensional chaotic map, the system requirements
are more expensive and the computational complexity is high [16, 17]. At the same
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time, using more than one chaotic map can increase the calculation time [24]. There-
fore, it is important that the high-dimensional chaotic map shows low calculation
time and high degree of chaos feature [21]. A two-dimensional Logistic-adjusted
Sine Map (2D-LASM) [17] is a high-dimensional chaotic map that provides these
features.

In this paper, we aim to present the Chaotic Encryption-based PVSSM for
color images. The secret color image is first separated into RGB channels. Then,
RGB channels are transformed into binary images. PVSSM and 2D-LASM based
image encryption are applied respectively to each channel. Even if the shares are
captured and stacked, the secret image would not be seen. In decryption process,
the shares of each channel are decrypted with 2D-LASM and stacked. Recreated
RGB channels are merged. To obtain the original color image from the combined
RGB channels, the pixel values of 1 are changed to 255. Finally, the secret image is
revealed. Histogram analysis is applied for all R, G and B channels. In addition, for
observing the proposed method’s performance on different image distortions, data
loss and salt-pepper noise attack are applied to the encrypted images. The results
show that this method has high resistance against these attacks.

2 VISUAL CRYPTOGRAPHY

The VC was first proposed by Naor and Shamir [4], the secret image is divided
into n shares. When r shares are stacked, the secret image is revealed. If r − 1
shares stacked, the secret image cannot be visible. This is called (r, n) threshold
mechanism [4, 15, 25, 26, 27, 28, 29]. In black-and-white VC scheme, black and
white pixels are shared according to some rules. In (2, 2) VC scheme, one pixel in
the secret image is divided into four pixels in the share images in Figure 1.

In Figure 1, if the pixel is black, one of six blocks is randomly selected for the
first share. According to the first share’s block, the other block is selected for the
second share. If the pixel is white, the same rule is applied. Then the shares are
stacked. Black pixel is logical 1 and white pixel is logical 0. Therefore, black pixels
in the secret image are obtained full black and white pixels in the secret image are
obtained half-black-and-white. The stacked image is four times as big as the original
image, but aspect ratio remains the same. Although the contrast of the secret image
is degraded by 50 %, human visual system can still detect the content of the secret
image.

In Figure 2, a black and white secret image with the words of “123456” is
decomposed into two shares and the stacked image is shown.

In some studies, the privilege of the shares is limited or does not exist [4, 7, 9,
13, 28]. If the shares have a privilege order, it will be better for hierarchical sys-
tems. This means that if a person in hierarchical systems has higher privilege such
as the manager of the company, etc., then his/her share must be also a higher privi-
lege. Thus, more privileged shares are stacked, more information will be reached or
revealed.
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Figure 1. (2, 2) VC scheme

a) Secret image b) Share 1

c) Share 2 d) Stacked image

Figure 2. Visual cryptography
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Fang and Lin [8] first described a progressive VC on binary images. In their
work, each pixel in the secret image was magnified to 2 × 2 blocks. If the black
pixels are encrypted, 2 × 2 blocks are full black. If the white pixels are encrypted,
one of randomly selected two pixels is white in 2× 2 blocks. However, due to pixel
enlargement, more memory and processing time are required.

Hou and Quan [29] reported that Fang and Lin’s work [8] had pixel enlargement,
unnecessary storage space and more transfer time, and also it had a low visual
quality of the stacked images. Hou and Quan stated that they eliminated these
disadvantages.

Fang [10] proposed a new progressive VC that stego images and shares are used
together. The aim of this work is a more simplified management of shares. However,
in Fang’s method, the share has been increased in size by four times more than the
secret image.

Hou [7] proposed a privileged-based approach. In Hou’s study, to create the
shares of color images, he uses three color shares (Cyan-Magenta-Yellow) and mask
share. Thus, four shares are produced. The masks are randomly created to cover
unwanted colors in the stacked image, while the three main colors represent the color
share images. Although there is no privilege among the color shares, according to the
mask, the stacked image is changed. In this case, the mask image is more privileged
than the color share images. However, in this method, the size of the stacked image
size has increased to four times as large as the original image and the encryption
process is limited to only four shares.

Li et al. [14] posed the method that emphasizes the importance of the shares
among themselves. The shares on the progressive VC scheme are classified into
two groups: necessarily with higher importance and non-necessarily with lower im-
portance. Later on, intermediate shares are also added with important and non-
important shares, but it is difficult to manage the shares in this study. In addition,
the size of non-important shares is larger than the size of the important ones. Be-
cause of the different size, the importance of shares is revealed.

PVSSM is proposed in [15]. With this work, each share has a unique level of
privilege. The privilege level of the shares is set by the proportion of the black pixel
in the secret image. This means the blacker pixels in the secret image, the higher
the order of importance.

3 PRIVILEGED-BASED VISUAL SECRET SHARING MODEL

In this section, PVSSM is explained. The flow diagram of PVSSM is given in
Figure 3.

The design of sharing matrices C0 and C1 is defined below. All rows and columns
start from 1 and n is defined as the number of shares.

C0 consists of two parts, the left-C0 and the right-C0. The column of left-
C0 is calculated as m1 = n(n − 1)/2. The size of left-C1 is set to n × m1. In
left-C0, all 0s are placed to different columns. The number of 0s in ith row is
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Figure 3. PVSSM flow diagram

equal to n − i. The remaining locations are filled with 1s. Right-C0 and left-
C0 have the same number of rows. The column of right-C0 is equal to m2 =
n(n−1)(n−2)/2. The size of right-C0 is set to n×m2. All locations of right-C0 are
filled with 0s. After this design, right-C0 and left-C0 concatenate and the design of
C0 is completed.

The column of C1 is calculated as m = n(n−1)(n−1)/2. Moreover, Equation (1)
is satisfied:

m = m1 +m2. (1)

The size of C1 is set to n×m. In C1, all 1s are placed to different columns. The
number of 1s in ith row is calculated as (n2 − 3n + 2i)/2. The remaining locations
are filled with 0s. Therefore, the design of C1 is completed.

After the design of the C0 and C1 sharing matrices, the dispatching algorithm
is implemented to generate the shares in Figure 4.

Firstly, a random number “t”, between 1 and m, is selected. If the pixel in the
secret image is white (0), tth column of C0 is selected. The first element of this
tth column is distributed to the first share, the second element is distributed to the
second share, the third element is distributed to the third share, etc. If the pixel in
the secret image is black (1), tth column of C1 is selected. The first element of this
tth column is distributed to the first share, the second element is distributed to the
second share, the third element is distributed to the third share, etc. The densities of
the black pixels in the shares determine the level of its privilege in PVSSM because
the human vision system more focuses on the black pixels in binary image. Output of
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Figure 4. The dispatching algorithm

this algorithm are privileged shares with increasing order and each share is a unique
privilege [14].

The grayscale test image size of 256 × 256 pixels is used and it has produced
6 shares in PVSSM as an example (S1, S2, S3, S4, S5, S6). The grayscale test image
is first converted with the Jarvis algorithm [30] into binary image in Figure 5 and
it is shared by PVSSM.

a) Grayscale image b) Binary image

Figure 5. Test image
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a) S1∨S2 b) S1∨S2∨S3 c) S1∨S2∨S3∨S4

d) S1∨S2∨S4∨S5 e) S1∨S2∨S3∨S4∨S5 f) S1∨S2∨S3∨S4∨S5∨S6

Figure 6. The secret image gradually appears

As seen in Figure 6, the secret image becomes apparent while the shares are
stacked one by one. The human vision system can detect the secret. Therefore, all
the shares are not needed to restore the secret image. Table 1 shows the similarity
ratio of the images in Figure 6 using PSNR (peak to noise signal ratio) and SSIM
(structural similarity index). They have been seen to be similar both visually and
mathematically.

Images a) b) c) d) e) f)

PSNR 52.3784 53.3662 54.5234 54.3006 55.9546 57.7802

SSIM 0.9868 0.9915 0.9944 0.9940 0.9958 0.9961

Table 1. PSNR and SSIM values

4 THE PROPOSED METHOD

Although PVSSM determines the order of importance among the shares, when the
shares with the higher priority are stacked, the secret image appears visually in
Figure 6. It also proves the similarities by using PSNR and SSIM in Table 1. In
order to overcome this problem of PVSSM, PVSSM and 2D-LASM based image
encryption are used together. The proposed method is called Chaotic Encryption-
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based PVSSM and we have explained how this method is applied to color im-
ages.

Figure 7. Chaotic Encryption-based PVSSM flow diagram for grayscale images

Firstly, the diagram of the Chaotic Encryption-based PVSSM for grayscale im-
ages is shown in Figure 7. In Figure 7, if the secret image is binary, PVSMM is
applied to the secret image. n shares are obtained. Then, these n shares are en-
crypted by 2D-LASM based image encryption. If the secret image is grayscale, it is
transformed into binary image by Jarvis algorithm. After that, this binary image
is shared by PVSSM. Finally, n shares are encrypted by 2D-LASM based image
encryption. Therefore, even if n encrypted shares are captured and stacked, no
information about the secret image can be revealed.

In decryption process, firstly n encrypted shares are decrypted by 2D-LASM
based image encryption. Then n shares are stacked and the secret image is restored.

The diagram of the Chaotic Encryption-based PVSSM for color images is shown
in Figure 8. In Chaotic Encryption-based PVSSM for color images, the color secret
image is first separated into RGB channels. After, RGB channels are transformed
into binary images by the Jarvis algorithm. Then PVSSM is applied to binary
images of RGB channel. n shares of R channel, n shares of G channel and n shares
of B channel are obtained. After that, 2D-LASM based image encryption is applied
to each channel shares. Finally, 3n encrypted shares are obtained. Therefore, no
information is revealed from the shares.

In decryption process for color image, the shares are first decrypted with 2D-
LASM based image encryption. Then the shares are stacked for each color channel,
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Figure 8. Chaotic encryption-based PVSSM flow diagram for color images

and the RGB channels are merged. Finally, the pixel values of 1 are changed into 255
to obtain the original color image in Table 2. In this way, 8 colors are obtained.
The secret color image is restored.

This work is implemented with the MATLAB 2014b program on the AMD A10-
4600M 2.30 GHz 8 GB computer. This method is applied to color Lena image size
of 256× 256. The color Lena image is divided into RGB channels in Figure 9. Then
Jarvis algorithm is used and the RGB channels are converted into binary images in
Figure 10.
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The Resulting Pixel
Values

New Pixel Values of
Color Images

The Obtained Color

(0, 0, 0) (0, 0, 0) Black

(0, 0, 1) (0, 0, 255) Blue

(0, 1, 0) (0, 255, 0) Green

(0, 1, 1) (0, 255, 255) Cyan

(1, 0, 0) (255, 0, 0) Red

(1, 0, 1) (255, 0, 255) Magenta

(1, 1, 0) (255, 255, 0) Yellow

(1, 1, 1) (255, 255, 255) White

Table 2. Restored color

a) Secret image b) R channel c) G channel d) B channel

Figure 9. Color Lena image

PVSSM and 2D-LASM based image encryption is applied to the binary RGB
channels respectively. 6 shares are produced as example. Figure 11 shows each
of the encrypted shares and their histograms. In Figure 11, Chaotic Encryption-
based PVSSM for color images is successfully applied. The encrypted shares of
the histograms show a balanced distribution. Figures 11 a), c), and e) show the
chaotic encrypted PVSSM implementation for all R, G and B channels, respectively.
Figures 11 b), d), and f) represent histograms of the encrypted images for all R, G
and B channels, respectively. The x-axis of these histograms shows the pixel values
(0–255), and the y-axis shows the number of pixels. Thus, it will be difficult to
obtain information with statistical methods [16]. The restored images are shown

a) R channel b) G channel c) B channel

Figure 10. Binary channels
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in Figure 12. Also PSNR and SSIM values of R, G, and B channels of color Lena
image are shown in Table 3.

a) Encrypted R channel b) Histograms of Figure a)

c) Encrypted G channel d) Histograms of Figure c)

e) Encrypted B channel f) Histograms of Figure e)

Figure 11. Chaotic Encryption-based PVSSM

5 EXPERIMENTAL RESULTS

In this section, we analyze the proposed method with some tests including his-
togram analysis, data loss attack, salt-pepper noise attack, differential attack, chi-
square analysis and correlation analysis. NCPR, UACI, PSNR, SSIM and CQM
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a) R channel b) G channel c) B channel d) Secret image

Figure 12. Restored images

R Channel G Channel B Channel Average

PSNR 60.5639 57.3671 57.5363 58.4891

SSIM 0.9983 0.9955 0.9958 0.9965

Table 3. PSNR and SSIM values of channels of color Lena image

are used for measurement. Experimental images are used from the USC-SIPI image
database.

5.1 Histogram Analysis

The histograms of the encrypted shares are shown in Figures 11 b), d), and f). These
histograms show a balanced distribution, so it is difficult to get information from
the shares [16]. In addition, showing a balanced distribution, this will reduce the
possibility of statistic attacks.

5.2 Data Loss Attack

Data loss attack means that some parts of the share lose their real value by adding
noise to them. In this section, grayscale Lena image and color Lena image are used.
Both images are encrypted with Chaotic Encryption-based PVSSM with 6 shares.
Then data loss attacks of various types take place. Each encrypted share is attacked
on the same region and the same noise ratio. Finally, the encrypted shares are
decrypted.

The grayscale secret image and restored image is shown in Figure 13. Data loss
attack is implemented to all shares. Only first share is shown for grayscale image in
Figure 14 and only R channel share is shown for color image in Figure 15.

5.3 Salt-Pepper Noise Attack

In this section, grayscale Lena image and color Lena image are encrypted and then
salt-pepper noise with different ratio is added to all shares. Finally, the encrypted
shares are decrypted. Simulation results are shown in Figure 16.
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a) Lena image b) Binary image of Figure a) c) Restored image

Figure 13. Grayscale test image

5.4 Differential Attack

NPCR (Number of pixels change rate) and UACI (Unified average changing in-
tensity) metrics can measure the number of pixel changing rate with respect to
differential attacks [31]. For secret image, randomly change one bit of a pixel and
obtaining another secret image. NPCR and UACI are represented as Equations (2),
(3) and (4), respectively [21]:

NPCR(C1, C2) =
M∑
i=1

N∑
j=1

D(i, j)

L
× 100 %, (2)

UACI (C1, C2) =
M∑
i=1

N∑
j=1

(
|(C1(i, j)− (C2(i, j)|

T × L

)
× 100 %, (3)

D(i, j) =

{
0, if (C1(i, j) = (C2(i, j),

1, if (C1(i, j) 6= (C2(i, j)
(4)

where C1 and C2 are encrypted images, M and N denote the size of images, i and
j denote the pixels, T is the total number of pixels in the encrypted image, L is the
largest allowed pixel value in the images and D is the bipolar array.

Experimental Image NCPR UACI

Lena Image 0.9963 0.3347

Barbara Image 0.9963 0.3346

Boat Image 0.9961 0.3346

Cameraman Image 0.9962 0.3342

Elanie Image 0.9961 0.3347

Peppers Image 0.9960 0.3344

Table 4. NCPR and UACI values

Table 4 shows NPCR and UACI values with respect to same secret key. When
NPCR is equal to 0, it implies that all pixels remain the same between images.
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a) 10 × 10 black square
attack

b) 10 × 10 black square
result

c) 30 × 30 black square
attack

d) 30 × 30 black square
result

e) 100 × 100 white
square attack

f) 100×100 white square
result

g) 100×100 black square
attack

h) 100×100 black square
result

i) 100 × 100 part of im-
age attack

j) 100×100 part of image
attack result

k) 90% data loss attack l) 90% data loss result

Figure 14. Data loss attack results for grayscale image

When NPCR is equal to 1, it implies that all pixel values are changed [31]. The
ideal value of NCPR is 0.9961 and the ideal value of UACI is 0.3346 [32]. Table 4
shows that NPCR and UACI values are over 0.9960 and 0.3342, respectively, so the
proposed method has good ability to resist differential attacks.

5.5 Chi-Square Analysis

The chi-square parameter X2 is defined as Equation (5):

X2 =
256∑
i=1

(Oi − Ei)
2

Ei

(5)

where i is the number of gray values, Oi and Ei are observed and expected occur-
rence of each gray value (0 to 255), respectively. In this experiment, we obtained
6 encrypted shares as an example, so it is obtained chi-square analysis between test
image and its encrypted shares one by one. Then, the average is calculated. The
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a) 10 × 10 black square
attack

b) 10 × 10 black square
result

c) 30×30 black square at-
tack

d) 30 × 30 black square
result

e) 100×100 white square
attack

f) 100×100 white square
result

g) 100×100 black square
attack

h) 100×100 black square
result

i) 100×100 part of image
attack

j) 100×100 part of image
attack result

k) 90% data loss attack l) 90% data loss result

Figure 15. Data loss attack results for color image

values of chi-square for images under study are listed in Table 5. Table 5 shows that
the histograms of the encrypted images are uniform.

a) 1% salt-pepper noise
for grayscale image

b) 5% salt-pepper noise
for grayscale image

c) 1% salt-pepper noise
for color image

d) 5% salt-pepper noise
for color image

Figure 16. Salt-pepper noise attack result
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Experimental Image Chi-Square Value

Lena Image 255

Barbara Image 255

Boat Image 128

Cameraman Image 255

Elanie Image 255

Peppers Image 255

Table 5. Chi-square values

5.6 Correlation Analysis

The correlation coefficient Rx,y between two grayscale adjacent pixels x and y are
defined as Equation (6):

Rx,y =
cov(x, y)√
D(x)D(y)

(6)

where cov(x, y) = 1
T

∑T
i=1(xi − E(x))(yi − E(y)), E(x) = 1

T

∑T
i=1 xi, D(x) =

1
T

∑T
i=1(xi−E(x))2 and T is the total number of pixels selected from the encrypted

image.

In this experiment, the grayscale Lena image is used and 6 encrypted shares
are obtained. 2 000 pairs of adjacent pixels are randomly selected. The horizontal,
vertical and diagonal correlation coefficients of Lena image and original Lena image
are shown in Table 6.

1 2 3 4 5 6 Avg. Lena

Horizontal 0.1356 0.1303 0.0821 0.0846 0.1210 0.1312 0.1141 0.9269

Vertical 0.1101 0.1007 0.1008 0.1317 0.0923 0.0775 0.1021 0.9699

Diagonal 0.1068 0.1089 0.1078 0.0815 0.1340 0.1013 0.1067 0.9129

Table 6. Correlation coefficients of encrypted shares of Lena image

As can be seen in Table 6, a small coefficient value means a weak correlation
between two adjacent pairs [17]. There are no detectable correlations between the
encypted share images and Lena image. Thus, the proposed method has good ability
to resist statistical attacks.

5.7 Test Results

PSNR is a metric that measures the similarity between two images. PSNR can
represent the image noise removal effects [33]. PSNR is represented as Equation (7):

PSNR = 10 log10

2552

1
n×m

∑n−1
i=0

∑m−1
j=0 (xij − x

′
ij)

2
(7)
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where n ×m denotes the size of the secret image, xij and (x
′
ij) denote the pixel of

secret image and restored image, respectively.
SSIM is the other metric of the similarity. If SSIM is equal to 1, two images are

the same [34]. SSIM is of the following form [35]:

SSIM (x, y) =
(2µxµy + C1) + (2σxy + C2)

(µ2
x + µ2

y + C1) + (σ2
x + σ2

y + C2)
(8)

where x and y are the secret image and the restored image, µx and µy denote the
mean values, σxy denotes the covariance, σx and σy denote the variance of the secret
image and restored image, respectively. C1 and C2 are the constants that inhibits
division by 0.

CQM is the measurement of color image similarity [36]. In this method, first
RGB channels are transformed to YUV channels:

Y = 0.257R + 0.504G+ 0.098B + 16, (9)

U = −0.148R− 0.291G+ 0.439B + 128, (10)

V = 0.439R− 0.368G− 0.071B + 128. (11)

Then, CW and RW are calculated as CW = 0.0551 and RW = 0.9449. CW is the
weight on the human perception of the cones and RW is the weight on the human
perception of the rods.

Finally, CQM is calculated as Equation (12):

CQM = (PSNRY ×RW ) +

(
PSNRU + PSNRV

2

)
× CW . (12)

Some test images are encrypted and their PSNR, SSIM and CQM values are
calculated and shown in Table 7.

Experimental Image PSNR SSIM Experimental Image CQM

Binary Lena Image 58.3701 0.9958 Color Pepper Image 20.6227

Grayscale Lena Image 58.1951 0.9966 Color Lena Image 22.1913

Grayscale Barbara Image 57.8817 0.9962 Color House Image 22.4517

R Channel of Pepper Image 58.9144 0.9973 Color Jet plane Image 25.8311

G Channel of Pepper Image 57.7796 0.9958 Color Baboon Image 20.5208

B Channel of Pepper Image 56.5663 0.9941 – –

Grayscale Building Image 59.8442 0.9978 – –

Table 7. Test results of Chaotic Encryption-based PVSSM

As can be seen in Table 7, PSNR, SSIM and CQM values show that there is
a similarity between the original secret image and the restored images which are
both grayscale and color images. In addition, SSIM values are close to 1. Also the
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proposed method has not only worked with square image but also rectangular image
because a building image with size of (232× 311) is a rectangular.

Grayscale PSNR SSIM Color CQM

(10× 10) black square 75.7988 1.000 (10 x 10) black square 25.4017

(30× 30) black square 67.4142 0.9997 (30 x 30) black square 25.3883

(100× 100) white square 57.6786 0.9959 (100 x 100) white square 25.3587

(100× 100) black square 57.6786 0.9959 (100 x 100) black square 25.3587

(100× 100) part of image 57.6762 0.9959 (100 x 100) part of image 25.3543

90 % data loss 52.0986 0.9728 90 % data loss 24.9894

1 % salt-pepper noise 58.7118 0.9971 1 % salt-pepper noise 25.1583

5 % salt-pepper noise 53.5124 0.9834 5 % salt-pepper noise 25.0015

Table 8. Attack type results

As can be seen in Table 8, when the same attack type rate increases, PSNR,
SSIM and CQM values decrease. It is understood that the similarity ratio decreases
as the attack rate increases. According to PSNR, SSIM and CQM values, the
similarity ratio of the images is still high despite these attacks. SSIM values are also
close to 1. In only 90 % data loss, the image is visually lost in Figures 14 and 15.
As a result, it has been seen that the system is resistant to most attacks.

6 DISCUSSION

When experimental PSNR and SSIM values are investigated, high PSNR values
represent the success of the proposed method. SSIM shows the proposed method’s
quality measure of one of the images being compared with original images. Tables 9
and 10 compare the proposed method with other methods.

Method Image Type PSNR

Wang et al. proposed method 1 [11] Grayscale 51.13

Thien and Lin [37] Grayscale 37.37

Yang et al. scheme 1 [38] Grayscale 50.53

Yang et al. scheme 2 [38] Grayscale 48.88

Pandey et al. [39] Grayscale 57.6337

Goswami et al. [40] Grayscale 37.24

Proposed Method Grayscale 58.1951

Table 9. Encryption comparisons 1

In Table 9, Wang et al. [11] get PSNR value of 51.13 (proposed method 1), Thien
and Lin [37] get PSNR value of 37.37, Yang et al. [38] get PSNR values of 50.53
and 48.88, Pandey et al. [39] get PSNR value of 57.6337 and Goswami et al. [40]
get PSNR value of 37.24. A higher rate of PSNR value (58.1951) is obtained in the
proposed method.
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As can be seen in Table 10, Goswami et al. [40] get SSIM value of 0.9960 and,
Weir et al. [41] get SSIM value of 0.9147. A higher rate of SSIM value of 0.9966
is obtained with the proposed method. SaiCandana and Anuradha [42] get SSIM
values of 0.98 and 0.99 (color) and Huang et al. [43] get SSIM values of 0.9879
and 0.9925 (color). A higher rate of SSIM value (0.9965 – color) is obtained in the
proposed method.

Method Image Type SSIM

Goswami et al. [40] Grayscale 0.9960

Weir et al. [41] Grayscale 0.9147

SaiCandana et al. [42] example 1 Color 0.98

SaiCandana et al. [42] example 2 Color 0.99

Huang et al. [43] example 1 Color 0.9879

Huang et al. [43] example 2 Color 0.9925

Proposed Method Grayscale 0.9966

Proposed Method Color 0.9965

Table 10. Encryption comparisons 2

Gorji et al. [44] get PSNR values of 53.6654 (1 % salt-pepper), 47.8638 (5 % salt-
pepper) and 56.6781 ((10 × 10) data loss). A higher rate of PSNR values 58.7118
(1 % salt-pepper), 53.5124 (5 % salt-pepper) and 75.7988 6781 ((10× 10) data loss)
are obtained in the proposed method (see Table 11).

Method Attack Type Image Type SSIM

Gorji et al. [44] 1 % salt-pepper Grayscale 53.6654

Proposed method 1 % salt-pepper Grayscale 58.7118

Gorji et al. [44] 5 % salt-pepper Grayscale 47.8638

Proposed method 5 % salt-pepper Grayscale 53.5124

Gorji et al. [44] (10× 10) data loss Grayscale 56.6781

Proposed method (10× 10) data loss Grayscale 75.7988

Table 11. Attack comparisons 1

In Lena image, Xu et al. [45] and Ye et al. [19] get NCPR values of 0.9962
and 0.9955, respectively. A higher rate of NCPR value 0.9963 is obtained in the
proposed method. Xu et al. [45] and Ye et al. [19] get UACI values of 0.3351 and
0.3339, respectively. In the proposed method, UACI value 0.3347 is obtained.

In Boat image, Hua et al. [17] and Ye et al. [19] get NCPR values of 0.9963 and
0.9962, respectively. A lower rate of NCPR value 0.9961 is obtained in the proposed
method. Hua et al. [17] and Ye et al. [19] get UACI values of 0.3353 and 0.3347,
respectively. A lower rate of UACI value 0.3346 is obtained in the proposed method.

In Elanie image, Hua et al. [17] and Hua et al. [21] get NCPR values of 0.9962
and 0.9961, respectively. In the proposed method, UACI value 0.9961 is obtained.
Hua et al. [17] and Hua et al. [21] get UACI values of 0.3342 and 0.3355, respectively.
In the proposed method, UACI value 0.3347 is obtained.
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Method Image NCPR UACI

Xu et al. [45] Lena 0.9962 0.3351

Ye et al. [19] Lena 0.9955 0.3339

Proposed method Lena 0.9963 0.3347

Hua et al. [17] Boat 0.9962 0.3347

Ye et al. [19] Boat 0.9963 0.3353

Proposed method Boat 0.9961 0.3346

Hua et al. [17] Elanie 0.9962 0.3342

Hua et al. [21] Elanie 0.9961 0.3355

Proposed method Elanie 0.9961 0.3347

Ye et al. [19] Cameraman 0.9960 0.3353

Proposed method Cameraman 0.9962 0.3342

Table 12. Attack comparisons 2

In Cameraman image, Ye et al. [19] get NCPR value of 0.9960 and UACI value
of 0.3353. In the proposed method, NCPR value 0.9962 and UACI value 0.3342 are
obtained (see Table 12).

The encrypted shares are tested by using many methods of histogram analysis,
data loss attack and salt-pepper noise attack. These tests are applied to both
grayscale and color images. The histograms of the encrypted shares are balanced
and unbiased causing the statistical methods to fail in information extraction. The
measurement results of data loss and salt-pepper noise attacks are obtained with
PSNR and SSIM for binary and grayscale images whereas CQM is used for color
images. When image resolutions are examined, the worst result is obtained with
90 % loss compared to (10 × 10), (30 × 30) and (100 × 100) data losses attacks.
A better image resolution is obtained in 1 % salt-pepper noise attacks compared to
5 % salt-pepper noise attacks.

Moreover, the measurement results of differential attacks are obtained with
NCPR and UACI. There is no big difference between these comparisons in Ta-
ble 12. Chi-square analysis is also applied. The low values of chi-square confirm
that the proposed method offers fairly high encryption effect [46].

Finally, all comparisons show that the proposed method has better PSNR, SSIM
values and a good NPCR and UACI values. Thus it provides a better security.

7 CONCLUSION

In PVSSM, when the higher privileged shares are superimposed, the secret image is
restored. Therefore, there is no need for all share images to reveal the secret image.

In this work, we have presented a solution to the security problem of PVSSM.
We combined PVSSM with 2D-LASM based image encryption. This method was
called Chaotic Encryption-based PVSSM. There are some advantages and novelty
of the proposed method:
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1. One of the VC and chaotic encryption methods are employed together.

2. Unlike traditional VC, this method has no pixel expansion.

3. When grayscale and color images are encrypted, Jarvis algorithm is applied.

4. Chaotic Encryption-based PVSSM is suitable for binary, grayscale, and color
images.

5. For color images, CQM metric is used.

Finally, according to the test results, the proposed method is resistant against vari-
ous attacks. Moreover, a better image quality has been obtained with the proposed
method.

Since PVSSM is a lossy-method, certain loss may be possible while decrypting
the encrypted image. Future works may ensure better image quality and compare
CQM values for color images.
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