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Abstract. In this paper, we investigate the popular centrality-based approaches
to find a set of critical nodes whose deletion causes the most disconnectivity in the
network. Demonstrating the weak points of these approaches which only consider
a ranking factor, we propose an Enhanced Critical Node Detection (ECND) method
which can work with any kind of ranking score by considering the structure of
a network. We have designed a set of experiments using 24 different artificial and
real-world networks, varying in the number of vertices and number of edges. Using
two different objective functions including the number of connected components
and the weighted average size of the connected components, experimental results
show outperformance of ECND in comparison to all 8 other methods.
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1 INTRODUCTION

As many real-world systems can be represented by networks, a vast range of re-
searchers from different science areas have focused on analyzing networks and study-
ing their structural behavior [I]. Social and biological networks [2, B, @, Bl [6], in
which vertices represent individuals or proteins and edges represent communications
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or interactions, are the two most famous examples of networks that have attracted
a lot of research, especially during the past two decades. Among complex network
analysis approaches, Critical Node Detection (CND) is an important task which
given a graph G(V, E) aims to find a set of vertices S € V whose removal will
leave the graph with minimal pairwise connectivity [7]. In this regard, critical nodes
whose removal will break the network into more components with minimum variance
in their size are more desirable. Identifying critical nodes of a network can reveal
important insights about the structure and vulnerability of the network. Criti-
cal node detection can also reveal leaders in social networks and potential hubs in
telecommunication or supply chain networks.

A node is important if its failure or malicious behavior essentially changes net-
work performance [8]. Generally, the optimal solutions for different versions of CND
will not be the same. Concurrently, they have a certain level of correlation [9].
Ranking vital nodes of networks is very meaningful for numerous applications, such
as disease propagation inhibition and information dissemination control [10]. Vari-
ous criterias for CND have been suggested, and the effectiveness of these influence
measures has been investigated for the case where the complete network structure
is known [I1]. Widespread usage of complex interconnected social networks such
as Facebook, Twitter, and LinkedIn also increased the attractiveness of CND prob-
lems [12].

Unfortunately, the critical node detection problem is known as an NP-complete
problem which makes it very hard to be solved optimally even for medium size prob-
lems. Therefore, a range of approximation, evolutionary and heuristic algorithms
have been proposed to tackle the critical node detection problem. However, due to
a high variety of network structures, one measure or algorithm may not work well
on different structures. Hence, one challenging issue in current approaches of critical
node detection is robustness which means having an algorithm working accurately
enough to discover critical nodes in a range of network structures. One of the main
approaches for detecting critical nodes in social networks is based on centrality ana-
lysis. Centrality-based approaches (like degree, betweenness, etc) have been used to
measure the relative importance of nodes in both weighted and unweighted graphs
in social network analysis context [13].

However, research has shown that the deletion of nodes of high centrality might
not necessarily result in maximal network disconnectivity [14} [I5]. This fact demon-
strates the importance of having a more sophisticated selection approach for iden-
tifying critical nodes in complex networks. To address this important issue in the
critical node detection problem, this research proposes a more accurate approach
for identifying a set of nodes whose deletion can lead to higher loss in network con-
nectivity. More precisely, we improved the centrality-based critical node detection
methods by taking into account the network structure in the neighborhood of the
node that is a candidate for removal. Given a ranking vector of importance for
each node in the network, our method starts from the highest rank and in each step
assesses the nominated candidate and only adds it to the selected list of critical
nodes, if it passes the assessment criterion. The proposed algorithm then updates
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the degrees of the neighbors of the selected node before reiterating the procedure
for the next nominated candidate from the ranking list. Briefly, the main contribu-
tion of this paper is developing a robust algorithm for critical node detection which
produces more reliable and stable results in different network structures. Another
important contribution of this paper is reviewing eight popular centrality-based ap-
proaches for critical node detection and also implementing and using them in the
experiments. Hence, we have comprehensive experimental results of the proposed
ECND method and statistically comparison its performance with all of the eight
well-known approaches on 24 different complex networks. The rest of this paper is
organized as follows. In Section ] we review existing centrality-based approaches
for critical node detection problems and provide information for eight of the most
popular centrality-based methods. Then in Section [, we present our proposed al-
gorithm and describe the idea behind that by an explanatory example. Then we
discuss its procedure and express how it can improve the performance of the current
approaches by detecting the right set of critical nodes. Section [f] empirically dis-
cusses the performance of the proposed algorithm on different types of artificial and
real-world datasets and statistically compares it to all the eight discussed methods
in Section 2} Finally, the conclusion of this paper is presented in Section [5}

2 RELATED WORK

The problem of critical node detection was formally introduced in 2009 [7]. For an
un-weighted un-directed network G(V, E), a set of nodes S € V, |S| < k whose
deletion minimizes the network connectivity are called critical nodes. k is defined
by the user and determines the maximum number of critical nodes. Mathematically,
the objective of the CNDP is to determine:

S = argrglei‘r/l Z u;; G(V, S); |S| < E, (1)
1.5€(V\S)

where
1, if exists a path between ¢ and j;

Uisj :{ 0, otherwise. (2)

As shown in Equation , pairwise connectivity of a graph is calculated by sum-
mation of binary values u;; for all pairs of nodes. The u;; is 1 if there is a way to
access j from ¢ and 0 otherwise. Since its introduction, the critical node detection
problem has attracted a lot of attention in the research society. Until now, an im-
portant approach for solving this problem relies on centrality analysis. A variety of
centrality measures have been used to discover critical nodes. In most centrality-
based approaches, k critical nodes are identified as a set of k nodes with the highest
centrality. The most straightforward centrality measure is called degree centrality
which is based on the idea that nodes with higher degrees are more important as
they are connected to more network members. Crucitti et al. [I6] studied the vulner-
ability of scale-free complex networks by attacking high degree nodes in benchmark
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datasets. They showed that scale-free networks are more resilient in comparison
with random networks to random node removals, but they are fragile to attacks
on high degree nodes. Another centrality measure frequently used for critical node
detection is Betweenness centrality which measures the number of times that a node
is in the shortest path between any two other nodes in a graph. The betweenness
centrality of a node can be computed as follows:

Cp(v) = Y 03;(v)/0y (3)

i#jF#v

where o0;; is the total number of shortest paths between ¢ and j and o;;(v) is the
number of those paths which pass through v. As it is embedded in the definition
of betweenness, removal of k high betweenness nodes from a network minimizes the
maximum and average paths in the remaining network.

The closeness centrality measures the importance of each node in spreading
information to other nodes based on the total shortest path length between that
node and all other nodes. Nodes in the center of the graph have the lowest total
shortest path, and therefore their closeness value is the highest. The closeness
centrality of node ¢ € V is defined as Equation @ where d;; is the length of the
shortest path between nodes i and j [I7].

Vi—1
Zjev,j;éi dij .

Freeman et al. [I8] studied closeness centrality to detect the central nodes on
different network structures such as wheel, circle, and chain and compared it with
the betweenness centrality. They showed that removing the nodes according to
distance-based centralities like betweenness is more effective than closeness in terms
of breaking the network into more connected components. Brin et al. [T9] proposed
PageRank to identify the most important webpages in the Google search engine.
This method was faster and more accurate than previous engines. The PageRank
algorithm ranks each node of graphs based on its degree and its neighbors rank. In
undirected networks, the PageRank of each node is calculated based on the sum of
PageRanks of its neighbors. The formula that calculates the PageRank of node 7 in
an undirected graph is as follows:

. lfb 7)
PR(i) 5
W= ;U)degj ®)

Coli) = (4)

where PR(i) is the PageRank of node i, and b is the damping factor which is the
probability that surfing the network would continue (this number is suggested by
Brin and Page [TI9] to be 0.85). The nodes with the higher ranks are considered to
be more important because they either have many edges or some neighbors with
high ranks [19]. In spite of many distance-based centrality measures, PageRank can
be computed for a very large network in a reasonable time.
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Kleinberg’s Authority [20] is another measure of centrality which is defined
based on the principal eigenvector of ATA where A is the adjacency matrix of
the graph. For undirected graphs that the adjacency matrix is symmetric and thus
ATA = A AT the Authority measure has the same score as Hub (another Klein-
berg’s centrality measure). Eigenvector centrality [21] is another way of calculating
the importance of nodes in a network which is based on the first eigenvector of the
graph adjacency matrix. The eigenvector centrality of each node is proportional
to the sum of the centralities of those nodes to whom it is connected. In general,
vertices with high eigenvectors are those which are connected to many other ver-
tices which are, in turn, connected to many others. This can imply that the largest
values will be obtained by individuals in large cliques or high-density substructures.
Another common centrality measure in the literature is Bonacich’s alpha central-
ity [22]. Alpha centrality of the vertices in a graph is defined as the solution of the
following matrix equation:

r=aAlr +e (6)

where A is the (not necessarily symmetric) adjacency matrix of the graph, e is the
vector of exogenous sources of the status of the vertices and « is the relative impor-
tance of endogenous versus exogenous factors. Power centrality [23] implies that a
node’s centrality is equal to a function of the centrality of those they are connected
to. Thus, nodes which are tied to very central nodes should have higher centrality
than those which are not. There is a parameter that determines the radius of the
impact that centrality of each node can affect others’ centrality. Small values of
this parameter limit the effects to close neighbors and larger values have a global
impact. According to this centrality measure, it is also possible that nodes have
a negative impact on the centrality power of their neighbors. The last centrality-
based critical node detection algorithm that we used in our experiments is subgraph
centrality [24], which measures the number of subgraphs that a vertex is a member
of them. The subgraph centrality of a vertex is defined as the number of closed
loops starting at the vertex, where longer loops have exponentially smaller weights.
The weak point of this method is its requirement to all eigenvalues and eigenvec-
tors of graph adjacency matrix, which is time-consuming and makes usage of this
algorithm to be limited from small to middle-sized graphs in practice. All above-
mentioned centrality-based critical node detection algorithms assign a score to each
node of a given network and in the next step select k nodes of the highest ranks
as k critical ones. Although each of those k discrete nodes has a high score of
that specific objective function, the set of k highest ones of them may not be the
best set of k& that could optimize its objective value. That was the key motiva-
tion for us to think more about the second phase which led us to a wise selection
strategy. The proposed selection method is further discussed in detail in the next
section.
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3 PROPOSED METHOD

Given a centrality measure for a network, this paper proposes a new method for crit-
ical node detection problem which performs more robust in different network struc-
tures. The proposed method, called Enhanced Critical Node Detection (ECND),
can work based on any ranking measure. To clarify the mechanism of the proposed
method, we first explain typical approaches for CNDP.
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a) An example network, the size b) After deletion of first three
of each node indicates centrality nodes with highest centrality
score scores

Figure 1. An explanatory toy example

Figure shows a network with 18 vertices. The size of each node in this figure
is proportional to its ranking (centrality score) which means the bigger the node
the better position in the ranking. Suppose that we want to solve a 4-critical node
detection in this network (k = 4). In the first three steps, the centrality-based critical
node detection algorithms remove the first three nodes with the biggest centrality
values. Node number 4 is the next candidate to be removed as it has the fourth
greatest rank. But as it is pictured in Figure , by removing node number 4,
not only we do not increase disconnectivity of the network but also decrease the
number of connected components because we remove an individual component. In
this example, we can clearly see that the best choice for removal as a critical node
in the network of Figure is node number 5 whose ranking/centrality score was
even smaller than node number 4. This simple network is an insightful example of
the motivation behind the proposed ECND approach. It shows that the optimal
set of k critical nodes is not essentially a set of & nodes with the highest ranking.
It implies that although centrality-based ranking is a key approach for detecting
vital nodes in complex networks, it should be combined with a systematic selection
strategy to have the most possible impact and efficiency.

The two basic principles behind the proposed algorithm are:

1. Importance of centrality analysis for critical node detection.

2. Wise deletion based on given centrality scores.
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This paper wants to highlight that nodes with high centrality scores are impor-
tant to be considered as critical nodes, but the centrality should not be the only
parameter for a critical node detection algorithm. Because centrality, in general,
indicates the state of being accessible from other nodes especially neighbors and
it slightly differs from the objective of the critical node deletion problem which is
selecting a set of k nodes from a graph that maximizes disconnectivity in the re-
maining network. Thus, the different functionality of centrality requires a critical
node detection algorithm to be wise in the selection of nodes for removal from the
network. In the proposed critical node detection method we establish a wise selec-
tion strategy that takes into account both the centrality value of the nodes and the
relative importance of their neighbors. In the example of Figure , node 4 is no
longer a critical node when all of its three neighbors are more eligible to be a critical
node than itself. The ECND algorithm looks at both structures of the graph and the
ranking score of nodes simultaneously to get improve the performance of detecting
the right nodes to be removed from the network, so that the disconnectivity of the
network will be maximized. Given any kind of node ranking in an input network,
the ECND starts from a node with the highest rank and adds it to the list of se-
lected nodes, if its degree is at least two; which means that this node is not either
a single isolated node or an end node (leaf). Because in each of these two condi-
tions, removing the node does not increase the disconnectivety of the graph. After
adding a node to a set of selected nodes, the ECND algorithm updates degrees of
its neighbors (directly connected nodes to the selected node) by decreasing 1. Then,
it picks the second-ranked node in the network based on its given ranking and this
procedure will iterate until it reaches the desired number of k. This simple, how-
ever effective selection way, guarantees that the disconnectivity objective improves
monotonically. The ECND algorithm is also shown in Algorithm [f}

4 EXPERIMENTAL RESULTS

In this section, we present an empirical analysis of our critical node detection algo-
rithm and compare it with some of the most popular CND methods in the litera-
ture.

4.1 Datasets

To present a comprehensive comparison, we generated 6 different categories of ar-
tificial benchmark models and 6 real-world datasets that are popular in the litera-
ture.

Table [I] briefly represents some information about the datasets used in our ex-
periments. Artificial datasets are generated in three different sizes of 100, 500, and
2000 nodes, as shown in the third column of this table. The number of edges of each
network is also reported in the fourth column. The second part of Table [I] presents
names, number of nodes, and number of edges of real datasets. More details about
the benchmark models and real datasets are as follows:
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Algorithm 1 The Pseudocode of the proposed ECND algorithm

Input: input network G, ranking scores R, number of the critical node k,

Output ©: set of k critical nodes to be removed from the network,
// list of selected nodes
// list of not assessed nodes

O=10
X = all nodes in G
While (length (©) < k and X

<>0) do

candidate = node with highest R score € x
If deg(candidate) >= 2) then

Add candidate to ©

[candidate = neighbor(candidate)

for all ni € [eangidate dO

deg(ni) = deg(ni) — 1

end for
end if
Remove candidate from X
end while
Return ©

// update neighbors

e The Watts-Strogatz model [25] aims to generate networks that have charac-
teristics observed in real small-world networks. The small-world phenomenon is
one of the common properties of real complex networks. Two aspects of small-
world networks are the low diameter of the network compared to its size and its
high clustering coefficient. Watts-Strogatz model starts with a ring of n vertices

NAME

N

E

watts.strogatz

100/500/2000

300/1500/6000

Barabasi

100/500/2000

99/499/1999

Artificial Datasets

forest fire

100/500/2000

131/689/2794

erdos.renyi

100/500/2000

275/1257/5075

aging prefatt

100/500/2000

99/499/1999

ExpoDegrDist

100/500/2000

111/673/2583

Real Datasets

Zachary 34 78
Dolphins 62 159
Polbooks 105 441
Adjnoun 112 425
Netscience 1589 2742
Power 4941 6594

Table 1. Datasets
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a) A Watts-Strogatz network b) A Barabasi-Albert network ¢) A forest-fire network with
with n = 500 and p = 0.1 with n = 500 and power = 0.1 n = 500, fw.prob = 0.25 and
bw.prob = 0.2

d) A Erdés-Rényi network with e) Aging-prefatt network with f) Exponential network with
n = 500 and power = 0.01 n = 500, pa.exp = 1 and n = 500 and power = —i/2
aging.exp = —1

Figure 2. Artificial benchmark networks

and connects each vertex in the ring to all of its k nearest neighbors. Then, each
edge is chosen with probability p to reconnect one of its endpoints to a randomly
chosen node. Figure shows an example of the Watts-Strogatz network with
500 nodes and p = 0.1.

e The Barabasi-Albert model [26] proposes that graph structure is a result of
two processes, growth and preferential attachment. Generating a network starts
with mg nodes and grows step by step. At each step, one node is added. The
last added node is linked to m existing nodes by some edges according to the
probability of:

deg(v)

P(eneww € B) = S deg(w) (7)

where deg(v) returns the degree of a vertex and v, w are the vertices that already
existed in the graph. As a result of the preferential attachment characteristic of
this model which is conducted by the probability of Equation @, nodes already
have high degrees are more likely to grow further and increase their degrees. The
power-law edge distribution can make this model a good representative of real-
world networks. Figure shows an example of such a network with 500 nodes
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with power = 1. As it was expected, there are many nodes with small degree
and a few ones with the highest degree in this network.

e Another network that is used in our experiments is called the Forest-Fire net-
work model [27]. The Forest Fire network generating algorithm starts with
a random single node v € V. Then, it picks an existing node w with uniform
distribution and creates the edge (v,w). Then, it randomly generates two num-
bers x and y with binomial distribution through ﬁ and 11—’;}), where p and
r € (0,1) are called forward and backward probabilities, respectively. In the
next phase, the algorithm creates an edge from v to each of x + y vertices and
will repeat this process recursively from those = + y vertices. Figure shows
an example of such a network with 500 nodes and a forward probability of 0.25
and a backward probability of 0.2. For more information about this network,
you can refer to [27].

e The Erd6s-Rényi model [28] generates a random graph in which every possible
edge is created with the same constant probability p. Therefore, the number of

edges in graph G(n,p) is a random variable with the expected value ( g ) p.

Figure shows an example of the Erdos-Rényi network with n = 500 and
p=0.01.

e The Aging-Prefatt is a discrete-time step model of a growing graph. It starts
with a single node with no edge and then in each time step, a new vertex is added
and it initiates several edges to the old vertices in the network. The probability
that an old vertex is connected to is:

pli] ~ (c- k& +a)(d- 1] +b) (8)

where k; is the degree of vertex ¢ in the current time step and [; is the age of
vertex i. The age is simply defined as the number of time steps passed since the
vertex is added. An example of such a network with 500 nodes and preferential
attachment of 1 and an aging exponential of —1 is presented in Figure .

e The Exponential degree sequence network generates a network that has an ex-
ponential degree sequence with power = —i/2 where i is the index of each node.
An example of an exponential degree distributed network of size 500 is shown
in Figure .

e Real Datasets: Zachary Karate Club [29] is a social network of friendships
between 34 members of a karate club at a US university in the 1970s. Dolphin
dataset [30] is a social network of frequent associations between 62 dolphins in
a community living off Doubtful Sound, New Zealand. Political Book is a net-
work of books about US politics published around the time of the 2004 presi-
dential election and sold by the online bookseller Amazon.com. Edges between
books represent frequent co-purchasing of books by the same buyers. Adja-
cent nouns [31] is an adjacency network of common adjectives and nouns in the
novel David Copperfield by Charles Dickens. The Network science dataset [31] is
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a coauthorship network of scientists working on network theory and experiment.
The last dataset is called the power dataset [25] and represents the topology of
the Western States Power Grid of the United States.

4.2 Comparison Measure

According to the definition of the critical node detection problem, the discovered
k critical nodes are expected to maximize (pairwise) disconnectivity of the network.
Here we consider two different criteria to assess disconnectivity of the resulting
networks after deletion of critical nodes detected by different approaches.

e Number of network’s connected components after deletion of critical nodes is our
first measure of pairwise disconnectivity. This criterion is a common measure in
the literature for analyzing the effect of deleting critical nodes and comparing
the results of different approaches. Clearly, the better set of critical nodes is the
one whose deletion results in a more disconnected network with a higher number
of connected components.

e Weighted average of component size is also an important criterion for evaluating
the importance of identifying critical nodes. Critical nodes are supposed to break
down network structures into pieces of uniformly sized (balanced) components.
For instance, a set of 4 critical nodes whose deletion breaks down a network
of size 100 to two almost equal size components are much more preferred to
those who break the network to the component size of 5 and 95. Hence we
are interested to find a set of critical nodes with a smaller weighted average
component size. The weighted average of two components sizes of 1 = 1 and
Ty = 9is (=2—mxy) + (=22—x5) = (0.1 x 1) 4+ (0.9 x 9) = 8.2 while for two

T1+T2 T1+a2

component sizes of x1 = x5 = 5 it is equal to (0.5 x 5) + (0.5 x 5) = 5.

4.3 Comparison with Other Methods

In this section, we apply our enhanced critical node detection framework on a range
of centrality measures and illustrate results on different datasets. We also present
a sensitivity analysis of the numbers of critical nodes.

Test on artificial benchmarks. Table [2] represents the results of experiments on
artificial datasets. In this experiment, we used 6 artificial benchmark models
which are explained in the previous section and generated 3 datasets of sizes
100, 500, 2000 based on each model. Hence, in total, this experiment is done on
18 datasets of 6 benchmark models and 3 different sizes. For this experiment,
the number of critical nodes is set to kK = 0.15 x N, where N is the dataset size.
To summarize the results, instead of reporting all 18 values for 18 datasets, we
report the number of datasets (out of a total of 18) that each method achieved
the best result. The first column of Table 2] represents a list of methods in pairs
grouping each centrality-based method with its corresponding ECND approach.
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In the second column, the number of wins for each method is reported. Note
that a win for the first criterion is equivalent to higher number of connected
components and for the second one represents a smaller average component size.
Note that if two methods have the same results, both of them are considered
winners. The result of the statistical pairwise Friedman test is reported in the
last column of Table 2l Null hypothesis of this test is two methods have no
significant difference in performance. The null hypothesis is strongly rejected
due to very small p-values which proves that the ECND statistically outperforms
the corresponding centrality measure significantly.

Number of Connected components ‘ p-value ‘ Average Component size  p-value

Degree 8 8
0.002 0.002
ECND-Degree 18 18
Closeness 5 5
0 0
ECND-Closeness 18 18
Betweenness 6 6
0.001 0.001
ECND-Betweenness 18 18
Eigenvector 2 2
0 0
ECND-Eigenvector 18 18
PageRank 12 12
0.014 0.014
ECND-PageRank 18 18
Authority 2 2
0 0
ECND-authority 18 18
Subgraph 6 6
0.001 0.001
ECND-subgraph 18 18
alpha.cent 3 3
0 0
ECND-alpha.cent 18 18

Table 2. Statistical comparison on 18 artificial benchmarks based on two criteria

To investigate the effect of £ on the performance of the proposed method in
comparison with competitor algorithms, we considered the problem of & critical
node detection for 8 different values of k. Ranges of k are slightly different
for different datasets based on the structure of networks and their connectivity.
We set range of k in [5-60] % and [5-70] % in Erdés-Rényi and Watts-Strogatz,
respectively; and kept it under 30 % for the other benchmarks, due to their lower
connectivity. This experiment has been done over all 6 artificial datasets of size
n = 2000 and the number of connected components is used as an evaluation
measure. Figure 3] demonstrates the results of this experiment for all 8 critical
node detection methods and ECND. As shown in this figure, ECND improves the
performance of all other methods. More precisely, when the number of critical
nodes grows especially to more than 10-15 percent of network size, the difference
between ECND and other methods increases remarkably. The greatest difference
is 400 % in the Forest-Fire dataset when the Alpha-Centrality algorithm cannot
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depart the network into more than 200 components, while ECND based on the
same ranking vector separates the network into more than 800 different pieces.

Comparing the y-axis of different figures on the same dataset in Figures ,
, , and reveals that the best performing algo-
rithm among all 8 methods in achieving the highest amount of objective value
is PageRank (Figure . Focusing on Figure one can observe that by in-
creasing the number of k, even the PageRank algorithm falls into trap of deleting
vertices whose neighbors are also present in the set of k critical nodes; and hence
are removed in advance. However, ECND can identify this trap and remain safe
in such situations so that it achieves better results than PageRank.

Zachary \ Dolphins I Polbooks I Adjnoun l Netscience \ Power \ p-value

Degree 17 17 16 21 580 1938
0.083

ECND-Degree 19 17 16 21 680 2409

Closeness 15 3 8 12 398 369
0.045

ECND-Closeness 16 3 10 12 677 1838

Betweenness 14 12 10 21 571 1386
0.025

ECND-Betweenness 17 15 10 23 689 2142

Eigenvector 15 11 4 13 446 86
0.025

ECND-Eigenvector 19 13 14 13 610 1395

PageRank 17 17 19 21 653 2222
0.025

ECND-PageRank 19 18 19 22 678 2459

Authority 15 11 4 13 404 253
0.025

ECND-authority 19 13 14 13 655 2194

Subgraph 15 11 11 13 490 1638
0.025

ECND-subgraph 19 15 16 13 680 2299

alpha.cent 5 2 3 1 309 533
0.025

ECND-alpha.cent 5 3 5 9 562 1507

Table 3. Test results on real datasets

Test on real benchmarks. Tables 3] and [ represent statistical results of ECND
and other approaches on real-world networks in terms of two evaluation criteria,
i.e. number of components and weighted average of components size. The first
column of this table lists the different methods which are divided into pair based
on each centrality measure. In each division, the first row is a typical critical
node detection approach and the second row is the corresponding ECND ap-
proach based on the same centrality measure. In this experiment, k is fixed and
equal to k = 0 : 3 x N, where N is size of dataset. The value of evaluation
criteria is reported in columns 2 to 6 of the table for each dataset. Table 3]
reports results based on the number of connected components after the dele-
tion of critical nodes. Table [] shows the value of weighted average component
size in such networks. As explained in advance, a better set of critical nodes
breaks the network to a higher number of connected components which have
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Zachary \ Deolphins \ Polbooks I Adjnoun I Netscience I Power I p—value

Degree 2.17 16.16 17.33 37.82 247 3.82
0.083

ECND-Degree 1.50 16.16 17.33 37.82 1.80 1.92
Closeness 3.08 30.14 46.81 57.69 477 355.86 _
ECND-Closeness | 2.67 3914 2251 57.69 192 nea ¥
Betweenness 3.00 14.95 18.51 41.95 2.99 8.58 e
ECND-Betweenness | 1.83 11.88 18.51 39.10 2.24 2.63 0023
Eigenvector 3.08 2272 67.16 54.36 377 3042.73 N
ECND-Figenvector | 1.50 19.98 36.36 54.36 2.31 s

PageRank 2.17 13.00 12.10 37.82 251 2.60
0.025

ECND-PageRank 1.50 12,95 12.10 36.46 1.93 1.93
Authority 3.08 22.72 67.16 54.36 6.80 1731.87 N
ECND-authority 1.50 19.08 39.36 54.36 2.40 2.96 0023
Subgraph 3.08 2412 35.74 5136 330 555 N
ECND-subgraph 1.50 16.30 27.19 54.36 1.90 2.25 0023
alpha.cent 1183 4105 63.36 78.00 89.72 1554.16 N
ECND-alphacent | 11.83  37.33 65.27 62.92 13.15 goro ¥

Table 4. Test results on real datasets based on weighted average component size

a smaller average component size. Accordingly, better results are highlighted
in bold in each pair of rows. As shown in Tables [J] and [l without any ex-
ception, the ECND performed either equally or in most times better than the
other corresponding centrality-based approaches. We observe in these tables
that in some cases, the ECND method dramatically improves the results. For
instance, on the Power dataset, the number of critical nodes identified by the
ECND-Closeness breaks the network into a more than five times greater num-
ber of components (500 % improvement) than that of the corresponding method.
Similarly, the ECND-Authority performs 8 times (800 % improvement) and in
the ECND-Eigenvector 16 times (1600 % improvement) more accurately than
the corresponding method. In the last column of Tables [Jl and [] the results of
the statistical Friedman test are reported. The null hypothesis of this test is
the two methods have no significant difference in performance. The hypothesis
is strongly rejected in 7 cases due to very small p-values. Table ] confirms the
results in Table [l As previously discussed, the weighted average of compo-
nents indicates how much the components are overheated in size. For instance,
given k = 2, apparently the objective of the critical node detection problem
is not breaking the input network into two pieces of 1 and N — 2. The best
solution can be two components of almost N/2. Table ] shows that not only
the proposed ECND algorithm outperforms the other algorithms in the num-
ber of components, but also the quality of the results, i.e. the weighted average
of connected components, is much better than that of the other methods. For
example, in the Power benchmark, not only our method is performed 16 times
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better than the Eigenvector algorithm in aspect of number of components, but
also the quality of ECND’s results are more than 170 times better than that of
the Eigenvector method. The similar results on the other datasets also confirm
the efficiency of the proposed method.

5 CONCLUSION

In this research, we considered an algorithm called ECND for critical node detection
in complex networks. ECND improves the performance of centrality-based critical
node detection algorithms by taking into account both the ranking score of ver-
tices and the structure of neighbors of candidate nodes. Experimental results on
18 artificial networks in different sizes from n = 100 to n = 2000 showed that the
proposed ECND method significantly outperforms all other 8 well-known critical
node detection algorithms. The sensitivity analysis results of the algorithm based
on different ranges of k revealed that the disconnectivity of a network can dra-
matically increase by ECND while the other competitor algorithms converged to
a steady-state. Promising results of applying the ECND algorithm on 6 real-world
famous networks varied in size from n = 34 to n = 4941 also confirmed the outper-
formance of the proposed method in comparison with all other methods. We also
statistically investigated the output quality of different methods in our experiments.
The high quality of ECND results was another evidence for the well-performing of
ECND in comparison with the other 8 existing methods. We intend to accelerate
CND algorithms in our future work.
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