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Abstract. The invention of new technologies and the upgrading of existing ones to
carry out assigned duties for human requirements efficiently and quickly are among
the new prospects made possible by the evolution of artificial intelligence and infor-
mation technology. This study aims to evaluate the performance of the Internet of
Things solutions based on fog and edge computing. This article examines fog com-
puting architectures and discusses the primary potential security and trust issues.
The topical issue is to analyze and improve the security of data transmission from
electronic devices and media in fog clouds using data encryption and encryption
algorithms. The study confirms that depending on the amount of information to
be processed, each block encryption algorithm can have a different key length. The
study investigates the Advanced Encryption Standard (AES) algorithm as a more
typical and efficient block encryption algorithm with key lengths of 128 and 256 bits.
The paper contains a comparative characteristic of data processing speed with the
size of 512MB on the example of the AES and PRESENT block encryption algo-
rithms, demonstrating an effective software implementation. The main scientific
novelty of the study is that the efficiency of such coding algorithms as AES and
PRESENT increases with a decrease in their size (from 256 to 128-bit and from 128
to 80-bit, respectively). It is necessary to expand our results for a more complex
residential system.
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1 INTRODUCTION

The introduction of information technology and automated systems capable of pro-
cessing tasks without the human factor via smart technology and the Internet of
Things is highly relevant these days. The advancement of information technol-
ogy and artificial intelligence opens new opportunities such as the development of
new technology and the improvement of existing ones to perform assigned tasks
for human needs effectively and in the shortest possible time. As a result of
this, new technologies have emerged that allow physical devices (peripheral and
electronic devices) to communicate with one another via a communication net-
work. They can exchange and manage data in real-time; for example, by con-
necting a device to the switching network, a user can control the electricity costs
and consumption of a living room [1]. This article examines fog computing archi-
tectures and discusses the primary potential security and trust issues. The top-
ical issue is to analyze and improve the security of data transmission from elec-
tronic devices and media in fog clouds using data encryption and encryption algo-
rithms.

1.1 Literature Review

Smart systems (smart grids) are one example of the modern technologies. They
are outfitted with cutting-edge technologies such as 5G, wireless sensor networks,
and a well-developed information technology infrastructure. Through the use of con-
nected actuator sensors and gateways to wireless sensor networks, these technologies
are capable of providing necessary services and ensuring the proper operation of wa-
ter and power supply systems [2]. IoT is regarded as a new evolution for smart
energy systems in which data obtained from newly connected IoT devices are used
to develop new technologies. This improves real-time decision-making by improv-
ing performance and solving critical and failure problems. The primary function of
IoT devices is to collect and exchange data about the physical world securely and
reliably [3, 4, 5].

Interoperability issues arise with the development of IoT technologies due to
the large number of devices connected and data being processed. In this context,
integrated software and hardware technologies are applied. They are optimized for
a variety of needs and are well-suited to energy smart grids as a means of increasing
reliability, security, and performance. IoT is actively being implemented in consumer
electronics, smart technology, and medicine, as well as smart energy, where IoT
provides tools to implement control and monitoring of energy consumption and
reduce the energy consumption [2, 3].
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The process advantages of using IoT are as follows [3, 6]:

1. Maximized fault tolerance and detection for network operation under sensitive
conditions in case of network resource depletion due to the automation of the
route marking and identity management by the operations centers;

2. provides interoperability and operation of complex software, where the interop-
erability of IoT devices focuses on the choice of protocol gateways which must
be transparent, verifiable, and secure, thereby improving the quality of service;

3. The uninterrupted power supply in constant power-up mode ensures stable op-
eration for stand-alone IoT networks;

4. Large amounts of processed data (from petabytes to zettabytes) and formats are
interpreted with data information.

IoT is closely connected with cloud computing and peripheral devices, which
have significantly changed the perception of information technology. This is due to
the lack of upfront investment in information technologies (IT), the proportional
costs, and the facilitation of fast processing of the data that comes from electronic
devices and media. Depending on the number of devices connected to the net-
work, applications are inherently sensitive to delays due to a large number of data
arrivals [7].

Although IoT for smart environments has made great progress, intelligent com-
puting is still a difficult technology to capture, store, process, and analyze enormous
amounts of data [8]. The exponential increase in the number of additional sensors
makes it more difficult for users to exchange, analyze, and learn from big data [9].
On the other hand, the longevity of computer services is correlated with security
and privacy challenges. Due to privacy infringement, users may uninstall a program.
Particularly, the IoT in the physical world demands extra care for safety. IoT data
and devices may be attacked using malware (such as distributed denial of service,
or DDoS), which can cause irreparable harm [10].

While there are several advantages to be gained from enhancing a building’s
operation and management efficiency, the application of AI technology in Smart
Buildings is growing [11]. A possible solution to deal with the data explosion of
IoT applications is AI (for example, machine learning) [12, 13]. The knowledge
that AI gains from IoT data may have a wide range of positive effects on IoT
consumers’ Quality of Service [14]. Almost 40 % of all energy used worldwide is
now attributed to buildings, but AI technologies provide a major opportunity to cut
energy use by enhancing automation, control, and dependability. At the same time,
these technologies may be used to raise building inhabitants’ levels of security and
comfort.

A system-level architecture called fog computing tries to evenly distribute re-
sources and services from the cloud to IoT [15, 16]. Aggregators employ fog nodes to
detect data for aggregation and overcome the problem of resource limitations since
cloud computing is unable to manage the exponential rise of data from edge devices
in smart buildings [17]. The five benefits of fog computing are as follows [18]:
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1. Managing the data explosion and network traffic strain;

2. Distributed and low-latency computing;

3. Going beyond the resource limit of terminal equipment;

4. Sustainable energy consumption; and

5. Intelligent computing.

Hence, using intelligent fog computing on IoT devices offers the potential to
increase energy sustainability.

By utilizing network and application information, the study [19] introduced
a unique load-balancing technique to distribute the burden of SDN across several
vehicle sensors. The suggested approach may balance a group of applications across
the linked SDN-connected vehicle sensors. The suggested model’s performance has
been compared with that of well-known heuristic-based models after the authors
evaluated this methodology on various datasets. The created model is highly accu-
rate in detecting patterns in both sparse and dense datasets. The deep feedforward
model’s training instances are greatly increased using the entropy-based active learn-
ing technique.

The work [20] uses SDN and deep learning to design intrusion detection for IoT
traffic. SDN provides smart management of networks by decoupling control and
data planes. Deep learning has proved to be a better approach in almost all areas.
The deep learning-based classifiers are providing better results in current IDS as
compared to traditional classifiers. The proposed model detects any intrusion in
networking systems, in particular IoT networks. The performance of the proposed
model is evaluated using F1, Precision, Recall, Accuracy, and other metrics. The
results for the proposed model have shown a notable improvement over other in-
trusion detection models for IoT. Considering future work, the other deep learning
classifiers can be explored for improvisation. The simulation work of the proposed
model can be tested in a real environment with increased attacks and normal traf-
fic.

In the paper [21], a remote monitoring system for the early detection of chronic
diseases and COVID-19 virus infection inpatients is proposed. The system uses ma-
chine learning and deep learning methods to classify patients’ conditions into healthy
and unhealthy classes. For providing patient health status diagnosis Decision Trees,
Random Forest, SVM, Gradient Boosting, and Logistic Regression algorithms are
used [22]. The results of the experiments on the COVID-19 datasets showed that the
Decision Tree, Random Forest, and Gradient Boosting algorithms achieved the best
results compared to SVM and Logistic Regression. The evaluation of the proposed
approach on the Chest X-ray images dataset is also provided. Logistic Regression,
Decision Tree Classifier, Gaussian Naive Bayes, KNN, and SVM algorithms, and
ensemble architecture are used to implement the data classification. By applying
these methods data are classified into COVID-19 and normal classes.

The paper offers a comparative analysis between classical methods like Logistic
Regression, Decision Tree, Gaussian Naive Bayes, KNN, and SVM and an ensem-
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ble learning method that has been constructed. While applying methods to the
diagnosis of COVID-19 disease, compared to the classical classification algorithms
the ensemble learning method developed in this study showed better results. Soft
Voting Ensemble and Hard Voting Ensemble were used as the ensemble method.
From the experiments of these ensemble methods applied to real datasets, superior
results are obtained compared to the separate algorithms.

Inspired by hawk eyes, the paper [23] proposed a hawk-eye-inspired perception
algorithm of stereo vision. The shortcomings of binoculars in long-distance mea-
surement and stable perception were addressed by the hawk-eye-inspired perception
algorithm. With the hawk-eye-inspired perception algorithm, the UAV, which was
equipped with binocular sensors, had completed the reconstruction of 3D point
clouds for orchard navigation, and the number and quality of point clouds were
significantly improved after reconstruction. This method retained the hardware
conditions and achieved the goal of obtaining a high-quality 3D point cloud.

Since cloud computing cannot fully meet the needs and requirements of mo-
bility with a wide range of functionality, fog computing has taken its place. Fog
computing (FC) is a highly virtualized platform that connects cloud data centers
and output devices by providing storage, computation, and networking services. FC
is distinguished by the ability to process large amounts of data locally using installed
software on heterogeneous hardware, as well as by dense geographical distribution
with mobility support [6]. Location awareness and low latency edge location are
features of FC, which include a large number of heterogeneous and decentralized
devices that can communicate with one another to perform data storage and pro-
cessing tasks. FC can provide better service quality in terms of fast response and
low power consumption [6, 24].

FC is based on the use of network devices, or nodes, to process data collected
from IoT devices while accounting for latency. In an FC environment, FC nodes
are heterogeneous components that are deployed in an edge network. Gateways,
switches, routers, access points with base stations, and dedicated servers are among
the components. FC enables uniform resource management, including network com-
putation and storage distribution [25]. FC must be used in conjunction with the
establishment of a comprehensive hardware root of trust that extends to all pro-
cessors and applications running on them, as well as to the cloud. The lack of
a hardware root of trust increases the risk of a software fog infrastructure attack,
allowing malware to exist undetected in the fog [24, 25, 26].

FC is viewed as an extension of cloud computing since it allows the cloud’s
computational and communication capabilities to be moved closer to the sensor
nodes. The advantages of such moves are [27]:

• Reduced latency, which makes it easier to develop new IoT applications in real-
time;

• Fog can allocate computing resources for large distributed sensor networks;

• Resource allocation improves mobility and location by delivering services to
mobile and limited users;
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• Fog is inherent in connecting devices in different physical environments allowing
them to interact to deliver new services and functions.

Data encryption is critical in the transmission and processing of user data, which
is exposed and poses a risk of data leakage to attackers [28]. Since component re-
sources are limited, short-term security can only solve part of the problem. Low
battery power and computation speed are resource constraints that are reflected
in data encryption, where the use of standard cryptographic algorithms requires
more power and reduces component lifetime. To this end, researchers have devel-
oped and implemented algorithms based on a lightweight cryptosystem with crypto-
graphic algorithms. Papers [29, 30] propose a novel hybrid encryption scheme to im-
prove healthcare data security in an IoT-enabled healthcare system. The study [31]
presents a detailed review of existing watermarking techniques belonging to the
spatial domain and frequency domain. In the paper [32], a novel cryptosystem is
proposed using DNA cryptography and DNA steganography for the cloud-based IoT
infrastructure. In this case, the confidential data is encrypted by using a long secret
key. Then, it is hidden in an image. Thus, the proposed cryptosystem not only hides
the data, but also encrypts the confidential data before storing it on the cloud server,
and it resists many security attacks in the cloud-based IoT infrastructure. Authors
of [33] showed that compared with traditional neural networks, an RBF neural net-
work has the advantages of fast convergence and local approximation to eigenvalues
when dealing with large-scale network topic data and does not suffer from the prob-
lems posed by local minimum. One approach is to modify the Advanced Encryption
Standard (AES) algorithm [34, 35].

The motivation for this study. The adoption of AES algorithms is the most
efficient and straightforward solution in terms of the security and complexity of
IoT implementation. The distinctive aspect is the secret key distribution, which
is challenging compared to other symmetric algorithms. A single block of data
(128 bits) requires extensive computer work to encrypt or decode, which uses a lot
of battery power. Because IoT components are constrained in their resources, using
a lot of energy might shorten their lifespan [36]. This is the disadvantage of this
system. Block encryption techniques must be in place for FC and edge computing
of electronic devices and media to be stable. Data processing and storage on remote
cloud servers are made more effective by the use of encryption to stop data leaking.
The research gap between previous studies and the purpose of this study is to
determine the performance evaluation of the proposed smart energy model based
on fog and edge computing, as well as encryption algorithms for data transmission
security.

The topical issue is to analyze and improve the security of data transfer from
electronic devices and media in fog clouds using data encryption and encryption
algorithms. The objectives of the study are the following:

1. To investigate fog and edge computing for data processing and storage in the
cloud;
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2. To study simple AES block encryption algorithms with the key lengths of 128,
256, and PRESENT 80, 128 bits for data encryption of FC for data processing
and security with subsequent storage in the cloud.

The following part of the article includes Sections as 2 Methods and Materials
(2.1 IoT Elements, 2.2 Fog and Edge Computing Architecture for IoT, 2.3 Algo-
rithm-Based Data Encryption, 2.4 AES Encryption Algorithm, 2.5 PRESENT En-
cryption Algorithm); 3 Results (3.1 Comparison of AES and PRESENT Encryption
Algorithm); 4 Discussion and 5 Conclusions.

2 MATERIAL AND METHODS

As an experimental setup, the interaction of smart devices in a two-room apartment
using smartphones connected to WiFi and Bluetooth networks for signal processing
in edge and fog computing was considered. Comparative characterization of the data
processing speed for encryption algorithms with AES 128 and 256-bit key length,
and for PRESENT 80- and 128-bit with 512MB size is presented.

2.1 IoT Elements

An IoT device’s hardware consists of a battery-powered sensor, an actuator, and
a communication system. The sensor’s function is to collect data from a specific en-
vironment. Flow rate, temperature, pressure, physical movements, distance, weight,
and so on are examples of such data. The collected data is processed on the device
and then transmitted via the communication network to remote servers [37, 38].

Sensors are IoT devices that collect and process data for transmission to display
devices. Hence, sensors are the most energy-intensive devices in the IoT system.
The only significant disadvantage of the complete IoT technology implementation is
the device’s limited autonomous operation time. A large amount of data is collected
and then processed consuming high energy. The amount and accuracy of data are
directly proportional to the battery’s limited life.

2.2 Fog and Edge Computing Architecture for IoT

The comprehensive fog architecture is built on modern computing architecture and
includes three major data transmission layers: cloud, fog, and edge. A backbone
network connects the cloud and the fog to provide network services. The cloud is
located at the top core layer, away from the edge devices. A fog is located in the
middle layer, closer to the edge devices than the cloud, and each node in the fog is
connected to the cloud and interconnected with one another. This suggests a link
between fog computing, fog to the cloud, and fog to edge computing [39].

A cloud consists of high-performance servers and storage devices that are ca-
pable of the storage and analysis of large amounts of data. A cloud is a storage
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center that allows for remote control and management and the processing of com-
plex tasks. Sending data to the cloud is possible via high-speed wireless and wired
communications. When a cloud is used for storage, it provides data storage meeting
the needs of users while also performing intelligent data processing.

In contrast to the cloud, fog contains a network of interconnected fog computing
nodes that allows for geo-distributed, low-latency data processing and transmission.
Each fog node represents an ephemeral data storage center resource. Data collection,
data loading and storage, computation, and management are the primary functions
of the fog cloud, which facilitates network transformation [40].

Edge computing refers to a group of physical devices that are connected to one
of the fog edges and have ubiquitous identification, sensing, and communication
capabilities (vehicles, cars, appliances, cellular smartphones, and other electronic
media) [39, 40]. Edge devices contain a large number of sensors and local data,
which are transmitted to the cloud by end edge devices via the network, which has
a high cost and time delay. The distinction between edge computing and FC is that
FC is a highly virtualized platform that connects the end devices to cloud computing
data centers to provide storage and networking services [41].

2.3 Algorithm-Based Data Encryption

Block encryption algorithms are used to secure and protect FC data, thereby im-
proving the security of processed information between IoT devices [42]. Python and
Matlab software with a built-in script library can be used to implement block en-
cryption algorithms in software. Software implementation is used for mathematical
optimization and orientation on encryption algorithm platform digit capacity de-
termination. Hardware implementation, such as modern processors with powerful
boards and video cards, facilitates calculation and information processing opera-
tions. The significant difference between the software and hardware implementations
is the speed performance of the block algorithm when using different key lengths,
for example, when using the AES algorithm with the key length of 128 bits, and the
PRESENT algorithm with the key length of 80 bits.

2.4 AES Encryption Algorithm

The National Institute of Standards and Technology was the first to present an al-
gorithm called the AES. The algorithm is a symmetric key block one. The study
considers two key lengths: encryption and decryption require 10 rounds of data pro-
cessing for 128-bit keys and 14 rounds of data processing for 256-bit keys. Symmetric
block ciphers are used to protect and anonymize large amounts of data transmission,
allowing and facilitating continuous data processing and transmission.

The rounds consist of three reversible transformations (layers), which are the
following [35]:

• S-blocks that have optimal nonlinearity and can implement a nonlinear layer;
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• The high degree of character interpenetration for calculating the communication
masking block is provided by a linear mixing layer;

• The key addition layer is performed by encryption, which ensures that the first-
round input is closed in case of an attack or encryption breaking on known
data.

The AES encryption algorithm can run multiple rounds, each with multiple
steps. These steps are as follows: The data block can transform from one stage
to another before and after each step; each round must implement four inverted
transformations; the final round must implement three transformations except the
column mixing step. Figure 1 shows a general flow diagram of the AES encryption
and decryption algorithm which consists of four steps that will be discussed further
below [35, 42, 37].

Figure 1. AES encryption and decryption algorithm general flow diagram. Source: [42].

Step 1. The sub-byte transformation, which is used in the encryption section, oc-
curs in the first step. It is explained by non-linear byte substitution, which uses
a substitution table to act on each status byte. The corresponding values from
the lookup table are used to replace all 16 status byte cells. Figure 2 a) displays
the sub-byte operation.

Step 2. The next step involves shifting the status bytes to the left in each row
during encryption, which is accomplished through a row shift operation. The
number of shifts is determined by the row number (e.g., 0, 1, 2, 3), which is
a status matrix. Bytes such as 0 are not shifted, but rows 1–3 bytes are shifted
to the left by 1–3 bytes. Figure 2 b) shows the row shift operation.

Step 3. In the next step, a column mixing transformation is performed. The trans-
formation converts each status column into a new column. Such transformation
represents a matrix multiplication of a status column by a constant square ma-
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trix. The finite field is where all arithmetic operations are done. Figure 2 c)
illustrates the column mixing operation.

Step 4. The next step involves adding a round key that works one column at a time,
similar to column mixing. Adding the round keyword to each column’s matrix
explains the round key adding. The key addition step implies the matrix addi-
tion. Figure 2 d) shows the round key addition operation [42, 43, 44].

a) b)

c) d)

Figure 2. Basic steps of AES encryption and decryption algorithm general flow diagram.
Source: [41, 43, 44].

Steps in Figure 2 a), 2 b), 2 c), and 2 d), respectively, are performed directly
during the encryption and decryption process in all rounds except the final. The
column mixing transformation operation is not carried out in the final round. The
decryption process is based on the same structure that is used to encrypt the data.
Transformation column mixing inversion is not performed in addition to the nine
rounds.

2.5 PRESENT Encryption Algorithm

The PRESENT encryption algorithm is a lightweight block cipher based on the
Substitution Permutation Network structure. Input consists of 64 bits of plain text
and 80, 128 bits of the key. The cipher includes 31 encryption and decryption
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rounds. Every round includes one substitution block and one permutation layer.
A 64-bit key generated from the key register performs a plain text operation in each
round. For hardware optimization, the algorithm employs 4-bit input and output
substitution blocks. The only disadvantage of using the encryption algorithm is
that it consumes a lot of power. The block diagram of the PRESENT encryption
algorithm is shown in Figure 3 [45].

The following are the benefits of using the PRESENT encryption algorithm [46,
47]:

• Applications are in demand for security level control, allowing the use of an
80-bit key for an easy way of implementation;

• Applications do not involve the encryption of large amounts of data, making the
space implementation better optimized and performant without making major
changes;

• Physical volume is a priority for peak and average electricity consumption;

• Data encryption in devices that require the most efficient use of physical space
is performed while adhering to the status control is used to encrypt and decrypt
devices.

Figure 3. Encryption block diagram of PRESENT algorithm. Source: [47].

The PRESENT algorithm’s encryption block diagram, shown in Figure 3, is
used in highly specialized radio-frequency identification (RFID) devices and sensor
networks. It is a suitable encryption algorithm for fog computing peripherals and
electronic devices. The algorithm belongs to the class of compact crypto algorithms
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and is intended for hardware implementation and evaluation. The hardware im-
plementation of the PRESENT algorithm requires 2–3 times fewer logical elements
than the AES algorithm. The mentioned peculiarity distinguishes the algorithm
from the AES algorithm.

a) sBoxLayer

b) pLayer

Figure 4. S-block layers a) and P-block layers b)

Figure 4 shows a block diagram of the S-block (Figure 4 a)) and P-block (Fig-
ure 4 b)) implementation of the PRESENT block encryption algorithm. Each of the
31 rounds begins with an XOR operation that introduces the key Ki for 1 < i < 32
for a linear bitwise permutation and a nonlinear substitution layer. The nonlinear
layer uses 4-bit S-blocks that can be applied in parallel 16 times in each round [48].

Adding a round key: Setting the round key Ki = Ki
63 . . . K

i
0 where 1 < i < 32 in

the current status b63 . . . b0. For the S-block layer, the current status b63 . . . b0 is 16
blocks of 4-bit layers w15 . . . w0, where wi = b4∗i+3||b4∗i+2||b4∗i+1||b4∗i for 0 < i < 15.
The bitwise permutation layer of P-blocks that is used in the algorithm is set by
values (the i status bit is shifted to the position P (i)).

The PRESENT algorithm can use 80 and 128-bit keys. Using the 80-bit key
as an example, the provided key is stored in the key register K. The key register is
represented as k79k78 . . . k0 in the order up to 80. On each round, the 64-bit round
key Ki = k63k62 . . . k0 includes 64 bits of the current contents of the key register K.
Hence, the ith round will be: Ki = k63k62 . . . k0 = k79k77 . . . k16 [46, 49].

3 RESULTS

Experimental Environment. A two-room apartment with digital smart devices
and communication means was considered to investigate the effectiveness of FC
with encryption algorithms as smart energy IoT, as shown in Figure 5. There were
two bedrooms, an entrance hall, two bathrooms, a kitchen, a balcony, and a log-
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gia in the apartment. There were the following IoT components in the apartment:
a smart refrigerator, two Smart TVs, a coffee maker, smartphones, an electric stove,
a smart washing machine, an air conditioner, and room lighting fixtures. The simu-
lation experiment involved using Java language. The experimental environment was
JDK 1.8.0, Eclipse 4.7, Bouncy Castle, and JPBC (2.0.0) library.

Figure 5. Smart electricity study based on a two-room apartment

The following step was to create an FC architecture for the IoT devices that
can be connected to the network. Such devices should communicate with peripheral
devices via a network of Wi-Fi, Bluetooth, and infrared transmission channels. Fig-
ure 6 illustrates how the IoT is linked to smartphones via smart technology, which
helps device signals to be processed by FC. Data privacy is protected as a result of
data processing using AES or PRESENT encryption algorithms, and data is then
moved through FC services to cloud storage. Figure 6 illustrates smart grid devices
that can make decisions autonomously, without human intervention.

Three smartphones were used to control smart IoT devices, as shown in Figure 6.
Sensors were the items that can be monitored and configured using smartphone apps.
AES encryption algorithms improved device security and data storage, preventing
data leakage. The possibility of connecting devices with smartphones via WiFi and
Bluetooth signal connections was an important issue to consider as well. These
connections had waves and an operating range that allowed devices to be tracked.
The characteristics of the IoT are shown in Table 1 by device type and power
consumption.

Table 1 shows that each device connected to the network consumes energy in-
dependently, creating a load for the power grid’s operation. Some devices have
a power-saving mode that reduces power consumption and allows for greater power
savings. The refrigerator (0.6–1.0 kW/day) and air conditioner (0.71–0.72 kW/day)
consume the most power. NOUS Smart Wi-Fi Bulb P4 4.5-5 W has the lowest
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Figure 6. Connecting smart devices with fog computing data processing and storage

Device and Equipment
Connection Type
and Data Transfer

Power
Consumption

4K Smart QLED TV
Samsung QE55Q80TAUXRU

Ethernet, Bluetooth 4.2
LE, WiFi (2.4 and 5GHz)

240W maximum
68.5W power saving

Cooper&Hunter CH-S09FTXE-NG
Air Conditioner

WiFi 0.71–0.72 kW

Samsung Galaxy M52 smartphone
4G, 5G, Bluetooth 5.0,
WiFi, NFC

NOUS Smart WiFi Bulb P4 WiFi
4.5–5 W
220–240 V

LG GN-H702HMHZ refrigerator WiFi (ThinQ App) 0.6–1.0 kW/

REDMOND Coffee Machine
SCYCOFFEE RCM-M1505S-E

Bluetooth 4.0
0.6 kW
220/240 V

Viomi Internet Smart Gas
Stove Power 5.2

Bluetooth 4.0 5.2 kW

Samsung WD80T554CBT
washing machine

WiFi 5.44 kW

Table 1. Internet of Things characteristics
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power consumption. When it comes to IoT devices’ power consumption and data
security, AES and PRESENT block encryption algorithms are used as performance
evaluation tools for edge and FC concepts.

3.1 Comparison of AES and PRESENT Encryption Algorithms

Table 2 lists the technical characteristics of block encryption algorithms as well as
the parameters used to implement them. Algorithm implementation includes both
software and hardware implementation, resulting in more efficient data transmission
equipment and devices. The key length and block sizes of each algorithm differ,
indicating the range of processing large and medium data values of the processed
information. Correspondingly, the larger key size consumes more resources; for
example, using 256-bit AES encryption on a smartphone drains the battery much
faster than 128-bit encryption.

Implementation Parameters
and Conditions

Algorithms
Advanced Encryption
Standard

PRESENT

Algorithm implementation Software and hardware Software and hardware

Key length 128/256 bit 80/128 bit

Block size 128 bit 64 bit

Number of rounds 10//14 31

Encryption speed 4–5Mbytes/sec at 2GHz 1Mbyte/s at 2GHz

RAM requirement 4 640 bytes 1 000 bytes

Implementation memory 160 bytes 18 bytes

Table 2. Comparative characteristics of AES and PRESENT block cipher algorithms

Depending on the key length and block size, different encryption algorithms
have varying encryption speeds. Figure 7 shows that the longer key length consumes
more resources, resulting in an additional load due to data processing. The figure
illustrates that the 256-bit AES key length to compute 512Mb of information takes
more resources; however, it can process a large amount of information, unlike the
80-bit PRESENT key. When processing 512Mb of data, the 128-bit key lengths for
AES and PRESENT at 160–220Mb/s are nearly identical.

The lowest speed measured in these tests ranges from 135 to 160MB/s, which is
the typical speed of modern storage hard drives. The average speed is 170–200MB/s,
and the maximum speed is 205–230MB/s. Thus, based on Figure 7, it is possible
to conclude that the AES block encryption algorithm outperforms the PRESENT
algorithm when processing large data sets.

Based on the data given in Tables 1 and 2, as well as in Figure 7, we can conclude
that the use of the PRESENT algorithm developed by us allows us to process much
more information with a shorter key length, which allows us to spend less electricity.
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Figure 7. Comparison of AES and PRESENT processing speed

4 DISCUSSION

Many new innovative technologies in today’s world allow devices to communicate
with each other and exchange information with certain limitations. Using switch-
ing communication networks, the IoT enables many devices with limited resources
and constraints to exchange data, compute processes, and make decisions. Many
challenges exist in heterogeneous IoT environments, including device power con-
sumption, battery power constraints, memory capacity, vendor cost, and security in
information and communication technology networks [50, 51].

Information security necessitates the use of highly secure encryption algorithms
that are simple to implement. One such example is the Secure and Fast Encryp-
tion Routine (SAFER) [52]. This block encryption method considers complicacy
and complexity in computational operations and can be used for IoT devices with
limited capacity. The study by Panahi et al. [53] employs the block decryption al-
gorithm Skipjack for wireless sensor networks (WSN) data transmission. The study
describes the algorithm’s low efficiency in embedded IoT devices as well as numerous
implementation issues. The Skipjack algorithm encrypts and decrypts 64-bit blocks
of data using an 80-bit key and is intended to be used in the Clipper chip to pro-
tect audio data transmitted over the telephone, mobile, and wireless networks. The
HIGH algorithm, which is useful for omnipresent computing devices, is described
in Caruso et al. [54] for wireless sensor systems or network devices. The Feistel
network and basic operations are used in this block algorithm, which has 32 rounds,
a 128-bit key, and a 64-bit block size.

Based on the trust model, Appavoo et al. [55] propose lightweight functional
encryption to protect and preserve the privacy of data and information. In the
presence of distrusted parties, this approach seeks to minimize privacy loss and sec-
ondary use. The approach is based on a unification solution that employs device
smoothing to conceal the sensing source’s identity and a pre-computation initializa-
tion vector. The latter extracts trigger information only for the appropriate services
of the relevant trusted parties. If published sensor readings and trigger informa-



Application and Effectiveness of IoT Edge and Fog Computing Technologies . . . 1045

tion are not available, untrusted parties are not able to access end-user information.
The service provider is unable to identify the sensor which the data originates from,
and the unification scheme precludes determining whether the trigger is active or
not.

Tso et al. [56] describe the use of plain text key cryptographic encryption tech-
niques to prevent data leakage in healthcare systems. To prevent data disclosure due
to internal attacks, the authors developed a practical approach based on a secure
multilateral fair play structure. The proposed method enables software develop-
ers to easily interpret and implement security protocols in distributed IoT systems
with multiple device connections. This method provides an initial setup that re-
quires each IoT node to store a single secret key before applying it to external data
servers, an ideal solution for the limited storage capacity of IoT nodes.

Pérez et al. [57] developed a novel architecture that combines encryption flexibil-
ity and speed using attribute-based cryptography approaches and AES symmetric
encryption algorithms. The use of this architecture safeguards participant devices’
privacy while facilitating secure data sharing. As a result, data sources outsource
attribute-based cryptographic operations to a reliable proxy, and the IoT cloud han-
dles encryption key management and file processing.

Two block encryption techniques were discussed in the present study: PRE-
SENT with 80 and 128-bit keys and AES with 128 and 256-bit keys. The comparison
revealed that the suggested algorithms can process information from smaller to
bigger amounts of data with high processing speed. Data may be protected and
stored on distant servers using cloud-based encryption and coding for smart energy
carriers (devices, apparatus, and equipment).

Receiving data is converted into an encrypted form by the AES algorithm, which
also turns the text into a random string of letters. This allows encrypted data to
be retained for a long period. The PRESENT method is an efficient software and
hardware solution that can handle data volumes ranging from tiny to extremely big,
albeit it is less relevant to IoT technology.

Moreover, we added Table 3 with a comparison of the modern encryption tech-
niques based on available features [58].

The discussed encryption techniques for cloud data security are used according
to the user requirements; however, there are some common parameters based on
which we can compare these techniques to make selection easy for a novice cloud
user. All algorithms discussed earlier perform encryption of cloud data in different
scenarios. These algorithms are classified broadly into two categories:

1. symmetric techniques and

2. asymmetric encryption techniques.

Therefore, ranking any algorithm into low or high classes is unfair. Symmetric
encryption techniques use the same keys for encryption and decryption, whereas
asymmetric techniques use different encryption and decryption keys.
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Approach
Used

Methodology Encryption End
Encryption
Time

Type
of Encryption

PSO, PPSO,
BFD, GA, ACO

Optimization
procedure

Nil Nil
Optimization
mechanisms

AES

Media Access
Control (MAC)
address with
key size 1 024

Both-server
and client-side

Low Symmetric

Fully
Homomorphic
Encryption
(FHE)

Fully
Homomorphic
Encryption
(FHE) has been
used to carry
out analytical
tasks
on encrypted
data

Client-side Low Symmetric

AES

CSPs use
encryption
and other
techniques
to preserve
the privacy
of client’s
critical
information

Client-side High Symmetric

Attribute-based
encryption

Use of
attributes-
based
encryption
(ABE)

Both server
and client-side

High Asymmetric

Table 3. Comparison of the modern encryption techniques based on available features

5 CONCLUSION

This article discusses the computational and network communication technologies
for the Internet of Things with a focus on FC principles and the use of the AES and
PRESENT block encryption algorithms. The study came to the conclusion that due
to the secure operation of IoT devices employing fog computing, there were concerns
about the security of the processed data. Block encryption techniques were used to
improve the efficiency of data processing and storage on cloud servers. They stop
the leakage of user data from media and technological devices.

As an experimental setup, the interaction of smart devices in a two-room apart-
ment using smartphones connected to WiFi and Bluetooth networks for signal pro-
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cessing in edge and fog computing was considered. Three smartphones were used to
control smart IoT devices. Sensors are the items that can be monitored and config-
ured using smartphone apps. The possibility of connecting devices with smartphones
via WiFi and Bluetooth signal connections was an important issue to consider as
well. These connections had waves and an operating range that allowed devices to
be tracked.

The study highlights two block encryption methods: AES with 128 and 256-bit
keys and PRESENT with 80 and 128-bit keys. The two methods were compared, and
it became clear that the recommended algorithms could handle data quickly from
smaller to larger volumes. Cloud-based encryption and coding for smart energy
carriers can be used to safeguard data and store it on remote servers (devices,
apparatus, and equipment).

By transforming the text into a random string of letters, the AES algorithm
turns incoming data into an encrypted form. This makes it possible to store en-
crypted data for a long time. The PRESENT technique is capable of managing
data volumes ranging from very small to extremely large. However, it is a less
suitable encryption technique for IoT systems. But it is a good method for both
software and hardware implementation. The algorithms in this article are crucial
to every aspect of the smart grid and IoT, including healthcare, smart electricity,
smart city systems, etc.

The prospect of our research is to expand our results for a more complex resi-
dential system, for example, an administrative or sports building with more devices,
apparatus, or equipment.
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