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Abstract. The thriving Internet of Things, a paradigm shift from the traditional
Internet has brought about great societal improvements such as smart homes, smart
cities, smart health, intelligent systems and many more. With these diverse soci-
etal improvements come increasing complexities in the areas of system efficiency,
privacy, and security. In recent years ample academic and industrial research have
delved into resource optimization to the detriment of security, as security features
are left to be bolted on at the end of design and developmental processes. This
approach leaves the system susceptible to threats and attacks. Consequently, this
paper seeks to incorporate security features from the onset, weaving the security fea-
ture into the system’s design and developmental phase. The proposed model struc-
tured in a three-tiered design comprises of concepts of Blockchain, edge computing,
clustering techniques and a hybrid algorithm consisting of the static round-robin
and the dynamic resource-based algorithms. The composition of the structural
layout which considers aspects of the blockchain as a security tight measure for re-
source optimization in Internet of Things’ environment, also incorporates features
of edge computing, clustering techniques and the hybrid algorithm as components
for resource optimization of the Internet of Things. In addition to the prospec-
tive security feature provided by the Hyperledger fabric BC in the proposed model,
simulation results illustrate the Hyperledger fabric BC’s dexterity in making IoT
systems even more efficient, further showing its efficacy over the PSOR2B and the
BC-EDSSP.
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1 INTRODUCTION

Internet of Things (IoT) over the years has progressively performed an indispens-
able part in societal development. IoT devices which are interrelated and connected
through the internet, play significant roles in almost every sphere of life, such as,
transportation, safety, health, home automation, and different wearable gadgets [1].
The concept of IoT which will dominate the future of Internet communications oc-
curs when devices communicate with other devices on behalf of people [2]. IoT has
two major viewpoints: “system view” which divides IoT into blocks, namely Things,
Gateways, Network Services, and Cloud Services, and “business view” consisting of
Platform, Connectivity, Business Model, and Applications. Regardless of how we
describe 10T, there is one common thread — “security is paramount” [3]. The au-
thor of [3] states that the biggest challenge facing IoT’s security is coming from
the very architecture of the current IoT ecosystem, which is based on a centralised
model known as the server/client model. While this model has connected comput-
ing devices for decades and will continue to support today’s IoT networks, it will
not, however, be able to respond to the growing needs of the huge IoT ecosystems
of tomorrow. With an increase in the use of IoT come an even greater desire for
scalability, security, and resource optimization, as data is endlessly transferred be-
tween nodes. In the works of [4, B, 6, [7, §], the use of edge computing (EC) and or
Blockchain (BC) paradigms were epitomized with results suggesting their efficacy
in resource optimization and security of the IoT system. The work of [3] suggests
that the BC model is a more plausible solution for IoT’s threats since BC is viewed
as a database that maintains a continuously growing set of data records, [3] further
suggests that because of its distributed nature, meaning that there is no master
computer holding the entire chain, the BC paradigm further enhances IoT security
features. Although [3] suggests BC as a solution for security issues that plague the
ToT, their work lacks any form of simulation, thus the efficacy of the BC is not evi-
dently illustrated nor measured. The proposed model uses the best of both worlds
by harnessing attributes of both the EC and BC paradigms.

BC, a trustless technology that has been under scrutiny for several years has
had several definitions and descriptions: ref. [9] depicts BC as an open, distributed
ledger that can record transactions between two parties efficiently and in a veri-
fiable and permanent way, such that the ledger itself can also be programmed to
trigger transactions automatically, [I] further elaborates [9]’s definition by portray-
ing BC as a distributed, decentralized, and immutable digital ledger that records
transactions across a global network of computers, making sure that transactions
are highly secure. Ref. [I0] on the other hand says BC is a distributed database
that maintains a growing list of blocks that are chained to each other consequently
forming a chain(s) of information that is challenging to corrupt. The authors of [I1]
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intricate [I0]’s definition by stating that BC is an append-only decentralized digital
ledger based on cryptography; BC provides a platform to conduct trusted trans-
actions without a third party, in which every fund transfer, every task, and every
request has a record on the chain with a digital signature for public verification. The
work of [I2] on the contrary, labels BC as a data structure, and goes on to say that
this data structure makes it possible to create a tamper-proof digital ledger of trans-
actions and share them. The varying definitions put forward by [II, O, 10, IT], 2]
may seem contradictory, but the words data structure, ledger, and database give
better sensitivity as to what BC technologies entail. It can therefore be implied
that BC is a database because it is a digital ledger that stores information in data
structures called blocks, moreso, BC can be inferred to be a data structure as it gov-
erns the creation and sharing of transactions that are distributed, decentralised and
immutable. It should be noted, however, that not all databases are BCs, but all BCs
are databases. Because the BC is based on cryptography, the work of [T3] puts for-
ward that BC reduces the Domain Name System (DNS) threat. BC, the immutable
distributed ledger allows for registry of devices directly, unlike Domain Name Sys-
tems (DNS) [I4], thus establishing trust between nodes. BC is of three (3) major
forms: permissioned (private), federated (consortium) and permissionless (public).
The author of [TI5] proposes that in a “permissionless” BC such as the one underly-
ing the Bitcoin crypto-currency, anyone can operate a node and participate through
spending CPU cycles and demonstrating a “proof-of-work” (PoW), on the other
hand, BC in the “permissioned” model controls who participates in validation and
in the protocol; these nodes typically have established identities and form a con-
sortium. However, in actual fact, it is the federated BC that has known identities
or preselected nodes, consequently forming a consortium. The permissioned BC on
the other hand is able to control accessibility of blockchain data via validation and
authentication. The key difference between the federated and private BC is that in
the federated BC all participating nodes have equal control, whereas in the private
BC, just one of the participating nodes has sole control. As oppose the public BC,
the federated BC is more performant and does not focus on a crypto-currency. It
is worth mentioning that the federated BC, a semi-private BC, allows for better
efficiency in the form of better control of energy dissipation, and improved speed,
throughput, and security. The proposed model, taking into consideration IoT’s
functionality and federated BC’s attributes, makes use of aspects of the Hyper-
ledger fabric BC, thus ensuring that all participating nodes are authenticated and
validated.

The concept of security integrates three fundamental issues: data confidential-
ity, privacy and trust. According to [I6], a possible route to any form of security
is the encryption of all functionally encryptable data, accessible only to users with
the correct keys, thus protecting its confidentiality against unintentional errors and
attacks alike. Encryption, the encoding of information, converts original representa-
tion of the information into alternate forms which can only be accessed by authorized
parties. With IoT’s ever increasing scale, the path of encryption already ladened
with key management challenges is a complication worth avoiding. Cryptography
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on the other hand, a proper authentication schemes that has the ability to eas-
ily identify malicious nodes and illegitimate messages therefore providing security
authentication scheme, has shown a great ability to prevent external attacks [I7].
The Hyperledger fabric BC’s ability to control access to information via validating
and authentication of participating parties and its cryptographic techniques, pro-
vides the security that encryption would have provided without key management
complications tantamount to encryption. Considering the security challenge, IoT
device vendors, IoT hardware manufacturers and IoT application developers must
include security (authentication, authorization and encryption technologies) in their
designing phase, in addition, security testing framework for IoT devices must be in-
troduced. BC has been shown to possess several salient features including security,
immutability and privacy and could thus be a useful technology to address the se-
curity challenge.

The past decade has witnessed the rapid evolution of BC technologies, which has
attracted tremendous interests from both the research communities and industries.
Nowadays, BC is envisioned as a powerful backbone/framework for decentralized
data processing and data-driven self-organization in flat, open-access networks. In
particular, the plausible characteristics of decentralization, immutability, and self-
organization are primarily owing to the unique decentralized consensus mechanisms
introduced by BC networks [I8]. IoT’s system view which divides IoT into blocks
makes it easy to merge IoT with BC technologies. This conspicuous yet glaring
similarity implies a merger that has relevant resource optimization and security
prospects. Our previous work [I9] shows how the amalgamation of the edge com-
puting (EC) paradigm, particle swarm optimization (PSO) clustering technique and
the hybrid algorithm (RR-RB) consisting of the static round robin and dynamic
resource based algorithms, labelled PSOR2B, brings about efficient resource op-
timization strategies with relative security, owing to the EC paradigm. Despite
PSOR2B’s efficiency, its security feature can be better enhanced. Further incorpo-
rating BC into the proposed PSOR2B as depicted in [I9], may in actual fact be the
best option for maintaining an extensive and transparent record, offering a higher
degree of protection for consumer devices, data sharing, and secure payments [20].
The merger will inevitably facilitate faster, securer and smoother transactions. It is
to this effect, that this paper seeks to present the following major contributions:

1. A three-tiered framework for a secure and efficient resource optimization mecha-
nism for IoT. The proposed framework further builds on the concepts portrayed
in [19, 21] via the incorporation of Hyperledge fabric BC.

2. A mathematical model reflecting the proposed framework. In line with the
proposed framework, the model again builds on the mathematical concepts in-
troduced in [19, 21] and delves into secure resource and data management of all
nodes concerned.

3. Simulation analysis. The proposed model’s effectiveness is scrutinised and also
compared with existing models to reflect its efficiency.
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The rest of the paper is arranged as follows: Section ] highlights related works,
states the security problem and gives the motivation behind the findings, Section [3|
on the other hand presents the proposed model’s algorithms description and work-
flow. Section [ focuses on the implementation and analysis, and paper ends with
concluding statements given in Section [

2 RELATED WORK, SECURITY PROBLEM AND MOTIVATION

This section further explores related works and approaches, considering lapses that
require solutions. IoT’s security problems are expounded with the sole aim of in-
tricating the proposed model’s effectiveness. Also, the motivation for this research
and approach is given.

2.1 Related Work

BC, a technology that uses community validation to keep synchronized the con-
tent of ledgers replicated across multiple users, derives its origins from technologies
introduced decades ago [22]. BC over the past years has seen a steady growth
in development rate since its recognition as a crypto-currency (Bitcoin). Gener-
ally, the term “blockchain networks” can be interpreted from two levels, that is,
the “blockchains” which refer to a framework of immutable data organization, and
the “blockchain networks” on top of which the approaches of data deployment and
maintenance are defined; the two aspects are also considered as the major innova-
tion of BC technologies, for data organization, BC technologies employ a number of
off-the-shelf cryptographic techniques [I§]. Different views and work have appeared
within the past decade with the notion of possibly building a high-performance BC
platform for intelligent devices so as to create more value, thus shifting from tradi-
tional service providers to data value providers and consumers [23]. A fundamental
part of BC is a structure known as the Merkle-Patricia tree. A Merkle-Patricia tree
has three types of nodes: a) leaf; b) extension; and ¢) branch nodes; it is used to
efficiently store and retrieve data structures associated with strings [22, 24]. In the
BC context, the string is the hash value of the address of an account or transaction,
and the data structure to be retrieved is the account/transaction itself. The branch
nodes only store the hash value of the list of its child nodes, leaf and extension
node, store a key, that is the hash value of the common path shared by all child
nodes, and a value. The value stored by extension node is the hash value of the list
of child nodes, and the one of the leaf nodes is the hash value of the data that is
to be authenticated (e.g., an account or transaction), the use of a hash function to
index the addresses provides equal length of the strings [22], and the entries of BC
are sequential and time-stamped. The author of [24] imply that a one-way function
produces a short bitstring (for example, 512 bits) and depends on every item as well
as its placement in the log. The function has mathematical properties that assure
that it would be astronomically difficult to produce a different log with the same
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output. The output of the function is an abbreviation for the log itself. To add new
entries, the function uses its current value and the contents of every new entry to
compute a new output. The log maintainer publishes the log and the output value
so that independent parties can verify the correspondence.

Because BC works like a ledger ensuring that all nodes perform bookkeeping
activities, the work of [23] designed a high performance blockchain platform using
technologies such as distributed network architecture, intelligent devices node map-
ping, the economical model, as well as PBFT-DPOC consensus algorithm to realize
the decentralized autonomy of intelligent devices. The approach of [23] focused on
system security and stability with the sole aim of improving decentralization in per-
missioned BCs. Leveraging on the findings that led to [23]’s approach, the proposed
three-tiered model goes a step further by considering scalability and resource op-
timization. The authors of [25] developed a BC-based Public Key Infrastructure
(PKI) technology which tackles the underlying problems of PKI technologies by en-
suring that certificates on the write BC are trusted; can be used for the issuance
and management of self-signed digital certificates across multiple organizations; and
can also be used to replace multiple instances of bridge Certificate Authority (CA)
connections that use different CAs to issue certificates. In ref. [25]’s approach,
the privacy aware permission BC consisting of registration BC (RBC), certificate
BC (CBC) and user, uses the multiple signature scheme as well as the Concurrent
Byzantine Fault Tolerance (CBFT) algorithm, a dual-chain architecture, composing
of Account BC (ABC) and transaction BC (TBC) to ensure data is easily stored and
processed with minimal data tampering. In spite of [25]’s positive outputs which
have the characteristics of anonymity, conditional traceability, and realizing the sep-
aration of user identity authentication and legitimate authorization, their work is
domain-specific focusing on publishing scheme of anonymous digital certificate and
not applicable to the varying and dynamic IoT networks.

The works of [I8], 22} 26}, 27] position that BC enables shared access to informa-
tion which is broadcasted across a network based on the trust of its participants; the
BC is saddled with the core task of ensuring that the trustless nodes in the network
reach the agreement upon a single tamper-proof record of transactions without an
expensive “mining” activity as in the bitcoin application. This is achievable via the
use of a number of unconventional protocols, such as Bitcoin’s simplified payment
verification (SPV), the Ethereum light client, lightweight protocol, aggregation pro-
tocol and so on. These protocols are used to enhance, reduce and manipulate all
necessary data communications. There are several types of BC platforms available;
Table [1] gives a summarised comparison of six (6) BC platforms and their relevant
properties, with an indication of their relative impact on quality in an IoT context.

Key:

1. PoW = Proof of Work,
2. BFT = Byzantine Fault Tolerance,
3. PoC = Proof of Correctness,
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4. RPCA = Ripple Protocol Consensus Algorithm,
5. RRs = Round-Robin Schedule,
sk _

6. * = Least favourable; Less favourable; *** = More favourable;

*R** — Most favourable.

Hyperledger fabric uses the Practical Byzantine Fault Tolerance (PBFT) con-
sensus and is made up of four (4) components: peer — stores all transaction; orderer —
orders transactions; CA — manages users’ certificates; and client — application that
interacts with the Hyperledger fabric network. Compared to the classical Byzantine
consensus protocols allowing very limited network scalability, most of the existing
consensus protocols in open-access BC networks (e.g., Bitcoin) guarantee the better
network scalability at the cost of limited processing throughput. Also, to achieve
decentralized consensus among poorly synchronized, trustless nodes, a number of
these protocols incur huge consumption of physical resources such as computing
power. Moreover, to ensure a high probability of consensus finality, the protocols
may also impose high latency for transaction confirmation [I8]. The ephemeral
nature of users’ pseudonymous identities in Bitcoin played a key role in its early
success. However, years of intense scrutiny by privacy researchers has brought to
bear an arsenal of powerful heuristics which attackers can effectively link disparate
Bitcoin transactions to a common user and, in many cases, to that user’s real-world
identity [28]. Ref. [28] goes on to say that ultimately, instead of providing the bastion
of privacy for financial transactions that its early adopters envisioned, Bitcoin and
its altcoin brethren are in many ways less private than traditional banking, where
government regulations mandate basic privacy protections. In an attempt to address
this situation, the cryptography and privacy research communities have proposed
and implemented several protocols aiming to improve BC privacy. These protocols
all try to decouple users’ pseudonymous identities from the specific transactions
they make, thereby frustrating attempts to link transacting parties based on data
that appears in the BC. However, none of the proposed protocols attempt to hide
the identities of users from network-level adversaries as the users publish or retrieve
data from the BC. Instead, the proposed protocols “outsource” this crucial step,
relying on an external anonymous communications network such as Tor. However,
running complex protocols over general-purpose, low-latency anonymity networks
such as Tor is fraught with risks and can expose users to subtle-yet-devastating
attacks, thereby undermining the privacy guarantees of the entire BC system [2§].
The paper produced by [23] tested the transaction throughput and system delay of
the intelligent device BC and compared it with the performance of public BC such
as Bitcoin and Ethereum with the main purpose of designing a high-performance
BC platform for intelligent devices. The platform achieved efficient connection of
intelligent devices through the node-to-node mapping mechanism of intelligent de-
vices. At the same time, they designed a BC consensus algorithm for intelligent
devices, which provides higher consensus efficiency while guaranteeing decentraliza-
tion, providing higher efficiency, this enabled making all the relevant parties of the
intelligent devices obtain higher efficiency and benefits to achieve a result of multi-
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win. However, with this approach comes an increased number of blockchain-links
(v) generated for each ledger operation.

Given the practicality of the Hyperledger fabric BC, as depicted in Table [T the
considerations and analysis made by [20], 23] 29, 28], as well as Hyperledger fab-
ric’s potential to work well in the proposed model makes it the platform of choice.
Aspects of the Hyperledger fabric incorporated into the PSOR2B of [19] ensure
optimal security, moreso, Hyperledger fabric’s limited scalabilty trait is dampened
via PSOR2B’s three-tiered structure, credit of the EC paradigm and PSO cluster-
ing technique. As purported in [I9] and [21], the merger of these algorithms as
well as the RR-RB algorithm enables efficient resource allocation. One of the ma-
jor challenges associated with IoT resource allocation is the service-level agreement
(SLA) []. SLA, a contract that identifies the Quality of Service (QoS) between
a service provider and a user must be provided by IoT at all instances of resource
allocation to bring about resource optimization. [30] recommend a BC-based cloud
SLA violation monitoring and auditing model as a solution to existing SLA monitor-
ing solutions which lack multi-party trust, have weak audit ability, or have privacy
issue. Leveraging on Edge computing’s use of the Service Level Agreement (SLA)
as a commitment between a service provider and a client [4, BT], concepts of BC’s
effective trustworthiness and QoS more or less buttress the SLA’s structure thus im-
proving trustworthiness by decentralising and making data immutable. The author
of [26] states that clustering may involve a centralized entity, which is against the
principles of the BC. However, with a distributed phenomenon over the selection of
Cluster Heads (CHs), the principles of BC remain intact and the network can be
managed efficiently. Distributed clustering helps to lower the number of updates
for ledgers as well as reduces the number of 9. Moreover, the slot-wise transac-
tions offer better control over the operations of the entire network. In general, the
major factors in the proposed approach are about the selection of CHs, decision
to transmit (when and how), the number of permissible BC queries, and location-
based ledger-offloading. Satisfaction of all these issues through stochastic volatility
helps to sustain the network for longer duration. The proposed model focalising
on clustering techniques’ distributed nature, lowers the number of ¢ required for
efficiency.

2.2 Security Problem

The IoT environment equates ample data generation and manipulation; because
so much data is required in managing of an IoT network, data management and
resource optimization are paramount. Data storage, processing, and analytics are
fundamental requirements necessary to enrich the raw IoT data and transform them
into useful information [32]. With an increase in IoT usage, there is an increasing
desire for efficiency which has an effect on the QoS and consequently users’ Quality
of Experience (QoE). Resource optimization over the years has increasingly become
an area of key interest, studies have produced several approaches, however, these
approaches have very little concern on the security of the IoT and leave security
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solutions to be added at the end of developmental processes. The largest challenge
facing commercial scale adoption of BC technology is its current inability to meet
the requirements of multiple, diverse, and complex business scenarios. Therefore,
the “one size fits all” BC approach that is currently utilized by other chains is
not viable if BC is to succeed in the future [33]. The larger the number of device
connections the slower the network [34]. The computational problems give rise to
further errors such as latency and traffic overhead. Considering that IoT nodes
have squat processing capabilities and data buffer that cannot practice ciphering
computation [35], IoT systems are prone to security issues. Despite IoT’s many ad-
vantages, its centralised topology is tantamount to underlying security issues that
make it susceptible to security threats. The assimilation of BC into the IoT envi-
ronment can advance security, owing to its application of practices in accordance
with the mainstream contributors, and authenticating communications to avoid de-
ceiving and data stealing. Threat components often come from third-party nodes or
services which present limited transparency about the security and privacy features
they offer. In these environments it is difficult to analyse and ensure the overall
system security and privacy levels that can be served to end users. Introducing BC
as an effective medium for tackling security and privacy issues in IoT would enable
the sidelining of such third-party nodes when they do not conform to set proto-
col. The IoT-BC amalgamation would be a minor change as its distributed ledgers’
mechanism would blend in well with the physically distributed devices of the IoT
network and decentralising [oT’s topology will further aid BC’s effectiveness.

The work of [IT] describes the “security IoT-BC framework” which can pro-
vide great assurance for IoT data and various functionalities as well as desirable
scalability including authentication, decentralized payment, and so on. This frame-
work consisting of four (4) layers: Physical Layer; Communication Layer; Database
Layer; and Interface Layer, groups all necessary activities associated with the IoT-
BC amalgamation, consequently enabling better proposed solutions. The Physical
Layer is synonymous to the smart devices equipped with sensors and actuators; the
Communication Layer equates to the networks and protocols, that is different com-
munication mechanisms that IoT uses for access to the system and data exchange,
such as WiFi, 4G, and Ethernet; Database Layer on the other hand handles the
data; finally, the Interface Layer contains applications that communicate with each
other to make beneficial decisions collaboratively. The proposed model, taking into
consideration this security framework, and in correspondence to the four layers, is
applicable for all types of physical devices, all IoT networks, uses the federated
distributed ledger — Hyperledger fabric and is not restricted to any application.

2.3 Motivation

Whilst BC becomes more and more widely used as a security mechanisms, espe-
cially for handling large scale transactions, its transaction processing capacity faces
tremendous pressure when using sequential processing, which results in the bottle-
neck of network performance [33]. Despite BC’s pros, the work of [33] describes how
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current BC systems are not yet capable or efficient enough to function as a versatile
operating system supporting multiple applications, furthermore, BC technologies
face multiple challenges for improving capacity, sometimes at the expense of trans-
action efficiency. Existing BCs: are not scalable, as the performance of one single
node/mining machine determines the performance of the whole system; do not segre-
gate resources for different smart contracts, which causes interference between smart
contract executions; do not have pre-defined consensus protocol to adopt updates or
adapt to new technology. The work of [32] reveals that overall, BC as a technology
has the potential to change the way transactions are conducted in everyday life,
however, they also claim that the current BC has a possibility of a 51 % attack. In
a 51 % attack a single entity would have full control of the majority of the network’s
mining hash-rate and would be able to manipulate BC. BC suffers from techni-
cal limitations and challenges. Recently research and study show anonymity as an
advantage of BC since threats concerning anonymity are easily handled, however,
scalability still poses more concerns especially in relation to security challenges [32].
Additionally, privacy is still an issue, and for an apt solution, one has to consider
the attributes of the intelligent devices used. Although many researchers advocate
using anonymous communications networks, such as Tor, to ensure access privacy,
it has been argued in some instances that the communications network Tor, an area
where research has dwelt in the past few years, is in fact not the best option [28§],
considering that hackers can still trace the user. Ref. [28] presents an alternate
approach, showing the need for mechanisms through which non-anonymous users
can

1. publish transactions that cannot be linked to their network addresses or to their
other transactions, and

2. fetch details of specific transactions without revealing which transactions they
seek.

Because of BC’s attributes, potential applications for all organizations abound, how-
ever, prevailing studies tend to focus on BC functionality as a target application for
payment settlement through supply-chain management and the likes.

Anonymity, scalability, bottleneck, data integrity and security attributes set a lot
of interesting challenges and questions that need to be solved and assessed with high
quality research. It is with these aforementioned lapses in mind that the proposed
model came to be. To answer the question what computational and algorithmic
theories are suitable, in practice, for management and optimisation of resources and
security properties for Internet of Things? A framework appropriate for modelling
and reasoning about resource optimization and security requirements in IoT and
a mechanism for managing security requirements and optimising the selection of
appropriate security controls will be presented. The proposed three-tiered topology
incorporating the positives of the EC, RR-RB, PSO and BC concepts to produce
a model that is scalable, secure, avoids bottleneck and fosters anonymity is not
limited to just payments but is relatable to all IoT activities. The approach of
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this paper is to introduce concepts of security from the onset by incorporating BC
technologies to the PSOR2B model of [19]. The Hyperledger fabric BC will eliminate
third party intrusions, and, alongside the EC paradigm, PSO clustering technique
and adaptive RR-RB algorithm bring about resource optimization in IoT systems.
Extracting and merging the positive aspects of EC, PSO, RR-RB and BC into
a new concept will bring about a robust and efficient IoT that will enable a secure
and efficient resource optimization mechanism.

3 PROPOSED SOLUTION

This section presents the proposed solution by giving an overview of all the algo-
rithms incorporated in the model. Emphasis is made on the Hyperledger fabric BC’s
role in further optimizing and providing security features. The section additionally
describes the proposed model’s functionality, showing how the blocks are created,
propagated and offloaded.

3.1 Model Algorithm and Architecture

The proposed model as depicted in Figure [I| consists of the models presented in [19)]
and [21], as well as the Hyperledger fabric BC technology. The proposed topology,
labelled PSOR2B-BC, incorporates aspects of the RR-RB algorithm, EC paradigm,
PSO clustering technique and BC technology to form a three-tiered topology which
allows for a secure and efficient resource optimized system. PSOR2B-BC’s 3 major
layers are:

1. Edge node layer — first layer: This layer is made up of clusters of IoT devices
that have varying computational, bandwidth, and storage capacity. The nodes
at this layer are riddled with energy dissipation problems.

2. Dew layer — second layer: This layer contains the CHs and edge servers. The
CHs communicate with edge nodes, each other, and servers, they also propagate
and offload BCs amongst themselves and onto the servers — mostly edge servers.
The edge servers likewise communicate with CHs as well as cloud servers, and
in some cases, edge nodes. They also, like the CHs, offload blocks onto cloud
servers.

3. Cloud layer — third layer: This layer constituting cloud servers, acts partly as
repositories. The servers at this layer communicate with each other, edge servers
and in some cases the CHs and edge nodes. They also, like the CH consortium,
propagate blocks of the BC amongst themselves, that is, participating servers.
Information can also be downloaded from the cloud servers.

The EC paradigm which is a distributed computing architecture that brings
about more decentralization of data aims at enabling request processing closest to
end users or system’s data. EC plays a major role in structuring the nodes of the
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Figure 1. Model design

proposed model into the three layers. The PSO clustering technique further but-
tresses the EC’s structuring by clustering the edge nodes based on the criterion of
proximity to edge servers, with the CH usually being the node closest to edge servers
with relatively good processing, storage and power capacity. The RR-RB algorithm
on the other hand works efficiently to bring about adequate load balancing; where
resources are appropriately scheduled and allocated to bring about resource opti-
mization. The PSO also lends a hand in scheduling of resources. Finally, hinging on
the federated BC characteristics, some properties of the Hyperledger BC are incor-
porated into the CH nodes and participating servers, thus adding another layer of
security as confidential information can only be accessed by permitted participants
within the network. The BC paradigm in contrast to existing SLA of EC, guarantees
all records are immutable, consequently providing trust and privacy. Considering
that existing BC solutions are prone to long daunting chains as they assume that
the BC is maintained by all nodes, the PSOR2B-BC circumvents this problem by
ensuring that the impractical construct, especially for macroscale IoT, requiring that
each node keeps an exact copy of the BC to guarantee consistency can be manoeu-
vred. The number of nodes required to maintain the BC in the PSOR2B-BC are
drastically reduced by the non-implementation of BC technologies at the edge node
layer; BC implementation is at the dew and cloud layers, and even then only partic-
ipating nodes are indulged. The work of [29] extensively discusses scalability issues
associated with BC and IoT, and in their analytical comparisons of scalability solu-
tions, they classed solutions into three approaches: layer zero approach — concerned
with the dissemination of information, where the proposed solution focuses on cus-
tomizing the propagation protocol of information; Layer One — approaches within
the BC where the proposed solutions focus on tackling the problem by changing the
structure of blocks and consensus algorithms; and Layer Two — approaches of the
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BC, where the proposed solutions tackle the problem by executing some complex
computational tasks off the BC platform. Based on their findings and assertions, the
intended PSOR2B-BC model for scalability purposes and overall system efficiency
indulges aspects of all three scalability solution approaches. The PSOR2B-BC limit-
ing BC’s functionality to majorly the dew layer customizes the propagation protocol,
slightly changes the structure of the blocks and consensus algorithm, and, executes
complex computational tasks off the BC platform.

The authors of [36], 37 illustrate the importance of BC in accessibility, identity
verification, and storage techniques for data management and communication/data
transmission procedures. Ref. [38] on the other hand suggests that in terms of data
management, clustering, an unsupervised classification algorithm that aims at clas-
sifying data into several disjoint subset, pending on data features has been widely
used for text classification, biometric feature recognition, and image segmentation.
Although the authors of [39] focus on Internet of Vehicles, the highlighted signif-
icance of the EC paradigm establishes how the use of appropriate algorithms can
bring about enhanced performance. Furthermore, ref. [I7]’s approach on securing
communications in vehicle ad hoc networks via a multi-tier trust-based security
mechanism highlights the importance of data integrity and breaking-down a prob-
lem into smaller chunks to bring about a robust solution. Consequently, the EC,
RR-RB, PSO, and Hyperledger BC merger, an amalgamation of relevant algorithms
can be purported to produce a full-flavoured solution for the current IoT prob-
lems.

The inclusion of the Hyperledger fabric BC to the model’s design depicted in our
previous works [19, 21] brings about the much-needed security functionality. The
ability of the Hyperledger fabric BC to inculcate better security, confidentiality, and
accessibility features via the use of smart contracts as well as the Hyperledger fabric
BC’s ability to further improve optimization, bringing about the model’s enhanced
performance, implies that the proposed model’s usability is versatile. Consequently,
the proposed model can be suggested to be a general framework applicable to all IoT
contexts. Incorporating the BC’s consensus will also ensure efficiency, this is owing
to BC technologies’ ability to eliminate time consuming processes prone to human
error oft at times requiring third-party mediation. The added efficiency that comes
with the inclusion of BC is reflected in the efficacy of server rates. The information
contained in the CHs resultant of the incorporated BC will provide the best cause of
action for each given request. This is made possible by the CH’s ability to keep track
of servers reachable by edge nodes within its cluster, as well as the most relevant
resource for any given request. It is therefore worth mentioning that the BC further
enhances system performance consequently strengthening resource optimization in
IoT. For storing varying amounts of data, the PSOR2B-BC’s use of the Hyperledger
BC paradigm implies the use of hash functions and the Merkle tree concept in
addition to the mathematical concepts depicted in our previous works [19, 21]. These
aforementioned concepts show explicitly how the hybrid algorithm as well as the
PSOR2B functions. The Hyperledger BC builds the Merkle tree by having a hash
function H and a set of data D where D = {d,ds,...,d,}. The tree leaves are
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represented as D: H(dy), H(dy), ..., H(d,), the generated blocks B are defined as
a vector of entries, B = {e;, e;11,...,¢€;}, and the validation protocol V : N x B
{True, False} and (n,e) — V(n,e), where N is the set of nodes. For an established
smart contract V'(n, e) must be true.

In relation to the hybrid load balancing algorithm of [2I] and the PSOR2B
depicted in [19], aside adding the much-needed security features, the proposed
PSOR2B-BC model goes a step further in improving resource optimization in IoT
systems. This is achieved by the inculcation of Algorithm 1, as depicted in Table [2]
Table 2] presents the algorithm showing how the proposed PSOR2B-BC creates the
optimal paths that are recorded in the CHs as blocks, these generated blocks are
shared with all participating nodes to ensure immutability and transparency, con-
sequently enhancing security, efficiency, speed and traceability.

Algorithm 1: CH Optimal Path Block Creation

Input: CH: Cluster Head; R: Request; E: Edge node; BC: Blockchain
Output: OP: Optimal Path

Data:

1. If request is sent from authorized E to CH

2. CH Checks for OP from BC records to process R

3. elif BC contains only genesis block

4. CH creats new OP
5
6

CH records new OP as a new block
. else R is rejected

Table 2. Algorithm 1

Contingent upon receiving a request from the edge nodes, the CH first validates
the edge node’s authenticity to eliminate unwanted interference. If the edge node
fails authentication and validation checks, it is rejected, however, if the edge node
passes authentication and validation, the CH then checks for existing optimal paths
for the furtherance of the request processing. As soon as an optimal path is detected,
the CH can efficiently schedule and allocate resources for processing. For efficient
scheduling and allocation of resources, consequent of the optimal path record held
in the CH, the size of the request coming from the edge node and the capacity
of the resource (servers) are taken into consideration. It is worth mentioning that
the optimal path which is created based on processing time records returned to
the CHs by edge nodes upon completion of request processing, is the shortest and
most effective route for processing of requests. Processing time is the duration of
time for producing an output, minus the wait time. In the case where optimal path
records do not exist, the CH records a new optimal path upon completion of request
processing. In the event where a newer optimal path is created, the existing optimal
path present in the CH is deleted, and the new optimal path is stored in its stead.
All records are stored and or updated as blocks and propagated to participating
CHs. Efficient scheduling and allocation mechanisms provided by the PSOR2B-BC
drastically reduces wait time, thereby promoting overall system efficiency.
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3.2 Model Workflow

In the traditional BC networks, all edge nodes have the opportunity to mine and
store the blocks [40], in the proposed PSOR2B-BC, however, the edge nodes do not
make use of BC and have no need to store blocks. By so doing, the edge nodes are
not inundated with storing blocks and so have less storage problems that may lead
to inefficiency. Although the edge nodes are not legit miners, they somewhat have
the attributes of miners, considering that they provide information regarding their
requests, and, requests’ processing time to the CHs. The CH act as the verifiers
and process information provided by the edge nodes (miners). When the designated
CH has limited storage because of excess BC data, redundant data found on the
BC is offloaded to the cloud. In the odd case where the edge nodes have limited
storage because of BC data, offloading information such as the identifier of the
offloading node, blocks’ identifier and offloading time will be sent to the CH. The
cloud receiving the offloading BC will feed back a completed message after reaching
a consensus and after the propagation of the offloaded data through the cloud P2P
network. In the PSOR2B-BC, the CHs are the peers that consist of orderer and
CA, therefore, the CHs enable creation of blocks of transactions, as well as managing
queries or invocations based on permission granted; the client is any of the edge nodes
initiating a request that requires the aid of the CH at any given time. The edge node
can interact with CH based on its permissions, roles and attributes regulated by the
CA. Figure [2] further elaborates what happens at the first two (2) layers — that is the
edge node layer and the dew layer, giving an illustrations of block generation and
propagation in the context of request transactions governed by the BC. Figure [ on
the other hand expatiates the transactions between the CHs and Servers of the dew
and cloud layer.

Figure 2] illustrates the request transaction workflow in the PSOR2B-BC model.
Prior to the initiation of requests by the edge nodes, after the creation of clusters,
the CH endorses all edge nodes within its cluster, verifying the edge node’s identity
and authorization. Thus, when the edge node sends a request, its endorsement is
attached to the request. Once the request is sent to the CH and the verification
check passes, the request is processed, and the edge node is notified. The orderer,
a service incorporated in the CH and one of the most important components of
the Hyperledger fabric, enables the generation of new blocks of transaction. The
generated blocks are signed with the orderer’s certificate before finally broadcasting
the generated block to all peers via relevant channels. In the case where verification
checks fail, the request is rejected without creating or distribution of blocks. The
CHs perform a versioning check known as the multi-version concurrency control
(MVCQ) after every broadcast to validate that the blocks are up to date, thereby
eliminating information corruption and redundancy.

Figure [f] demonstrates how the propagation and offloading of blocks in the dew
and cloud layer works. At the dew layer, once the new blocks have been created
and propagated amongst CHs, checks for redundancy are carried out and redundant
blocks are offloaded to the edge servers. The edge computing servers which are
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equally running BC technologies, upon reception of the offloaded blocks, disseminate
blocks amongst their consortium to ensure the chain is up to date. Similarly, the
edge servers offload redundant blocks to the cloud servers found in the cloud layer,
where further redundant BC blocks are stored.
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4 IMPLEMENTATION AND ANALYSIS

This section delivers the implementation procedure for the proposed PSOR2B-BC
model. Furthermore, the results generated are analysed to ascertain the efficiency
of the implemented PSOR2B-BC.

4.1 Implementation

The simulation setup is made up of five (5) servers/resource and one to one hundred
(1-100) nodes. This simulation provides a scarcity of resources akin to real life
events. Moreso, the simulation setup mimics the varied capacities the edge nodes of
the corporeal environment have. The parameters that governed the implementation
as depicted in Table 3| are request size and number of requests, both generated by the
edge nodes; resource throughput as produced by server/resource; and the Cartesian
distance of resource/server to edge node/request as indicated by both the edge nodes
and server/resource. These parameters govern and regulate the generation of the
results presented, thus making analysis measurable.

Parameter | Parameter Specification Systéme Interna-
tional (SI) Unit
Distance Cartesian distance of servers from edge | Meter (m)
nodes
Time Turnaround time Mili-second (ms)
bits per second

Data trans- | Serve/resource rate (Request per sec-

mission rate | ond (RPS) (bps)
Server /resource throughput/transfer bits per second
(bps)
rate
Length of chain Blocks
size Number of requests Number (n)
Request size Kilo-bits (Kb)

Table 3. Simulation parameters

The simulation setup uses Python programming language and the Anaconda
framework to present outputs that exemplify BC’s worth in resource optimization
and security provisioning. At the implementation phase, there was a block creator,
that is a solver/class acting as a regulator. For efficiency, the regulator consistently
contains updated information in every block regarding the performance level of
each resource/server. Records of the performance level of resources provided by the
regulator correspond to information returned by edge nodes that made use of the
resources; a reflection of the proficiency of services provided to the edge nodes. The
lower and upper limit of each server is recorded on the BC, this matches the structure
of a typical BC which has the inner and outer hash. The data stored in the lower
and upper limit corresponds to the worst and best case of each resource, thereby
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enabling informed decision making as to which resource best fits any given request
from the edge node of concern at any given time. Also, on the chain, an efficient
path is recorded, this information is immutable, thus deterring any interference
from third-party components with unsatisfactory transparency. Because the BC is
robust, the redundancy aspect of distributed systems is tackled and information
is made available irrespective of catastrophic event at any node, furthermore, by
using the BC, the overall system’s security and privacy level is better improved.
As oppose the PSOR2B which may be susceptible to storage issues as well as a
rising potential of over utilization of the CH that may consequently lead to nodal
failure, addition of the BC further regulates the storage space required. PSOR2B-
BC ensures the size of data stored on the CH is regulated by offloading excess and
redundant information found on the chain onto the edge servers and subsequently
the cloud, additionally, the Hyperledger fabric BC used in the PSOR2B-BC as
oppose public BCs such as Ethereum [20], improves: efficiency by regulating the
number of BC participating CH nodes; and security by holding immutable records
of data, in form of trustworthy blocks in the participating CH nodes. Finally,
Hyperledger fabric BC as oppose the Ethereum BC is not characterised by high
energy consumption, thus its incorporation helps regulate energy dissipation by
limiting the processing requirements of the CH.

4.2 Performance Analysis

The performance analysis of the PSOR2B-BC is evaluated based on throughput
metrics of the proposed PSOR2B-BC versus the PSOR2B of [19]. In addition,
considering that one of Hyperledger fabric’s drawbacks is its lack of proven use
cases, comparisons, also based on the throughput metrics, are made against the
popular ethereum public BC of [20].

Figure [ is a visual summary displaying the effects of the Hyperledger fabric
BC on the number of requests servers process per second (server rates). The genesis
block server rates refer to the server state before any form of BC intervention, akin
to that of the PSOR2B of ref. [I9]. Typically, on the BC, genesis block is the first
block, that is, the performance obtainable without reference to the BC storage. At
this stage, just the algorithms found in the PSOR2B are functional. The BC found in
the CH acts as a database/ledger that stores the optimal path, thus PSOR2B-BC’s
ability to appropriately schedule and allocate resources.

From Figure [ it can be seen that the genesis block’s server rates are lower
than the server rates of PSOR2B-BC. PSOR2B-BC’s improved server rates equates
better system efficiency, consequently improving QoS; the better the QoS, the bet-
ter the users’ QoE. The latest block at any given time is tagged the current block;
the current block located in the CH, constituting of records of optimal paths for
appropriate scheduling and allocation of resources ensures improved measures for
resource optimization in IoT systems. The current block server rates consisting of
the algorithms of the PSOR2B in conjunction with Hyperledger fabric BC bring
about the optimal performance obtainable at the latest block server rates. The
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major factors that PSOR2B-BC hinge on for improved server rates are the consider-
ation of request size and server/resource capacity; a resource/server whose capacity
is low should not be saddled with a request whose size surpasses its capacity, like-
wise a server/resource with high capacity should not be lumbered with requests of
minuscule sizes.

Figure El illustrates the PSOR2B-BC’S average transfer rate/throughput of three
clusters with or without the incorporation of Hyperledger fabric BC. In other words,
the figure shows the effects of the Hyperledger fabric BC has on the PSOR2B of [19].
From the illustration, it can be deduced that BC further improves transfer rate be-
tween nodes and layers, consequently improving resource optimisation thus bringing
about overall system efficiency. This therefore implies that the QoS, and QoE are
further improved.

The results depicted in Figures [f] and [7] illustrate the length of the chain against
the transfer rate of five (5) servers/resources. From the pictorial representation of
Figure [f] it can be deduced that as long as there is transfer of data between nodes,
resultant of a request made, irrespective of the transfer rate, the length of the chain
increases. A server with greater capacity will inevitably generate more data and
consequently have a lengthier chain. It suffices therefore to say that the length
of the chain is not determinant on the transfer rate, but rather on the transfer of
information between nodes as they interact. From the results of the cumulative
server performance, as depicted in Figure [7, on the other hand, it can be argued
that, on the average, an increase in transfer rate, equates an increase in the chain
length. Irrespective of ones stance, in the proposed PSOR2B-BC, the length of the
chain is kept minimal by association of the Hyperledger fabric BC at the Dew layer
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The optimal performance consequent of frequent recordings of optimal paths for
resource allocations is resultant of each iteration on the BC. By recording every new
optimal path discovered on the network, the performance, as indicated by the blocks,
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helps determine a server’s capacity. Subsequent requests are routed based on the
server’s capacity thereby bringing about a secure and optimized resource allocation
scheme. The hardware has no chain of course but the number of requests allocated
to each server/resource are relevant, thus processed adequately, eliminating under
or over utilization problems.

Existing systems seldom use the information stored in the CH of the PSOR2B-
BC for appropriate scheduling and allocating of resources, this therefore affects
the server rates, as the requests are randomly handled by servers/resources. This
random approach can lead to over or under utilization of resources, thus imped-
ing optimality. The work of [20] which proposed a decentralised Blockchain-Based
Consumer Electronics for Data Sharing and Secure Payment platform that gen-
erates bills and provides incentive for legitimate consumers was compared to the
proposed PSOR2B-BC owing to the similarities; security and data sharing. Com-
parison of [20]’s model, labelled BC-EDSSP to the PSOR2B-BC, as illustrated in
Figure [B indicates firstly the Hyperledger fabric’s capacity to provide better op-
timization features for the IoT environment over the ethereum BC, and secondly,
PSOR2B-BC’s superiority over the BC-EDSSP model.
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Figure 8. Public vs federated Blockchain

5 CONCLUSION

There are a plethora of challenges in making the IoT efficient and threat-free. On
a technical side, IoT raises concerns related to its dynamic nature and context;
security requirements and controls that are applicable to one IoT scenario do not
necessarily work for different scenarios, or even the same scenario but different con-



1106 D. D. Datiri, M. Li

text, as data enters or leaves, or when contexts are changing, security requirements
may change. Recent years have seen an increase in the number of academic and
industrial research works focusing on different research challenges related to this
problem; there have been contributions to these lines of research through varying
methodologies, yet, the current state of the art fails to provide evidence of appropri-
ate approaches that supports dynamic security requirements analysis and reasoning.
This therefore results in inflexible infrastructures, lost investments, damages result-
ing from mechanisms not matching the threats.

The explosive growth of IoT equates to ample data movement, and with that
comes crucial requirements for resource optimization and security. This paper devel-
oped an efficient and secure resource optimization algorithm tagged PSOR2B-BC.
The PSOR2B-BC utilizing a blend of adaptive algorithms, EC and BC paradigms to
ensure the best of multiple worlds is harnessed, brings about a secure and optimal
resource optimization mechanism for IoT systems. The proposed PSOR2B-BC’s
flexibility allows for applicability in all aspects of IoT resource optimization. In
building the PSOR2B-BC, incorporation of selected attributes from the existing
concepts paved way to avoiding most of the cons associated with exiting the algo-
rithms, thus the PSOR2B-BC is more robust and efficient. Furthermore, the results
generated by the proposed PSOR2B-BC show how the incorporation of BC further
improves efficiency aside the prospective privacy and security measures it provides.
The BC improves server rates by keeping records of optimal paths for routing of
requests to appropriate resources, thus further improving the QoS and consequently
the users’ QoE.

Future works can further test the proposed PSOR2B-BC’s security feature so
as to evaluate the proposed policies and system design through various forms of
security testing. Testing the security feature of the proposed model would imply
logical assessment of BC’s assorted operational elements. Additionally, owing to
Hyperledger fabric BC’s framework being quite new, there is great lack of proven
use cases; therefore, future work can explore the deployment of the PSOR2B-BC
model in real-life scenarios to further improve the trending societal opulence — IoT.
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