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Abstract. Information security is an important issue in the design and develop-
ment of information systems. As a well-known information security policy, Chinese
Wall policy concerns the conflict of interest among sensitive information items.
Since it is widely applied in many fields, it is important to explore the verification
methods. Petri nets are a widely used formal method in the modeling and verifica-
tion of information systems, and they are suitable for verifying Chinese Wall policy
due to the capability of characterizing the concurrency. Particularly, some stud-
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ies utilize colored Petri nets for modeling and verification of Chinese Wall policy.
However, they do not characterize data operations including read, write and delete,
which may affect the verification results. In this paper, we utilize Petri nets with
data (PD-nets) to model and verify this policy. Specifically, we propose PD-nets
for Chinese Wall policy to depict the control-flows, data-flows and data operations
of information systems and introduce configurations and reachability graphs to de-
scribe the running states. We give theorems to prove the correctness of our method.
Based on these theorems, we develop an algorithm to detect the violations of Chi-
nese Wall policy. Furthermore, a case study is presented to show the effectiveness
of our method, especially in modeling data operations and verifying their relevant
CW policy.

Keywords: Petri net, information security, model checking, Chinese Wall policy,
reachability graph

Mathematics Subject Classification 2010: 68-Q60

1 INTRODUCTION

Information security is a crucial issue in information systems and business pro-
cesses [I]. When it is compromised, the system reliability is also jeopardized. De-
rived from British laws concerning conflict of interest in business and finance, Chi-
nese Wall (CW) Policy [2] relates to the confidentiality and integrity of informa-
tion security [3]. Unlike traditional multi-level security policies (e.g., Bell-LaPadula
model []), CW policy focuses on the conflict of interest among information items,
and restricts access to them. Specifically, CW policy prohibits the same individual
from accessing sensitive information items in conflict of interest [5]. For example,
Figure [I] shows the violation of CW policy, where there exist two competing com-
panies A and B. An individual named Alex has access to two sensitive information
items a and b that are in conflict of interest, which potentially leads to unfair com-
petition or bribery.

CW policy is crucial in the information security of many research fields, e.g.,
cloud services and distributed systems. Tsai et al. [6] propose a centralized control
mechanism in cloud computing based on CW policy so as to eliminate the possible
Inter-VM Attacks from competitors. Basu et al. [7] present a formal cloud model
based on Z-notation, and apply CW policy to design secure cloud-specific operations.
Alqgahtani et al. [8] employ the principles of CW policy, and introduce a strategy to
store and audit conflict of interest classes for cloud services. Anupa and Sekaran [9]
implement CW policy in workflow management systems with role-based access con-
trol, and illustrate how to apply CW policy to various layers in cloud computing
service models. Fehis et al. [I0] propose a new CW policy model for distributed
systems to deal with some previous limitations.
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Figure 1. The violation of CW policy

Since CW policy is widely applied in the information security, its verifica-
tion becomes significant in information systems. As a commonly used model-
checking [IT] method, Petri nets [I2] are well-suited for modeling and verifying
CW policy due to their capability of characterizing parallelism, concurrency and
synchronization [I3, [14]. Zhang et al. [3] employ colored Petri nets (CPN) to model
CW policy, and utilize the coverability graph for formal analysis. Huang and Kirch-
ner [15] propose a CPN-based approach to verify modular security policies, and apply
it in the design verification of CW policy. Tu et al. [I6] use unfolding techniques
of CPNs to alleviate the state space explosion problem in detecting information
leakage against CW policy. In general, the existing methods depict the data-flows
with colored Petri nets. However, they do not consider data operations, which can
have an effect on the verification of CW policy. This is crucial because data op-
erations may change the states of data, e.g., modifying values, incorporating new
information or deleting certain content. These changes can significantly affect users’
access to information. Therefore, it is imperative to account for data operations
when verifying CW policy to ensure information security. By contrast, Petri nets
with Data (PD-nets) [I7] introduce the formalization of data operations (e.g., read,
write and delete), and thus properly describe both the control-flows and data-flows
of information systems.

In this paper, we present a novel method for modeling and verifying CW policy
based on PD-nets. Figure [2 shows the architecture of our method. The main
contributions are summarized as follows.

1. We incorporate some elements (e.g., subjects, sources and conflict of interest)
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Figure 2. The architecture of our method

of CW policy into PD-nets, and define a new model (PD-CW) to formalize the
control-flows, data-flows and data operations of information systems;

2. We introduce configurations and reachability graphs to characterize the state
space of PD-CW, which take into account both system states and access records;
and

3. We propose some theorems, which involves the reading and writing security of
CW policy in PD-CWs;, to check whether PD-CW complies with CW policy.
Moreover, an algorithm is developed to detect the violations within PD-CWs.

This paper is organized as follows. Section [J introduces some preliminaries.
Section [3| presents our method for modeling and verifying CW policy. Section [
gives a case study. Section [f] concludes this paper.

2 PRELIMINARIES

Some definitions related to PD-nets and CW policy are given in this section.

2.1 PD-Nets

When modeling and verifying CW policy, both control-flows and data-flows of in-
formation systems should be considered. However, ordinary Petri nets can only
describe the control-flows. In order to describe data-flows, we introduce D-net and
PD-net.
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Definition 1 (D-net [17]). A tuple N = (P, T, F, D, Read, Write, Delete) is a net
with data (D-net), where:

1. (P,T,F)is a net [I8], where the set of places P and transitions 7" are finite and
disjoint, and F' C (P x T) U (T x P) is the arc set;

D is a finite set of data elements;

FC(PxT)U(T x P) is a flow relation.

Read : T — 2P is a label function of reading data;

Write : T — 2P is a label function of writing data; and

CEEE A T

Delete : T — 2P is a label function of deleting data.

For each node x € PUT, its pre-set and post-set are denoted by *z = {y|(y,z) €
F}and 2* = {y|(z,y) € F}, respectively. A marking M is a function: P — N where
N is the set of natural numbers. A D-net N with a initial marking M is a Petri
net with data (PD-net) [I7], denoted as ¥ = (N, My). Figure shows a PD-net,
where a, b and c are three data elements. The labels next to the transitions indicate
the data operations, e.g., ty writes a and t; reads b. The initial marking of this
PD-net can be denoted as a vector My = [1,1,0,0,0,0,0,0].

Write:a [___|t0 t1 [__] Write:b

t4 [ ] Read:b

Read:a [ | t3

Read:b [___|t5 t6 [__] write:c

Figure 3. a) a PD-net; b) reachable markings of a)

A transition ¢t € T is enabled at a marking M if Vp €® t: M(p) > 0, denoted as
M|t). An enabled transition ¢ fires at M and a new marking M’ is generated after
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firing, denoted as M[t)M’, where Vp € P:

Mp)+1, ifpe®t\,
M'(p) =4 M(p)—1, ifpet*\"t, (1)
M (p), otherwise.

A sequence of transitions o is enabled at a marking M, denoted by M|[o), if the
transitions in ¢ can fire sequentially, and o is called firing sequence. After the firing
of o at M, it can generate a new marking M’, denoted as M[oc)M’'. A marking
M’ is reachable from M if there exists a firing sequence o such that M[o)M’. For
example, Figure shows some markings of where M, is the initial marking.
According to the firing rule, M;_ are reachable from M, e.g, M, can be reached by
firing the sequence o = [tg, t1, 2] at My. We say that My_; are reachable markings
of the PD-net in Figure |3 a)l

2.2 Chinese Wall Policy

The main goal of CW policy is to separate sensitive information from competing
sources (e.g., companies, corporations and organizations) [6]. In CW policy, an
object [2] o refers to an information or data item of a certain source, and its source
is denoted as C'D(0). For example, companies A and B in Figure [l| are sources of
objects a and b, respectively. A subject [2] refers to an individual, group or entity
involved in the information interaction and system activities. Thus, subjects usually
have access to objects depending on the running states of information systems. The
set containing all the objects that a subject s has access to is denoted as PR(s).

Due to the security requirement of CW policy, a subject cannot have access
to two objects from two competing sources. We say that these two objects are in
conflict of interest [2]. This relationship among objects can be described by a binary
symmetric relation CIR [19], where (01,02) € CIR indicates that o; and oy are in
conflict of interest.

In order to prevent information leakage against CW policy, the following condi-
tions are given to illustrate which objects can be read or written to by a subject.

Definition 2 (CW Security Condition [3]). Let S and O be the set of subjects and
objects, respectively.

1. CW-Simple Security Condition: A subject s € S can read an object o € O if
and only if one of the following requirements holds:
e 3o’ € PR(s): CD(0) = CD(d'); or
e Vo' € PR(s): (0,0') ¢ CIR.

2. CW-* Security Condition: A subject s € S can write to an object o € O if and
only if both of the following requirements hold:
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e s can read o; and

e Yo' € PR(s): CD(o) = CD(0).

The CW-Simple Security Condition and CW-* Security Condition indicate the
reading and writing restrictions of subjects in CW policy, respectively. If either of
these two conditions are violated, CW policy is considered violated. Figures [ [
show the examples of violating CW-Simple Security Condition and CW-* Security
Condition, respectively. In Figure [l] the subject reads both objects a and b that
are in conflict of interest, which violates CW policy. In Figure [f] a subject reads
the object a and writes its information to ¢. Then, another subject reads objects b
and ¢, where a and b are in conflict of interest. Since ¢ contains the information of
a, this subject can indirectly read a and b, which violates CW policy.

Subject

Figure 4. The violation of CW-Simple Security Condition

1
o r(—(b)-x 3@

@L w)( : )R
Subject 1 Subject 2

Figure 5. The violation of CW-* Security Condition

3 MODELING AND VERIFICATION OF CW POLICY

Based on PD-nets, we explore the method for modeling and verifying CW policy in
this paper. Specifically, we propose a PD-CW model, define its configuration and
reachability graph, and develop an algorithm to verify CW policy.

3.1 PD-Net for CW Policy

PD-nets can describe the control-flows, data-flows and data operations of informa-
tion systems. However, we still need the formalization of subjects and sources so
as to verify CW policy. Therefore, we propose PD-net for CW Policy (PD-CW)
based on PD-nets, which involves subjects, sources and CIR for the verification of
CW policy. This model indicates the performers of system activities, so that we can
analyze the behaviors of subjects and verify CW policy.



922 H. Tu, D. Xiang, L. Qi, G. Liu

Objects(D)

0J0]0,

sc1
Write:a

; ; ; 10,0,1,1,
c3 0’0’0’0]

scl:a sc2:b

Sources(SR)
CIR 10,0,0,0,
1,0,0,0]
a b ¢ c4 sc1:a sc2:b
a ° sc3:c
sal
Read:a C1t3 :| c5 cé
b|e [0,0,0,0, [0,0,0,0,
0,1,0,0] 0,0,1,0]
c scl:a sc2:b scl:a sc2:b
sc3:c sal:a sc3:c sal:b
sal
Read:n C—J 15 [0,0,0,0, 10,0,0,0,
0,0,0,1] 0,0,0,1]
c7 scl:a sc2:b sc1:a sc2:b c8
sc3:c sal:a,b sc3:c sal:b,c
a) b) c)

Figure 6. a) a PD-CW; b) objects, sources and CIR of a); ¢) the reachability graph of a)

Definition 3 (PD-net for CW Policy, PD-CW). A tuple (%, S, Ts, SR, CD, CIR) is
a PD-net for CW policy (PD-CW), where:

. % is a PD-net;

. S is a finite set of subjects;

Ts : T — S specifies the subject of each transition;

SR is a finite set of sources;

CD : D — SR specifies the source of each data element; and

CIR C D x D indicates the conflict of interest relation.

e N

Notice that, data elements are referred to as objects in PD-CW. In the following,
we also refer to the elements in D as objects for convenience. In the formalization
of PD-CW, a subject s has access to an object o after the firing of a transition ¢
such that Ts(t) = s A o € Read(t) U Write(t). Besides, the writing operations in
PD-CWs are considered as appending rather than overwriting data elements. Thus,
the writing operations do not affect the data validity.

For example, Figure shows a PD-CW, where S = {scy, sco, sc3, a1} is the
subject set. The object set D, source set CD and CIR are shown as Figure ,
where (a,b) € CIR.
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3.2 Configuration and Reachability Graph

Subjects may have access to different objects at the same marking due to different
firing sequences, which brings difficulties for the verification of CW policy. For exam-
ple, the PD-CW in Figure will eventually reach the marking [0,0,0,0,0,0,0, 1].
However, we cannot infer which sequence is fired at this marking. As a result, it
is difficult to trace the access records of subjects. In order to handle this problem,
we introduce configuration to describe the dynamic behaviors of PD-CW, which
includes the access records of subjects.

Definition 4 (Configuration). A configuration of a PD-CW is a tuple ¢ = (M, PR),
where:

1. M is a marking of PD-CW; and
2. PR: S — 2P records the objects that subjects have access to at M.

Based on the concept of configurations, we can not only describe the running
states of information systems, but also record the access rights of subjects. Notice
that, the PD-CW is assumed free of data errors in this paper, especially missing-
data errors and data inconsistency. To ensure this, some techniques for data error
detection [I77, 20] can be applied to PD-CW models before verifying CW policy.

The initial configuration ¢y of a PD-CW is (My, PRy), where Mj is the initial
marking and PRy satisfies that Vs € S : PRo(s) = @. The firing of a transition
t at a configuration ¢ = (M, PR) generates a new configuration ¢ = (M’ PR')
such that M[t)M' and PR'(Ts(t)) = PR(Ts(t)) U Read(t) U Write(t). Furthermore,
the firing of a transition sequence o at a configuration ¢ = (M, PR) generates a
new configuration ¢ = (M”, PR") such that M[o)M" and Vt € o : PR"(Ts(t)) =
PR(Ts(t))URead(t)U Write(t). A configuration c is called a reachable configuration if
it can be generated by the firing of a transition sequence at the initial configuration.
Building on this ground, we give the definition of reachability graph of PD-CWs.

Definition 5 (Reachability Graph). A reachability graph of a PD-CW is a tuple
(C,E,¢,co), where:

1. C is a set of reachable configurations;

2. E C T is a transition set;

3. 0:C x E — C denotes the transition relation; and

4. ¢ is the initial configuration.

We provide Algorithm [I] for generating the reachability graph of PD-CW, where
the function Enabled(M) is to get all the enabled transitions at the marking M, and
Fire(M,t) is to calculate the generated marking after the firing of ¢ at the marking
M.

Figure shows the reachability graph of Figure . There exist nine config-
urations, where ¢; is a configuration at the marking [0,1,1,0,0,0,0,0], and sc; has
access to a, denoted as PR(sc¢;) = {a}.
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Algorithm 1 The algorithm for Generating Reachability Graph
Require:
A PD-CW (3, S, Ts, SR, CD, CIR);
Ensure:
The reachability graph (C, E, , ¢p);
1: ¢y = (M()., PRQ);
2: C:=FE :=g;
3. SC :={a};
4: while SC # @ do
5. Get a configuration ¢ = (M, PR) from SC;
6: if ¢ ¢ C then
7: C:=CU{c};
8
9

for each t € Enabled(M) do

: E:=FU{t};
10: M’ := Fire(M,t);
11: PR' .= PR;
12: PR'(Ts(t)) := PR(Ts(t)) U Read(t) U Write(t);
13: = (M', PR");
14: o(c,t) ==
15: SC = SCU{d};
16: end for
17 end if

18 SO := S0\ {c};
19: end while
20: Output (C, E, §, cp);

3.3 Verification of CW Policy

The reachability graph of PD-CWs contains all required information for the verifica-
tion of CW policy, so that we can analyze system states and access records to verify
CW policy. An intuitive idea is that, we can check all the reachable configurations
and identify those ones which violate the CW security conditions. For example, c;
and cg in Figure are two configurations which violate CW policy. However, ille-
gal access can introduce the illegal access record that violates CW policy, impacting
all subsequent configurations. Resolving illegal access ensures that all subsequent
configurations remain compliant. Therefore, our target is to find the illegal access.
Based on this idea, we propose Theorems 1 and 2 based on Definition 2 to check
whether a PD-CW model complies with CW policy.

Theorem 1. Let (X,5,Ts, SR, CD, CIR) and (C, E,J,cy) be a PD-CW and its
reachability graph, respectively. The PD-CW violates the CW-Simple Security
Condition if and only if there exists a reachable configuration ¢ = (M, PR) and
a transition ¢t € F satisfying:
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1. t is enabled at M; and
2. Jo € PR(Ts(t)) U Read(t) U Write(t), o € Read(t) U Write(t) : (0,0") € CIR.

Proof.

Sufficiency (=) Firing the transition ¢ indicates that the subject s = Tg(t) has
access to objects o and o/, which are in conflict of interest and lead to the
violation of CW-Simple Security Condition.

Necessity («<): If CW-Simple Security Condition is violated, there must be a sub-
ject s having access to two objects o and o' in conflict of interest at certain
configurations. Since we define PRy(s) = @ at the initial configuration, there
must exist a transition ¢ and a configuration ¢ such that s = Ts(¢) and s has
access to o and o' after firing ¢, where 0 € PR(Ts(t)) U Read(t) U Write(t) and
o' € Read(t) U Write(t).

0

Theorem 2. Let (%,5,7Ts,SR,CD,CIR) and (C, E,,¢y) be a PD-CW and its
reachability graph, respectively. The PD-CW violates the CW-* Security Condition
if and only if there exists a reachable configuration ¢ = (M, PR) and a transition
t € F such that:

1. t is enabled at M; and
2. Jo € PR(Ts(t)) U Read(t) U Write(t),o € Write(t) : CD(o) # CD(0').

Proof.

Sufficiency (=): Firing the transition ¢ indicates that the subject s = T(t) writes
to the object o/ when it has access to o, where CD(0) # C'D(0). Thus, it leads
to the violation of CW-* Security Condition.

Necessity («<): If CW-* Security Condition is violated, there must be a subject
s writing to an object o' while having access to another object o at certain
configurations, where CD(0) # CD(0'). Since we define PRy(s) = @ at the
initial configuration, there must exist a transition ¢ and a configuration ¢ such
that s = Ts(t), s writes to o/ and has access to o after firing ¢, where o €
PR(Ts(t)) U Read(t) U Write(t) and o' € Write(t).

O

A wiolation is a pair (c,t), which indicates that CW policy is violated if the
transition ¢ is fired at the configuration c¢. In fact, it refers to the illegal access
that violates CW policy. For example, there are two violations (cs,ts) and (cg, tg)
in Figure [6] which violate the CW-Simple Security Condition and CW-* Security
Condition, respectively.

Based on Theorems [I] and 2] we develop Algorithm [2] to verify the CW policy,
and detect all the violations within PD-CWs. If its output SV is an empty set,



926 H. Tu, D. Xiang, L. Qi, G. Liu

the PD-CW complies with CW policy. Otherwise, the PD-CW violates CW policy,
and all the violations are recorded in SV. The time complexity of Algorithm [ is
O(|C] x [E] x| DI).

Algorithm 2 The algorithm for Verifying CW Policy
Require:

A PD-CW (%, 5, Ts, SR, CD, CIR);

The reachability graph (C| E, §, ¢p);

Ensure:
The set of violations SV
1: SV = @;

2: for each ¢ = (M, PR) € C' do
3. for each t € Enabled(M) do

4 for each o € PR(Ts(t)) U Read(t) U Write(t) do
5: if 30’ € Read(t) U Write(t) : (0,0') € CIR then
6: SV =SV U{(ct)};

7: Break;

8: end if

9: if 30’ € Write(t) : CD(0) # CD(0') then

10: SV =SV U{(et)};

11: Break;

12: end if

13: end for

14: end for

15: end for

16: Output SV;

4 CASE STUDY

The process and PD-CW model of booking flight tickets [21] are shown in Figure
and Figure , respectively. A customer wants to book a ticket on a third-party
platform. After the customer asks for booking, the airline A first quotes the ticket
price. Subsequently, the customer can decide to accept the price or not. If he/she
rejects the price, the airline B then quotes its price. Similarly, the customer can
decide whether to accept it. But if he/she rejects the second quoted price, the
booking order will be canceled. The security requirement is that, neither of the
airlines has access to the quoted price from the other airline. Otherwise, it may lead
to malicious competition. Due to the fact that both of the airlines only have access
to their own quoted price, the security requirement is the same as CW policy. The
objects, sources and CIR are shown as Figure , where pa and pb are respectively
quoted prices of airlines A and B, and they are in conflict of interest.

In order to verify CW policy, we first generate the reachability graph of Fig-
ure by Algorithm , as shown in Figure . The reachability graph contains
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Figure 7. The process of booking flight tickets

all the running information of the business process of airlines. Afterwards, we can
detect the violations of CW policy within the PD-CW by Algorithm 2] The result
shows that (c4,t4) is a violation, i.e., firing the transition ¢4 at the configuration
¢4 leads to the violation with CW policy. Due to the fact that (pa,pb) € CIR
and CD(pa) # CD(pb), both the CW-Simple Security Condition and CW-* Secu-
rity Condition are violated. In other word, CW policy is violated when the airline
B quotes the price, which is caused by its illegal access to the price of the air-
line A.

Furthermore, we conduct a scale comparison between the CPN-based approach
and PD-CW-based approach in three scenarios from previous work, including Flight-
Book [21, FinancialAgent [3] and InsuranceClaim [22]. The result is demonstrated
as Table [l In these three scenarios, the net structure scale of PD-CW is smaller
than that of CPN, while the reachable graph scale is larger than that of CPN. That
is because, PD-CWs utilize configurations to distinct different access records at the
same marking, while CPNs incorporate extra places to trace the record. As a con-
sequence, the space costs of CPNs and PD-CWs are similar. However, the PD-CW
can depict and analyze the data operations in the scenarios, while the CPN cannot.
In general, our approach holds certain advantages.
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Figure 8. a) A PD-CW of booking flight tickets; b) objects, sources and CIR of a); c) the
reachability graph of a)

CPN PD-CW
Scenarios Net RG Net RG
|P| |T| |F| | Nodes Arcs || |P| |T| |F| | Nodes Arcs
FlightBook 18 14 34 36 84 12 14 28 64 96
Financial Agent 26 14 46 64 128 16 14 30 81 144
InsuranceClaim 18 10 28 25 50 10 10 20 36 60

Table 1. The Result of Scale Comparison in three scenarios

5 CONCLUSION

CW policy is a widely applied security policy, and it is related to the confidential-
ity and integrity of information security. Therefore, exploring its verification is of
significant importance. As a widely used mathematical formalism, Petri nets are
suitable for the verification of CW policy. Previously, some studies utilize CPNs
for modeling and verification of CW policy due to their capability of depicting the
data-flows. However, they do not consider data operations including read, write and
delete, which can affect the verification of CW policy. In this paper, we propose
a novel method for modeling and verifying CW policy based on PD-nets. We first
give the definition of PD-CW to formalize the control-flows, data-flows and data
operations of information systems. Subsequently, we introduce the configurations
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and reachability graphs to depict the running states and access records. Ultimately,
we provide two theorems to characterize the violation of CW policy in PD-CW, and
develop an algorithm to detect the violations. A case study of booking flight tickets
shows the effectiveness of our method. In addition, a comparison of scales shows
that our method has distinct advantages. However, our method has two limitations.
On the one hand, the PD-CW does not take into account the possible impact of
data on the running of systems, such as guard functions. On the other hand, the
state space of PD-CW increases due to the application of configurations.
In future work, we plan to carry out the following studies:

1. Develop tools for modeling and verifying CW policy. We plan to design and
implement tools for supporting the visual modeling of PD-CW and automatic
verification of CW policy;

2. Alleviate the state space explosion problem. As known to all, the methods
based on reachability graph, which generally utilize the interleaving semantics,
are prone to the state space explosion problem. The unfolding techniques [23]
seem promising to alleviate the problem, and improve the efficiency of verifying
CW policy; and

3. Generalize our method to the workflow systems [24]. Workflow systems involve
the business logic and interaction of business processes. WFD-nets [25], which
consider both the control-flows and data-flows, are suitable for modeling and
verification of CW policy in workflow systems. The main problem is how to
handle guard functions [26].
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