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Abstract. Cloud computing primarily focuses on providing secure and reliable ac-
cess to geographically distributed resources. Cloud computing is a parallel and
distributed system that simplifies the virtualization of distributed computing. Job
scheduling is one of the most important services in cloud computing. Job scheduling
is used to schedule users’ jobs to allocate suitable resources in a cloud environment.
Recently, several efficient job scheduling algorithms have been proposed for cloud
computing. The purpose of designing these algorithms is to achieve time and cost
optimization for job execution. On the other hand, it is necessary to provide a model
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to assess the reliability of the different job scheduling algorithms. Unfortunately,
no accurate and complete model has been proposed to evaluate the reliability of
these algorithms. Scheduling failures are inevitable in cloud computing due to the
harsh deployment environment, resource migration, non-compliance time or cost,
etc. Therefore, providing a reliability model is necessary for successful scheduling
algorithms. In this paper, a reliability model based on a discrete-time Markov chain
is incorporated for the famous scheduling algorithms MCT, MET, BCO, HCOC,
and PPO. We propose an approach to evaluating the reliability of scheduling algo-
rithms based on time and cost constraints. The proposed approach is modeled by
a Discrete Time Markov Chain, and the results show the reliability of scheduling
algorithms in different states.
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1 INTRODUCTION

Cloud computing proposes a new virtual resource, similar to traditional IT services,
such as storage, servers, and databases. In cloud computing, computing infrastruc-
ture and services should always be available on computing servers. Cloud comput-
ing proposes a new infrastructure to establish virtual resources via the internet.
The main reasons for its popularity include scalability, fault tolerance, high avail-
ability, utilization, reliability, easy to use, and economical [1, 2]. Moreover, cloud
computing can also obtain nested services from different service providers and own-
ers [3]. The cloud provides a cost-effective model through a pay-as-you-go model
that allows individuals or businesses, or industries to start a cloud-based service
with minimum investment [4]. Resource management is the most important ac-
tivity in a cloud computing environment that comprises different activities, from
job submission to job execution. Resource management in the Cloud consists of
two steps: a) resource provisioning and b) resource scheduling. Resource provision-
ing is described as the step to select appropriate resources for a given job based
on QoS requirements specified by cloud users. Resource scheduling is the most
important part of resource management in parallel and distributed computing. In-
tensive research has been done in this area, and many results have been widely
accepted [5]. Indeed, resource scheduling assigns the jobs to the appropriate and
selected resources based on required features. The process of resource scheduling
instructs the scheduler to get tasks from the users and asks the cloud informa-
tion service (CIS) for available resources and their properties. According to the
availability of resources and the task scheduling algorithm, the scheduler schedules
user-submitted jobs on various resources as per requirements [6, 7]. The overall
performance of cloud computing should be enhanced by reducing the completion
time and cost of all tasks. The jobs are appropriately distributed over resources
so that necessary preferences between tasks are met, and the total time and cost
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needed to execute all tasks are minimized. Proper task scheduling improves the
efficiency and performance of the cloud environment. To achieve high performance,
parameters such as task execution time, resource utilization, etc., should be consid-
ered [8]. Cloud computing job scheduling algorithms face challenges in reliability
and resource allocation. Markov-based methods can be employed to model cloud
service reliability and optimize task scheduling in terms of makespan, execution
time, and cost. Reliability evaluation can estimate failure probabilities in cloud
environments, enabling reliability-aware scheduling algorithms that outperform tra-
ditional methods. The rest of the article is organized as follows. Section 2 deals
with Related Work. Cloud computing scheduling is reviewed in Section 3. In Sec-
tion 4, the concept of a Markov chain is described. In Section 5, cloud computing
task scheduling based on a Markov chain model is proposed. In Section 6 the
reliability function is described. In Section 7, case studies are described. In Sec-
tion 8, the experimental setup is described. Experimental results of the proposed
method are presented in Section 9, and finally, the Conclusions are provided in
Section 10.

1.1 Proposed Approach

Cloud computing job scheduling algorithms are crucial for efficient resource uti-
lization and task completion in distributed computing environments. Therefore,
considering the reliability of scheduling algorithms is an important issue. In this pa-
per, we have introduced a Markov chain model for evaluating the reliability of task
scheduling algorithms. Reliability of task scheduling with time and cost constraints
using a Markov chain introduces new challenges because these constraints require
not only a specific task execution time but also a certain task completion cost.
Cloud computing reliability and job scheduling are critical challenges that several
researchers have addressed. Discrete Markov chain models have shown significant
potential in improving job scheduling efficiency and resource allocation in cloud
computing environments. Markov-based methods have been applied to model cloud
service reliability and optimize task scheduling. Discrete Markov chain modeling
has been shown to improve reliability in cloud computing job scheduling. Discrete
Markov chain modeling can effectively quantify and predict job scheduling relia-
bility metrics in cloud computing systems. In this paper, we have not presented
a new scheduling or load balancing algorithm, but we have provided a method to
evaluate the reliability of all existing scheduling algorithms under time and cost
constraints. The proposed model comprehensively considers all failure states in
task scheduling, including time, cost, or both. The experimental results show a
comparison of the reliability of popular scheduling algorithms under the above con-
ditions.
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1.2 Contributions

The main contributions can be expressed as follows:

• Reliability model for cloud computing job scheduling is presented.

• The proposed model is based on time and cost constraints in task scheduling in
the cloud environment.

• Discrete Markov chain has been used to implement the proposed model.

• We conducted a series of experiments to evaluate the performance of the pro-
posed model on some of the most famous scheduling algorithms.

2 RELATED WORK

Markov chain-based reliability models can significantly enhance job scheduling al-
gorithms in cloud computing environments with varying time and cost constraints.
These models enable the accurate analysis of reliability in cloud services. Markov
chain models offer a probabilistic framework for predicting system failures and
guiding scheduling decisions in cloud computing. Recent research has explored
reliability-driven task scheduling in cloud computing environments. In a set of
studies, more researchers employed Markov-based techniques (including continuous-
time and reward models), and fewer cases used semi-Markov processes. Souravlas
et al. [9] used an irreducible finite state Markov process to report improvements in
makespan and average response time through fair load balancing. Jiang et al. [10]
described a continuous-time MDP approach that minimizes energy consumption
when managing randomly arriving, interdependent tasks, and Wang et al. [11] com-
bined a Deep-Q-Network with a Markov game model to achieve better execution
time and cost outcomes compared with other metaheuristic approaches. Chang
et al. [12] employ an M/M/m/m Markov chain within a Reward-based Adaptive
Global Resource Management framework to address reliability issues. Sun et al. [13]
facilitated the formulation of scheduling problems as multi-objective optimization
tasks. Several studies have proposed models utilizing Markov-based methods to
analyze cloud service reliability and optimize task scheduling [13, 14]. Markov-
based methods have been applied to model cloud service reliability and optimize
task scheduling, considering factors like makespan and flowtime [14]. Some ap-
proaches include reliability-based allocation matrices for virtual machine assign-
ment in cloud computing [15] and two-phase methods combining reliability require-
ments and timing constraints [16]. These studies aim to improve overall system
reliability and reduce costs. Other studies use threshold-based policies, uniform
budget splitting, and multi-objective fitness measures to refine resource alloca-
tion.

Scheduling failures are unavoidable in heterogeneous computing, such as cloud,
which affect system reliability. Since the task scheduling algorithm in cloud com-
puting is challenging, we investigate a new reliability model with time and cost
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constraints for task scheduling algorithms in this paper. The proposed method
is designed to evaluate the reliability of scheduled tasks by using the Discrete
Markov chain. The main idea of many job scheduling algorithms in cloud com-
puting systems is reducing the execution time of jobs or applications without con-
sidering other factors, such as the budget or deadline [17]. On the other hand, the
job scheduling becomes more challenging when we consider multiple QoS parame-
ters.

Time optimization is usually a classic and traditional goal in cloud or distributed
computing scheduling [18, 19, 20]. Moreover, the problem of finding the best solution
with the optimized time is known as an NP-hard problem [21, 22]. Therefore, using
traditional methods to solve this problem is necessary, and many field works in this
discourse have been done recently [23, 24].

In [25, 26], a genetic-based job scheduling algorithm to optimize the time of
cloud jobs has been suggested. The algorithm suggested in [23] and other similar
works [5, 27] only focus on minimizing time, but as in large-scale jobs, reliability of
computational resources is a basic issue that must be carefully considered to be able
to offer applicable scheduling solutions for that kind of job.

However, cost, budget, and economic criteria are other important parameters in
the cloud computing scheduling mechanism. For cost-critical parallel applications,
cost-aware scheduling algorithms have been proposed for minimizing execution cost
or satisfying the budget constraint on heterogeneous systems [28, 29]. However, very
few papers have targeted the cloud computing environment and designs for mini-
mizing the schedule length of budget-constrained applications. In [30], a heuristic
algorithm of the deadline early tree was presented. It minimized the cost of deadline-
constrained applications without considering the communication time between tasks.
As the job scheduling constraints in this paper are time and cost, we only consider
these two QoS parameters in our review of previous work.

Reliability, time, and cost are three different QoS parameters that are con-
sidered in the algorithms. Users are allowed to define QoS constraints to guar-
antee the quality of the schedule. In [31, 32] the Dynamic Constraint Algorithm
(DCA) was proposed as an improvement of the Multiple-Choice Knapsack Problem
(MCKP), to optimize two criteria for jobs, e.g., execution time and budget. The
Hybrid Cloud Optimized Cost scheduling algorithm (HCOC), proposed in [33], and
a cost-based job scheduling algorithm called Deadline-MDP (Markov Decision Pro-
cess), proposed in [34], address the problem of minimizing cost while constrained
by a deadline. Although these models could have applicability in a utility com-
puting paradigm, we do not consider such a paradigm in this paper. On the other
hand, the reliability of the cloud system and scheduling is affected by several fac-
tors, such as hardware failure, software failure, etc. Reliability of computational
hardware, software, and data resources that contain the cloud and provide the
means to execute user jobs, and reliability of cloud networks for messaging and
data transport are important and should be met [35]. Regardless of the Cloud
reliability features can cause reduced application performance, such as scheduling
time and speedup, due to idle operations [36]. He et al. [37] proposed the relia-
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bility of the cloud computing infrastructure based on the failure rate of the pro-
cessors and the links between them. These failure rates can be taken from cloud
resource profiling, system logs, and statistical prediction techniques. Srinivasan
and Jha [38] proffered reliability of a system with envisage to a task set as the
probability that the system can run the task set without any failure. The tar-
get of the work [39] is to provide a reliability-driven scheduling system to eval-
uate system reliability, based on a best reliability communication link search al-
gorithm to find the shortest path, and then they provide reliability priority rank
(Rank) to evaluate the task’s priority by focusing on reliability overheads RASD.
Two heuristic algorithms are proposed in [40], namely Minimum Cost Scheduling
and Development of Reliability Maximization Schedule. Poola et al. [41] proposed
a fault-tolerant algorithm against the premature termination of spot instances, as
well as robustness against performance variations of Cloud resources. A spot in-
stance in cloud computing helps a user to utilize resources with less expensive cost,
even if it is unreliable [42]. This paper proposed a workflow scheduling scheme
that reduces the task waiting time when an instance occurs in the out-of-bid situa-
tion.

Also, learning based techniques such as Reinforcement Learning (RL) are broad-
ly used to solve problems in partially visible environments. As the most recent
state-of-the-art (SOTA) reinforcement learning (RL) algorithms, they have many
advantages in solving problems. Asynchronous Advantage Actor-Critic (A3C) [43],
Proximal Policy Optimization (PPO) [44], and Soft Actor-Critic (SAC) [45] are the
most important models of SOTA algorithms. Those models are already being used
to solve various problems, such as robot navigation, elevator controls, military ap-
plications, medical diagnostics, task scheduling, and education [46]. Proximal Policy
Optimization (PPO) is one of the SOTA models and is a type of reinforcement learn-
ing algorithm. The PPO algorithm is a gradient policy algorithm that is suitable for
continuous control problems. PPO is an offline learning method, and the strategy
it adopts to interact with the environment and the strategy to be learned differ.
The main idea of the PPO algorithm is to transfer online learning to offline learn-
ing based on importance sampling and adopt two networks to improve the network
convergence rate [47].

3 CLOUD COMPUTING SCHEDULING

Parallel computing environments have made progress toward new scheduling ser-
vices that go beyond classical scheduling theory. Unlike the traditional scheduling
services assumptions, which do not allow processing a task by several machines at
a time [27], a new feature of multiprocessor computations is the ability to break
tasks into several parts and to process them simultaneously by different processors.
A full survey of the relevant models and solution techniques can be found in [48, 49].
A main aspect of a cloud scheduling system is efficiently allocating users’ tasks to
cloud resources. Recent works in cloud computing include Quality of Service prepa-
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ration, which ensures that an application is performed within a guaranteed time at
a pre-specified cost. Often users need the time or cost parameters optimization, as
quality of services, the goals of scheduling algorithms can be thought of as time or
cost optimization [50]. Regarding time optimization, the user expects the scheduling
algorithms to complete the task in the most efficient time possible. In cost opti-
mization, the user also requires a scheduling system with the lowest possible cost.
As a result, the resource scheduling system must use a mechanism that meets these
requirements.

3.1 Time and Budget Constraint Scheduling

In the cloud environment, users must pay to use the resources to execute their
jobs. As mentioned in the related work section, users determine their deadlines
and then request cost or time optimization. The deadline of a job is defined as the
maximum finishing time of its last task to be executed. A scheduling algorithm
that focuses on cost optimization strategy should allocate heterogeneous cloud re-
sources to heterogeneous users’ jobs so that their execution finishes in the specified
deadline with minimum cost, and a scheduling algorithm that adopts a time opti-
mization strategy should allocate heterogeneous cloud resources to heterogeneous
user jobs so that their execution finishes within specified budget and in minimum
time. Amini et al. [51] proposed a method that is a cost-optimizer and tries to
grow the opportunity of meeting job deadlines. Sahni and Vidyarthi [52] intro-
duced an effective cost-effective deadline-constrained algorithm, namely JIT-C, for
scheduling a scientific workflow in a public Cloud. Budget is defined as the max-
imum amount that a user wants to pay for executing a workflow application on
computing resources. In [25, 30], the authors proposed heuristic-based scheduling
algorithms to minimize end-to-end execution under a user-specified financial cost
constraint.

In this paper, we assumed that the scheduling policy may fail for the following
reasons:

1. Time constraint is not satisfied (λt).

2. Budget constraint is not satisfied (λc).

3. Failed state (both of above options λt and λc).

Based on these assumptions, the reliability model of scheduling algorithms can be
designed.

4 CONCEPTION OF MARKOV CHAIN

AMarkov chain is a stochastic process consisting of a finite number of states with the
feature that the future state only depends on the current state, and is independent
of the past state [53]. Consider, there is a set of states S, S={s1, s2, ..., sn}, the
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probability equation can be illustrated by Equation (1):

prob
(
X(k+1) = x(K+1) | X1 = x1, . . . , Xk = xk

)
= prob

(
X(K+1) = x(k+1) | Xk = xk

)
.

(1)
If the chain is right now in state xi, then it goes to state xj at the next step with
a probability defined by pij, which is called the transition probability, and it does
not depend on all previous states. Therefore, we can create a transition matrix P
as below, in which n is the total number of states. We can then define the law of
“probability of transition” from a state (i) towards another state (j) by:

P =

p1,1 . . . p1,n
...

. . .
...

pn,1 . . . pn,n

 ,

Pij ∈ [0, 1], i = 1, 2, . . . , n, j = 1, 2, . . . , n,
n∑

j=1

Pij = 1.

A Markov process is called a Markov chain if its state space and time space are
both discrete. Then we have:

S(K) = s(K − 1).p = S(K − 2).p2 = ... = s(0).pk

Here’s (k) introduces the state at time k, and s(0) means the initial state when the
system starts [54].

4.1 Markov Model Discretion

For each system, a Markov model includes a list of the possible states of that system,
the possible transition paths between those states, and the rate parameters of those
transitions. In a reliability model, the transitions usually consist of failures and
repairs. When presenting a Markov model graphically, each state is usually depicted
as a “bubble”, with arrows denoting the transition links between states, as shown
in Figure 1, for a single component that has just two states: successes and failures.
The symbols P and q specified the probability of the transition from State Good to
Bad [55].

Fortunately, the non-recursive effects in Markov models for reliability analysis
have been proved, so it is possible to utilize the recursive solution method, solving
for each state probability ratio using its respective state equation as if all the other
state probability ratios were known, and arrive at a first-order approximate solution.
Then this process can be repeated, using the newly computed probability ratios, to
arrive at an even better approximation, and so on.
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Figure 1. Transition between states

5 CLOUD COMPUTING TASK SCHEDULING
BASED ON MARKOV CHAIN MODEL

This section describes an efficient reliability model for cloud computing task schedul-
ing. Our assumption is that each mapping of resources to tasks can put the system
in one of the four modes that are described below:

State 0: Success scheduling (time and cost are satisfied).

State 1: Unsatisfied time constraint.

State 2: Unsatisfied cost constraint.

State 3: Fail state (unsatisfied time and cost constraint).

Figure 2 shows the reliability state diagram of cloud computing scheduling.

Figure 2. Cloud computing task scheduling state diagram
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5.1 Reliability Modeling

The function of R(t) can also be obtained using a Markov process by defining a D
transition matrix to compute the system reliability. The transition matrix D is the
overall Transition Rate Matrix that combines the graph. This matrix represents all
the transition rates between states (both transient and absorbing) in the discrete-
time Markov chain [56]. The D transition matrix for reliability modeling in the case
of a four-unit system would be given by:

[D]Rel =


1− (λc + λt) λc λt 0

µc 1− (µc + λt) 0 0
µt 0 1− (λc + µt) 0
0 0 0 1

 .

This matrix that describes the Markov chain is called the transition matrix. It is
the most important tool for analyzing Markov chains. The transition matrix D must
list all possible states in the state space S. Once the system enters state 3, we do
not carry out system repair, and the system remains permanently in state 3 (failed
state). Once the D matrix is available, we can find the B matrix directly from D
through the following formula. The B matrix, also known as the fundamental matrix,
quantifies the expected number of visits to transient states before absorption [56]. In
fact, this matrix characterizes the expected behavior of the system across transient
states before failure. The element Bij denotes the expected number of times the
process will be in transient state j, given that it started in transient state i, before
eventual absorption.

[B] = [D − I]TR,

where the TR symbol stands for the transpose of the matrix [D − I], and I is
an identity matrix [57].

[B]Rel =


−(λc + λt) µc µt 0

λc −(µc + λt) 0 0
λt 0 −(λc + µt) 0
0 0 0 0

 .

The C matrix provides the absorption probabilities, i.e., the probability that the
system will ultimately enter a given absorbing state, and we can compute the C
matrix from B through the following formula. Here the element Cij represents
the probability that the system, starting from transient state i, will eventually be
absorbed in absorbing state j [58].

[C] = S[I]− [B],
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where I is the identity matrix, therefore, the C matrix is defined as follows:

[C]Rel =


s+ λc + λt −µc −µt 0

−λc s+ µc + λt 0 0
−λt 0 s+ λc + µt 0
0 0 0 s

 .

The C matrix quantifies the probabilities of different failure modes, depending on
the absorbing state reached. Let Pi(t) denote the probability of being in state i at
time t. The Kolmogorov forward differential equations generate the Laplace form of
each probability state. The use of the Laplace transform in solving state probabilities
of a Markov reliability model is motivated by several advantages over direct time-
domain analysis. First, the Kolmogorov forward differential equations governing the
state probabilities form a set of coupled linear differential equations. Solving these
equations directly in the time domain can become algebraically cumbersome, espe-
cially for systems with multiple degradation states. The Laplace transform converts
these differential equations into a set of algebraic equations, which are considerably
easier to manipulate and solve. Second, the Laplace transform inherently incor-
porates the initial conditions into the transformed equations. This eliminates the
need for manual handling of boundary conditions, thereby streamlining the solution
process.

Third, the Laplace domain representation often yields compact closed-form ex-
pressions for the transformed state probabilities. Finally, the Laplace transform
facilitates the derivation of important reliability measures such as the reliability
function R(t), the mean time to failure (MTTF), and availability measures. The
transform-domain framework provides a systematic and scalable approach that re-
mains efficient even for higher-order Markov models.

For these reasons, the Laplace transform is widely regarded as the standard
technique in the reliability analysis of Markov models, as also emphasized in Misra’s
formulation [58]. By following the outlined earlier procedure, various Pi(s), i =
0, 1, 2, 3 could be determined as below based on Komologorov forward differential
equations. The denominator polynomials for each Pi(s) arise from det(sI − B),
which is of degree for a four-state system. The numerators correspond to minors of
this matrix. Explicitly, one may write:

Pi(s) =
Ni(s)

det(sI −B)
, (2)

where Ni(s) is obtained from the adjugate matrix or directly via block inversion.
This formulation naturally reproduces rational forms of the Laplace transforms for
each state probability.
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P0(s) =
s3 + s2(λc + µt)(µc + λt) + s(λc + µt)(µc + λt)

∆
, (3)

P1(s) =
λcs

2 + λ2
cs

∆
, (4)

P2(s) =
λts

2 + λ2
t s)

∆
, (5)

P3(s) =
2λcλts+ λ2

cλt + λ2
tλc

∆
. (6)

In Equations (3), (4), (5) and (6), Delta [59] is calculated by Equation (7):

∆ = s
[
s3 + s2{(λc + µt) + (µc + λt) + λc + λt}+ s{(λc + µt)(µc + λt)

+ λc(λc + µt) + λt(µc + λt) + 2λcλt}+ λcλt(λc + µt) + λcλt(µc + λt)
]
. (7)

With a little difficulty, one can find the inverse Laplace transform of Pi(s) in Equa-
tions (3), (4), (5) and (6) to find the time-dependent probabilities. Once again, if
we define the coefficients of the numerator of Pi(s) as aij where i = 0, 1, 2, 3 and
j corresponds to the jth power of s in the numerator, then from Equations (3), (4),
(5) and (6), we have:

a01 = (λc + µt)µc + λt)a11 = λ2
c ,

a21 = λ2
ta03 = λcλt(λc + λt),

a02 = (λc + µt)µc + λt)a12 = λc,

a22 = λta31 = 2λcλta03 = 1,

P0(s) =
s3 + a02s

2 + a01s

∆
, (8)

P1(s) =
a12s

2 + a11s

∆
, (9)

P2(s) =
a22s

2 + a21s

∆
, (10)

P3(s) =
a31s+ a30

∆
. (11)
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And we have three non-zero real roots as s1, s2, and s3 [60]. Now, taking the
Laplace inverse transform, we can easily write:

P0(t) =
10∑
i=0

a03s
2
i + a02si + a01∏3

i=1,j ̸=i(si − sj)
esit, (12)

P1(t) =
3∑

i=0

a12si + a11∏3
i=1,j ̸=i(si − sj)

esit, (13)

P2(t) =
3∑

i=0

a22si + a21∏3
i=1,j ̸=i(si − sj)

esit, (14)

P3(t) = 1−
3∑

i=0

a31si + a30

si
∏3

i=1,j ̸=i(si − sj)
esit. (15)

6 RELIABILITY FUNCTION

The reliability of a system as a function of time t is given as R(T) is the probability
that the system operates without failure in the interval [0, t], as respects the system
was performing correctly at time 0. λc, λt are the failure rate that is the expected cost
and time failure in task scheduling. During the useful life phase of the system, failure
rate parameters are assumed to have a constant value λc, λt. Then, the reliability
of the system varies exponentially as a function of time, shown in formula (16):

R(t) = 1− p3(t) =
3∑

i=0

a31si + a30

si
∏3

i=1,j ̸=i(si − sj)
esit. (16)

7 CASE STUDIES

To compare the impact of the proffered reliability model on the task scheduling
algorithms in the cloud environment, the reliability of such famous scheduling algo-
rithms in the form of different case studies named BCO [61], HCOC [62], MET [63],
MCT [64] and PPO [65] are compared. Due to the popularity of these schedul-
ing algorithms, their code is not mentioned, but a description of the algorithms is
provided below.

BCO: In the BCO algorithm, a designation queue is allocated to each resource.
The users’ requests are set in the designation queue in an ascending order of
time required to resource. The resource consumers are registered in the resource
queue based on an ascending order from the cheapest one, and the number of
customers that each resource can fulfill. These consumers are deleted from the
designation queue, and the resources are apportioned to them in turn. This
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trend continues until the next round of bidding. More details are described
in [61].

HCOC: The Hybrid Cloud Optimized Cost scheduling algorithm. HCOC decides
which resources should be leased from the public cloud and aggregated to the
private cloud to provide enough processing power to execute a workflow within
a given execution time. The Hybrid Cloud Optimized Cost scheduling algo-
rithm. HCOC decides whether a task from a workflow is to be executed in
a private resource or in a publicly charged resource. The algorithm assumes
that the user stipulates a maximum desired execution time (or deadline) D for
the workflow, and our algorithm tries to optimize the monetary execution costs
while maintaining the execution time lower than D. Therefore, the objectives
of this algorithm are:

1. minimize the monetary costs;

2. minimize the schedule length (makespan); and

3. reduce, over time, the number of schedules with a makespan higher thanD; in
fact, this algorithm is proposed for clouds with the objective of not only cost
optimization but also speeding up the execution of jobs to meet a deadline
constraint.

Given a hybrid cloud, it determines which resources should be leased from the
public cloud and aggregated to the private cloud to have sufficient processing
capacity to execute a workflow within its deadline [33].

MCT: The Minimum Completion Time (MCT) algorithm assigns tasks to VMs
or resources based on the best predictable completion time for that task in
random order. Each task is assigned to the VM or resource that has the earliest
completion time. More details are mentioned in [66].

MET: The Minimum Execution Time (MET) algorithm tasks are assigned to VMs
or resources based on the best predictable completion time for each task, without
regard to resource availability. More details are mentioned in [66, 67].

PPO: PPO is an offline learning method, and the strategy it adopts to interact
with the environment and the strategy to be learned differ. The main idea of
the PPO algorithm is to transfer online learning to offline learning based on im-
portance sampling and adopt two networks to improve the network convergence
rate [47].

8 EXPERIMENTAL SETUP

Let us presume that the cloud system is composed of several machines (Each host
has between 20 and 100 virtual machines). And all experiment results are done
for 500 tasks, illustrated in Table 1. To evaluate the proposed algorithm, a Möbius
tool [68] is used to simulate and analyze. The Möbius tool currently has two discrete
event emulators: a transient simulator and a steady-state simulator.
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The transient simulator employs the independent replication technique to collect
statistical data on specific reward variables. During the initial phase of the system’s
operation, focus on short-term performance indicators such as task completion time
and system load. In contrast, the steady-state simulator is used for evaluating long-
term reliability, using batch means with the deletion of an initial transient period to
obtain accurate steady-state variables. The mean and variance from the simulations
provide confidence intervals for the results.

For this study, we assumed a cloud environment with the specified number of
machines and jobs as illustrated in Table 1 (note that the proposed model can
be adapted to any cloud environment with any number of machines and jobs). The
reliability model was constructed using a state diagram model (Figure 1) to represent
the four possible states of the system (0, 1, 2, 3). The reliability function R(T) was
then evaluated for different scheduling algorithms under three scenarios: when the
time constraint is violated, when the cost constraint is violated, and when both
constraints are violated.

Two distinct cloud environments were simulated: homogeneous and heteroge-
neous. In the homogeneous environment, all machines had identical processing
power, while in the heterogeneous setup, the machines exhibited varying perfor-
mance, more closely mimicking real-world cloud configurations.

Parameters Value Parameters Value Parameters Value

Tasks
(cloudlets)

Virtual
Machine

Datacenter

Length
of task

1 000–20 000
Number
of VMs

20–100
Number
of Datacenter

6

Number
of task

500 MIPS 500–2 000
Number
of Host

3–6

File
Size

1–500
VM memory
(RAM)

256–2 048

Output
Size

1–500 Bandwidth 500–1 000

Table 1. Task and resource specifications

The following parameters were used in the experiments:

Number of Tasks (Cloudlets): 500 tasks with lengths ranging from 1 000 to
20 000 units. (The number of tasks was chosen to be 500 to provide a sufficient
sample size for accurate performance evaluation. This allows the algorithm to be
tested across a variety of task completion times, load conditions, and execution
scenarios, ensuring robust results. A larger number of tasks ensures that the
effects of outliers and random variability are minimized, providing more reliable
statistical conclusions.)

Virtual Machines (VMs): Each host machine supports between 20 and 100 vir-
tual machines. The VMs are configured to simulate different levels of compu-
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tational power and memory availability. (The virtual machines were configured
with varying processing capabilities (500–2 000MIPS) and memory sizes (256–
2 048MB) to simulate heterogeneous cloud environments. This variation allows
us to evaluate the performance of the scheduling algorithm under different re-
source conditions, from highly uniform systems to those with significant resource
disparities.)

Datacenters: The cloud environment consists of 6 data centers, each with multiple
hosts and VMs. (The cloud system was modeled with 6 datacenters to simulate
a larger-scale cloud environment, which is more representative of commercial
cloud services. The inclusion of multiple datacenters allows the algorithm to
be evaluated under conditions of load balancing, resource distribution, and po-
tential network failures, providing insights into the algorithm’s scalability and
resilience.)

Hosts: Between 3 to 6 physical machines are assumed for each datacenter, and
each machine is capable of hosting multiple VMs. (The number of hosts was
varied between 3 and 6 to model cloud systems with different levels of hard-
ware availability. This range enables testing the algorithm under both small
and medium-sized cloud environments, ensuring that the proposed approach is
flexible and scalable across various system configurations.)

MIPS (Million Instructions Per Second): Each machine in the system is
equipped with a processing unit that operates between 500 to 2 000 MIPS, which
determines the processing speed for task execution.

VM Memory (RAM): Ranges from 256MB to 2 048MB, with memory resources
allocated to each virtual machine based on workload requirements.

Bandwidth: The network bandwidth between the machines and data centers ran-
ges from 500 to 1 000Mbps, which affects communication speed and task data
transfer times.

9 EXPERIMENTAL RESULT

The reliability of the mentioned algorithms is one of the most important aspects of
those algorithms, and it can be defined as the efficiency of the task scheduling service
in resource selection based on users’ parameters (cost and time). To demonstrate the
efficiency of the proposed reliability model, the obtained results were compared with
the latest versions of MET, MCT, HCOC, BCO, and PPO algorithms. Based on
the above assumption and simulation performed, the following results are obtained.

Figure 3 shows that the reliability of MCT algorithms under a homogeneous
Cloud environment is better than other algorithms, and the PPO algorithm has the
least reliability in this case.

Figure 4 shows that in the heterogeneous environment, there are still the same
results as before (MCT has the highest reliability and PPO is the lowest case).
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Figure 3. Reliability comparison when Time constraint is not satisfied in homogeneous
environment

Figure 4. Reliability comparison when Time constraint is not satisfied in heterogeneous
environment

Figure 5 shows that when the cost constraint is not satisfied under a homoge-
neous environment, the BCO algorithm has better reliability, and the MCT algo-
rithm has the weakest reliability.

Figure 6 shows that in the heterogeneous environment HCOC algorithm has
better reliability, and the MCT algorithm has the weakest reliability.

And finally, Figure 7 indicates that when the time and cost constraints are not
satisfied, BCO has better reliability, and PPO is the lowest case. But in this model,
the results are almost close in homogeneous and heterogeneous environments.
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Figure 5. Reliability comparison when Cost constraint is not satisfied in homogeneous
environment

Figure 6. Reliability comparison when Cost constraint is not satisfied in heterogeneous
environment

9.1 Detailed Discussion of Experimental Results

The experimental evaluation provides clear insights into the reliability characteris-
tics of different scheduling algorithms under various constraint conditions. When the
time constraint was not satisfied, both the MCT and MET algorithms achieved the
highest reliability values (approximately 96–97%) in both homogeneous and hetero-
geneous cloud environments. This superior performance arises from their fundamen-
tal design philosophy, which focuses on minimizing task completion time. Since the
proposed Markov-based reliability model quantifies the probability of entering fail-
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Figure 7. Reliability comparison when the Cost and Time constraints are not satisfied

ure states through the time-related failure rate (λt), algorithms emphasizing time
minimization naturally achieve lower transition probabilities to failure states. In
contrast, the PPO algorithm showed the lowest reliability in this case, mainly due
to its reinforcement learning mechanism, which requires iterative exploration and
may not adapt quickly under tight time constraints.

In the cost constraint violation scenario, the BCO and HCOC algorithms dis-
played higher reliability compared to MCT and MET. The BCO algorithm’s bidding-
based strategy efficiently allocates resources according to both price and workload
distribution, effectively reducing cost-related failure rates (λc). Similarly, the HCOC
algorithm leverages hybrid cloud cost optimization by dynamically balancing re-
source allocation between private and public clouds, which stabilizes cost perfor-
mance and improves reliability. The relatively weak reliability of MCT under cost
constraints reflects its purely time-focused mechanism, which does not explicitly
consider budget factors during task assignment.

When both time and cost constraints were violated, the BCO and MCT algo-
rithms maintained better reliability than the other algorithms, while PPO and MET
exhibited the lowest reliability. This suggests that the combination of deterministic
scheduling strategies (such as MCT) with adaptive cost control mechanisms (such as
BCO) achieves a more balanced trade-off between conflicting QoS parameters. Algo-
rithms that target a single optimization goal or depend on adaptive policy learning
(like PPO) tend to face instability when time and cost objectives interact.

Overall, the results demonstrate that the proposed Discrete-Time Markov Chain
(DTMC) model effectively captures the probabilistic transitions among success and
failure states for each scheduling algorithm. It quantitatively represents how al-
gorithmic design factors – such as time-awareness (MCT/MET), cost-adaptiveness
(BCO/HCOC), and learning-based adaptation (PPO) – influence overall system re-
liability. Moreover, the similarity of results in both homogeneous and heterogeneous
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cloud environments verifies the robustness of the proposed reliability model against
variations in task and resource characteristics.

In summary, these findings confirm that reliability evaluation should be regarded
as an essential criterion in the design of future cloud scheduling algorithms. Inte-
grating reliability-aware models into scheduling frameworks can lead to more stable
and predictable performance across diverse cloud computing scenarios.

10 CONCLUSION

Reliability of the cloud environment to the successful execution of users’ tasks and
service requests are one of the most important QoS factors in the cloud context.
A pervasive model is required to evaluate the reliability of the cloud scheduling
algorithms and study the impact of the task scheduling algorithms on the entire
system reliability. In this paper, a model based on users’ restrictions (Time and
Cost) has been presented to evaluate the reliability of the famous cloud scheduling
algorithms (BCO, MCT, MET, HCOC, and PPO). The model takes into account
the failure state of the job scheduling algorithms and cloud resources, influencing the
reliability of the system. Overall, we proposed a model that enables the evaluation
of the reliability of any scheduling algorithm in cloud environments with respect
to time and cost parameters. There are some research backgrounds remaining for
future work. One of them can model and proffer other QoS measures, such as the
availability and performance of the cloud environments using a discrete-time Markov
chain. Modeling the reliability and availability of the cloud scheduling services and
cloud resources, and then computing the performance of the cloud environment, is
one of the most interesting issues in this field.
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