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Abstract. Event logs of business systems are often dirty owing to recording er-
rors or system conventions, and this dirty data can definitely affect the quality of
the event logs. Consequently, many anomalous behaviors that deviate from pre-
established process models are frequently seen in event logs. To properly assess and
enhance business processes, it is imperative to identify and correct such anomalous
behaviors. When the missing or anomalous location is known, the current repair
methods have a high success rate; however, when the missing or anomalous loca-
tion is unknown, they do not function well. Therefore, a formalized solution using
an activity feature graph is proposed for event logs where uncertainty arises from
missing, duplicate, and replaced occurrences. Several prediction and repair models
are used in conjunction with the viewpoints of control flow and data flow to identify
and address anomalous behaviors in event logs. In addition to fixing exceptions at
the case level, the proposed repairing approach can also correct exceptions at the
attribute level, or feature repairing. Process analysts are provided with an activity
feature graph to examine and refine the repair outcomes. Finally, four event logs
with various anomaly ratios are used to confirm the method’s viability.
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1 INTRODUCTION

Process mining technology has been widely applied in modern information systems,
such as manufacturing, logistics, finance, and healthcare [1]. Process mining tech-
nology can help business organizations understand their actual workflow, improve
processes, achieve automation, and ultimately enhance their business capabilities
and competitiveness [2]. This technology primarily involves analyzing event log data
to automatically discover business processes within the organization and generate
corresponding process models. It helps managers to identify issues and bottlenecks
within the process, and then optimize and improve the process accordingly. Event
logs are generated by information systems, and several event occurrences constitute
a trace, which represents an ordered sequence of events. Generally, each event in-
cludes activities, timestamps, and other attributes to characterize the feature of the
event.

Indeed, there have been several process model discovery algorithms developed,
such as the alpha miner [3], fuzzy miner [4], heuristic miner [5], and inductive
miner [6]. These algorithms can ensure the generation of accurate process mod-
els under specific circumstances. However, current process mining algorithms are
mainly designed to generate a holistic process model based on the entire event log
data. They lack the ability to detect and repair individual behavior within the
log. Additionally, these process discovery algorithms mainly focus on control flow,
without considering the involvement of data flow.

The existing technologies have addressed the issue of missing event attributes in
event logs through various techniques, such as structure-based imputation, cluster-
ing, and deep learning algorithms. All of them are designed to ensure the integrity
and accuracy of the logs. Furthermore, deep learning methods have been effective
in repairing abnormal attributes that may exist in the logs, ensuring the usability
of log analysis. However, current techniques lack the ability to detect and repair
individual random abnormal behaviors. For instance, issues such as event loss, event
duplication, and inconsistent event arrival order during network transmissions can
result in abnormal behaviors. These issues cannot be fully repaired solely through
attribute analysis and may affect the integrity of the behavior.

The main contributions of this paper include the following aspects:

1. The proposal of a formalized structure called the activity feature graph of event
log, which integrates the control flow and data flow perspectives of an event log.
This structure can be input into different learning models to achieve applications
in different scenarios.



Multi-Perspective Approach for Anomalous Behavior Detection and Repairing 205

2. The development of a detection and repair method for abnormal behaviors based
on the activity feature graph. Additionally, a comparison of the differences
between abnormal and normal behaviors is provided.

The remaining sections of this paper are organized as follows: Section 2 describes
the background and related work, Section 3 introduces some preliminary knowledge
used in this paper, Section 4 presents the proposed method in detail, Section 5
verifies the method through case studies based on various event logs. Finally, in
Section 6, we summarize and discuss our research findings.

2 RELATED WORK

In the field of process mining, despite the continuous development of process mining
techniques, if the quality of the event logs used for analysis is poor, the quality of the
analysis results will still be low even when using good process mining techniques.
The problem of event log quality was first raised in [7]. In order to improve the
quality of process mining analysis, the work in [8] and [9] developed a process mining
methodology as a guide for projects using event logs for process mining, with a focus
on data cleaning steps. The work of [10] categorized event log quality problems into
four types: missing data, incorrect data, imprecise data, and irrelevant data. In this
paper, we mainly categorize the repair of existing logs into two types: attribute-level
repair and case-level repair.

2.1 Attribute-Level Repair

The repair at the attribute level involves explicitly identifying the missing positions
of attributes, including activity attributes or determining the positions of abnormal
attributes based on anomaly detection of attributes. Specifically, as shown in prob-
lem 1 (denoted as 1○) in Figure 1, the entire table represents a case in the log, where
each row represents an event, and each cell represents the attributes contained in
the event. The red cells in Figure 1 indicate detected abnormal attributes, while
the gray cells indicate missing attributes. The work of [11] focuses on detecting ab-
normal values and reconstructing missing values at the attribute level in event logs.
It consists of two processes: log cleaning and reconstruction. In event log clean-
ing, abnormal values are those with high reconstruction errors in the autoencoder
decoding step. In event log reconstruction, the autoencoder is used to reconstruct
missing values in the input dataset. This method does not rely on any prior know-
ledge of the business process that generates the event log and has shown significant
performance in terms of activity labels and timestamps in artificial event logs. In
PROELR [12] and SRBA [13], trace clustering methods are used to cluster complete
traces, which are traces without any missing activity labels. Each incomplete trace,
referring to traces with missing activity labels, is assigned to the nearest cluster.
Subsequently, the incomplete traces are repaired based on the characteristics of the
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corresponding trace clusters. It is worth noting that both [12] and [13] can only re-
pair missing values at the individual activity level. MIEC [14] is a likelihood-based
multiple imputation technique for repairing missing data in event logs. In addition
to repairing missing activity labels, it can also repair all other missing attributes in
the event log. MIEC relies on the dependencies between event attributes. For ex-
ample, certain activities may always occur on weekends or be performed by specific
groups of people. When such dependencies do not exist or the event log contains
limited attribute data, effective repair of the event log may not be possible. [15]
applies a decision tree learning algorithm to discover rules for missing values in
event logs. [16] proposes a novel classification event imputation method that can
recover missing categorical events by learning structural features observed in the
event log. [17] presents an LSTM-based prediction model that uses the prefix and
suffix sequences of events with missing activity labels as input to predict the missing
labels, demonstrating high repair capability. [18] introduces the BERT4Log model
and weak behavior profile theory, combined with a multi-layer multi-head attention
mechanism, for interpretable repair of low-quality event logs. [19] proposes a con-
volutional neural network model that incorporates trace behavior features to repair
missing activities in traces. The core idea is to transform the event log of a business
process transition into spatial data based on the dimensions of time attributes and
activity attributes, convert it into an image matrix, and train a convolutional neural
network model to predict the missing activities.

2.2 Case-Level Repair

The existing techniques for case-level repair mainly focus on solving the problem 2
(denoted as 2○) in Figure 1, where there exists at least one missing event in a case,
along with multiple attributes of the given event are erroneous. A method combining
random Petri nets, alignment, and Bayesian networks was proposed in [20] to recover
missing activities and timestamps in event logs. [21] developed advanced indexing
and pruning techniques to reduce the search space. [22] utilizes process decomposi-
tion techniques and heuristic methods to effectively prune unfeasible sub-processes
that fail to produce minimal repairs. Both [21] and [22] aimed at minimizing the
search space as much as possible to improve the efficiency of repairing events.

2.3 Summary of Existing Work

The attribute-level repair techniques are effective in repairing known anomalies or
missing attributes; they are unable to handle cases where the missing information is
unknown or when there are sequence anomalies and activity repetitions, as shown in
problems 3 and 4 (denoted as 3○ and 4○) in Figure 1. On the other hand, case-level
repair techniques rely heavily on process models and may not perform well in the
absence of a process model. The specific comparison of existing techniques is shown
in Table 1, where the symbol ✓ represents the scope of techniques considered. The
specific meanings of the symbols are as follows:
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Figure 1. Log repair
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F1: Deterministic repair for known anomalies or missing attributes, where the po-
sition of the anomaly or missing attribute is clearly identified.

F2: Recovery of a single attribute’s missing values in a trace, mainly activity names.

F3: Recovery of multiple attributes’ missing values in a trace.

F4: Incorporation of process models.

F5: Uncertain repair for missing attributes, where the position of the missing at-
tribute is unknown.

F6: Uncertain repair, where the position of the missing attribute and the existence
of event repetitions or sequence changes are unknown.

F7: Interpretable missing attribute repair.

Repair Type Existing Technologies F1 F2 F3 F4 F5 F6 F7

Attribute-level repair

[11, 14, 16, 17] ✓ ✓
[12, 13, 19] ✓ ✓
[15] ✓
[18] ✓ ✓ ✓

Case-level repair [20, 21, 22] ✓ ✓ ✓
The methods in this paper ✓ ✓ ✓

Table 1. The comparison of existing techniques

Based on the aforementioned issues, this paper introduces the concept of an
activity feature graph to detect and repair the mentioned problems. It utilizes
activity feature graphs to compare abnormal behaviors with repaired behaviors,
thereby identifying the causes of anomalies. Additionally, it enables further analysis
of the impact of data. Furthermore, this paper also proposes the recovery of average
behavior characteristics for missing values in the activity feature graph.

3 PRELIMINARIES

Definition 1 (Event e [23]). Let E be the event space, A be a set of activity, and
AT be the set of all event attributes. An event e = (case id , event id , activity ,
timestamp,Attributes) where e ∈ E , is a quadruple. Here, case id is a case identifier
that indicates the case or trace to which the event belongs, event id is the identifier
of the event, serving as a unique identifier, activity ∈ A is the name of the activity,
providing a simple representation of the event, timestamp ∈ AT represents the
completion time of the event, and Attributes ∈ AT is a set of other attributes. Π
is an attribute allocation function Π : V → U , where V denotes the variables, i.e.,
attributes at ∈ U generated during the process, and U denotes a set of variable
values. The symbol ⊥ ∈ U represents a null value, which does not necessarily
indicate a missing value. Some events may temporarily lack assigned values for
certain variables, or may have assigned values that are not recorded if they are not
used in subsequent events, in which case they are replaced with ⊥.
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Definition 2 (Trace σ [23]). A trace σ = ⟨e1, e2, e3, . . . , en⟩ is a sequence of length
n, where σ ∈ E∗ and E∗ represents the set of all sequences over E . Here, σ(i)
denotes the ith event, where Πcase id(σ(i)) = Πcase id(σ(j)) and Πtimestamp(σ(i)) <
Πtimestamp(σ(j)) for 1 ≤ i < j ≤ n. The notation n = |σ| indicates the length of
a trace.

Definition 3 (Event Log L [23]). An event log L ∈ P(E∗) is a set of traces, where
P represents the power set. Table 2 shows an example of an event log fragment
generated from the process in Figure 2, where the rectangular boxes represent the
generation functions of attributes for each event and the branching conditions of
gateways.

CaseId EventId Activity Timestamp Attributes

3 9
Register
claim

2023/9/8 9:45:10
Amount = 80, Premium = False,
Duration = 22, Rate = 3.6

3 10
Full
check

2023/9/8 9:45:15 ⊥

3 11
Evaluate
claim

2023/9/8 9:45:25 Risk = 4

3 12 Resubmit 2023/9/8 9:46:15
Amount = 74, Premium = True,
Duration = 12, Rate = 6.16

3 13
No
check

2023/9/8 9:46:20 ⊥

3 14
Evaluate
claim

2023/9/8 9:46:30 Risk = 3

3 15 Resubmit 2023/9/8 9:47:20
Amount = 44, Premium = True,
Duration = 7, Rate = 6.28

3 16
No
check

2023/9/8 9:47:25 ⊥

Table 2. The fragment of event log

Definition 4 (Activity graph AG). An activity graph is an ordered pair AG =
(A,D), where A is a set of nodes, which also represents a set of activities, and
D is a set of direct succession relations, which are directed edges, D = {(a, a′) ∈
A × A|a = Πactivity(σ(i)) ∧ a′ = Πactivity(σ(i + 1)), i ∈ (1, n]}. Each trace in the
event log corresponds to an activity graph. The activity graph in Figure 3 consists
of blue activity nodes and a set of black directed edges, representing a trace. For
convenience of representation, this paper replaces bidirectional relations represented
by two inversely directed edges with a single bidirectional edge.

Definition 5 (Directed Adjacency Matrix of Activities DA). The directed adja-
cency matrix DA represents the directed relationships between activity nodes. The
activity graph AG = (A,D) is a graph with m vertices, where m represents the
number of activities in the event log (|A| = m). The specific expression of DA is
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shown in Equation (1). The element DA[i][j] represents the connection relationship
between activity nodes i and j, where i, j ∈ [1,m] represent the indices of the cor-
responding activities. If DA[i][j] = 1, it indicates that there is a directed edge from
activity node i to j; if DA[i][j] = 0, it indicates that there is no directed edge from
activity node i to j.

DA[i][j] =

{
1, if ⟨ai, aj⟩ ∈ D,

0, otherwise.
(1)

The directed adjacency matrix in of activities Figure 3 visually represents the
directed connections between activity nodes in the activity graph, which represents
the control flow of a trace. The correspondence between the row number i of the
adjacency matrix and activities is consistent. The row number representing activities
in the adjacency matrix formed by different traces of the same log is consistent.

Definition 6 (Average Feature Matrix of Activities AF ). The average feature
matrix is a matrix with m × d size, denoted as AFm×d = [x1, x2, . . . , xm]

T , where
m represents the number of activity nodes, d = |xi| represents the length of the
average feature vector for each node, and i ∈ [1,m] denotes the index corresponding
to the activity node. Each row xi represents the average feature vector obtained
from events with the same activity name in a trace, capturing the possible attribute
values associated with that activity. The average feature vector xi is calculated as
follows in Equation (2).

avg
(
f
(
ΠAttributes∧activity=A(i) (σ(j))

))
, 1 ≤ j ≤ n, n = |σ|. (2)

Here, the functions avg and f represent taking the average value and obtaining
the feature vector, respectively. Discrete values can be encoded using the one-hot
method, while timestamp attribute can be transformed into continuous values by
calculating time intervals, and the interval time is treated as the time spent attribute
in the Attributes property. The average feature matrix of activities in Figure 3
records the average features of activity nodes in the activity graph.

Definition 7 (Activity Feature Graph AFG). The activity feature graph AFG =
(AG ,AF ) is composed of the activity graph of a trace and the average feature matrix
of activities for that trace. Here, AG represents the control flow of events within
a trace, while AF represents the data changes associated with events within the
trace.

The overall structure of the activity feature graph is illustrated in Figure 3,
and it achieves behavioral analysis by integrating both control flow and data flow
perspectives.

CNN (Convolutional Neural Network [24, 25]), GAT (Graph Attention Net-
work [26, 27]), Decision tree [28], and LSTM (Long Short-Term Memory [29, 30]),
as well as XGBoost (eXtreme Gradient Boosting [31, 32]), are common algorithms
or models in the field of machine learning and artificial intelligence, all of which can
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Figure 3. The activity feature graph
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be used for classification and prediction tasks. Generally, CNNs extract features
from images through convolutional layers and then reduce the dimension of feature
maps through pooling layers. One or more fully connected layers are then used to
map the extracted features to the final output categories. GAT introduces atten-
tion mechanisms based on GCN (Graph Convolutional Network [33, 34]). GCN is
a classic graph neural network that uses fixed neighbor node weights for informa-
tion propagation, where each neighbor node contributes equally to the target node.
GAT, on the other hand, introduces attention mechanisms, allowing each node to
focus on different degrees of neighboring nodes during information propagation. By
transmitting and updating node features, GAT provides useful representations for
graph data tasks, thus enabling various prediction and analysis tasks for graph data.
A decision tree is a supervised learning method based on a tree-like structure. It
starts from the root node to build a decision tree, dividing the dataset into subsets
based on the chosen optimal features, and then repeats this process for each subset
until the stopping conditions are met. The leaf nodes represent different class labels.
LSTM is a type of recurrent neural network that excels at capturing time-dependent
dependencies. Equipped with memory units and gate mechanisms, it can selectively
retain and forget information from past time steps, making it highly effective in
handling sequential and time series data. XGBoost is a gradient boosting algorithm
that iteratively trains multiple weak learners and then combines them into a power-
ful model. Each weak learner focuses on correcting the prediction errors, gradually
improving the overall model’s performance.

KNNI (K-Nearest Neighbors Imputation [35, 36]), MICE (Multiple Imputation
by Chained Equations [37, 38]), and GAIN (Generative Adversarial Imputation
Nets [39]) are all methods used to handle missing data. KNNI is a nearest neighbor-
based imputation method. For each missing value, KNNI searches for the k nearest
neighbors (data points with known values) to estimate the missing value based on
their known values, typically using Euclidean distance or other similarity measures
to assess proximity. MICE is an iterative multiple imputation method. It models
each missing value as a regression equation, using other variables with known val-
ues to predict the missing value. Each iteration updates one missing value until
convergence or a predetermined number of iterations is reached, thus achieving the
restoration of missing values. GAIN is a novel approach for missing data imputation
that leverages the widely used GANs (Generative Adversarial Networks [40]) archi-
tecture to successfully perform data restoration even without complete data. The
specific architecture of GAIN is illustrated in Figure 4 and consists of two neural
networks: the generator and the discriminator. The generator aims to accurately
impute the missing data, while the discriminator’s objective is to distinguish be-
tween observed and imputed data. In Figure 4, the red portion in the original data
represents the missing data. The mask matrix is a binary matrix where 1 represents
observed data and 0 represents missing data, indicating which values in the input
data are missing. The random matrix is used to generate random samples and intro-
duce noise. The Hint Generator is also a generator model used to generate the hint
matrix, which indicates which items are missing in the imputed data. When a value
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in the hint matrix is 0.5, it indicates that the corresponding item may be missing
in the imputed data, but the specific missingness is unknown. The estimated mask
matrix represents the probability of correctly predicting the mask matrix M . The
training process involves an adversarial process between the generator and discrimi-
nator, iterating until the generator successfully generates high-quality imputed data
that can deceive the discriminator into believing it is observed data. This process
continues until the generator produces imputed data that cannot be distinguished
from the observed data by the discriminator.

4 SPECIFIC METHOD

The overall framework of the proposed method is depicted in Figure 5. Firstly,
the target event log is preprocessed, which can include repair of event log integrity
and feature encoding. Integrity repair can be achieved through attribute-level re-
pair methods described in Section 2 to repair missing and abnormal attributes, or
through commonly used data repair methods such as MICE, KNNI, etc., to obtain
a relatively complete event log. This paper mainly focuses on feature encoding in
preprocessing, which serves as the basis for subsequent work. Next, the preprocessed
feature encoding is input into the anomaly detection model for anomaly detection.
For the discovered anomalous behavior, it is input into the behavior repair model for
repair, and the differences between the two are compared to indicate the location of
the anomaly and the result of behavior repair. Then, the average feature vector of
missing activity in the activity feature graph is repaired. Finally, behavior analysis
is conducted through the activity feature graph.

4.1 Feature Encoding

In Figure 5, the preprocessing process marked as (1) provides three feature encoding
methods proposed in this paper, which can be input into Graph Neural Networks,
Convolutional Neural Networks, and ordinary deep learning or machine learning
models, respectively. In the pre-process stage of Figure 5, two matrices of average
feature matrix of activities and the directed adjacency matrix of activities are di-
rectly input into the Graph Neural Network ( 1○); Then, the average feature matrix
of activities and directed adjacency matrix of activities are stacked horizontally to
form a two-dimensional image matrix ( 2○), which serves as the input for the Con-
volutional Neural Network; After that, the two-dimensional matrix formed in 2○ is
flattened into a one-dimensional vector ( 3○), which is used as input for ordinary
machine learning or neural networks.

The specific operations of the three encoding methods are shown in lines 13–21
of Algorithm 1. The mentioned three kinds of encoding methods can basically cover
the inputs of existing learning models, enabling the input of activity feature graphs
of traces into common models for training and learning, and subsequently using
them for behavior analysis of each trace.
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Figure 5. The overall framework

4.2 Anomaly Detection

Through the feature encoding, we can encode each trace in the event log as an activ-
ity feature graph, and input it into various learning models. The anomaly detection
in Figure 5(2) illustrates the anomaly detection framework in this paper.

The event log contains both normal and abnormal behaviors, with labels as-
signed accordingly. If the event log only contains normal behavior, artificial injection
of anomalies can be done to transform normal behavior into abnormal behavior and
label it as such, as shown in lines 2–12 of Algorithm 1. The input of the classifier
is the activity feature graph, and the output is the labels for abnormal and normal
behavior. By training the classifier, it becomes capable of autonomously identifying
abnormal and normal behavior in the given traces. Finally, the trained classifier
serves as the anomaly detection model to predict unknown behavior as shown in
lines 25–26 of Algorithm 1. The anomaly detection model is primarily a graph bi-
nary classification task, where each trace represents a graph with control flow and
data flow content. By performing binary classification anomaly detection on the
graph, it is possible to locate abnormal behavior.

4.3 Behavior Repairing

The behavior repair in Figure 5(3) presents the framework for repairing anomalous
behaviors. The behavior repair task in this section is slightly different from the
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Algorithm 1: Anomaly detection model training

Input: encode encoding method, Model model selection, log event log,
ratio anomaly weight

Output: model trained anomaly detection model
1 foreach trace in log do
2 y ← random.choices([0, 1], [ratio, 1− ratio]);
3 if y = 0 then
4 // 0 indicates anomaly;
5 choice← random.choice([0, 1, 2]);
6 if choice = 0 then
7 trace ← insert duplicated event random(trace);
8 else if choice = 1 then
9 trace ← delete random event(trace);

10 else
11 trace ← randomly swap events(trace);
12 end

13 trace ← get average activity features(trace);
14 G← convert trace to activity feature graph(trace);
15 if encode = ‘stacks’ then
16 g ← G.feature matrix +G.adjacency matrix;
17 else if encode = ‘flatten’ then
18 g ← (G.feature matrix +G.adjacency matrix).flatten;
19 else
20 g ← G;
21 end
22 data x.append(g);
23 data y.append(y);

24 end
25 train X, test X, train y, test y ←

train test split(data x, data y, test size, random state);
26 model ← Model().fit(train X, train y) // perform training;
27 return model;

anomaly detection and classification task. The training task of the behavior repair
model focuses solely on predicting the classification of normal behavior traces. By
training the model to differentiate different normal behaviors, it becomes possible to
predict the specific normal behavior that a given abnormal behavior is most likely
to belong to, thereby achieving the repair of anomalous behavior.

The repair procedures are presented as Algorithm 2. The input for the anomaly
behavior repair classifier remains the activity feature graph, obtained exclusively
from normal process traces, while the labels are activity graphs. This transforms
the prediction of anomaly behavior repair into a multi-classification task on graphs,
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Figure 6. The anomaly localization
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aiming to find the most similar normal behavior graph for each abnormal behavior
graph. Finally, the trained classifier serves as the anomaly repair model. Figure 6
depicts the effect of anomaly behavior repair, where the left side represents the
detected abnormal behavior graph, with red lines indicating the discovered anomaly,
and the right side shows the repaired normal behavior, with green lines representing
the repaired normal behavior. By comparing the differences between the two graphs,
it is possible to detect and repair the anomalous behavior.

Algorithm 2: Anomaly repairing model training

Input: log event log
Output: model trained anomaly behavior repair model

1 G label = {} //create a mapping from activity feature graph to label;
2 foreach trace in log do
3 trace ← get average activity features(trace);
4 G← convert trace to activity feature graph(trace);
5 if G label .key doesn’t have G.adjacency matrix then
6 G label [G.adjacency matrix ]← label ;
7 y ← label ;
8 label ← label + 1;

9 else
10 y ← G label [G.adjacency matrix ];
11 end
12 data x.append(G);
13 data y.append(y);

14 end
15 train X, test X, train y, test y ←

train test split(data x, data y, test size, random state);
16 model ← Model().fit(train X, train y) // perform training;
17 return model ;

4.4 Feature Repairing

The feature repair shown in Figure 5(4) presents the feature repair framework.
Building on the behavior repair discussed in the previous section, we have iden-
tified the normal activity graph for the abnormal behavior. However, there may be
cases where activity node attributes are missing, as indicated by the red question
mark in Figure 5(4). In such scenarios, it is necessary to repair the missing average
feature vectors for these nodes. Here, all the average feature vectors of nodes in
the activity feature graph need to be concatenated into a trace vector. The aver-
age feature vectors of the missing nodes are all set to null values. Subsequently,
together with the complete activity feature graph of the same activity graph, they
form the unrepaired matrix. In Figure 5(4), the green traces in the unrepaired ma-
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trix represent complete trace vectors, while the gray traces represent vectors with
missing node attributes. Inputting this matrix into the repair model enables the
generation of the repaired average feature vectors for the nodes. In this context,
GAIN, KNNI, and MICE repair models can be utilized. These repair models do not
require pre-training; they only need to take input matrices with missing vectors and
can directly train on matrices with missing values. Ultimately, the repaired matrix
is obtained, thereby achieving the repair of missing activity average feature vectors,
as shown in Algorithm 3.

Algorithm 3: Missing node repair

Input: Model selection, mG sets activity feature graphs collection with
missing nodes, log event log

Output: rG sets repaired activity feature graphs
1 cG sets ← partition log by activity graph(log);
2 // partitioning event log into different sets of activity feature graphs based

on the same activity graph;
3 iG sets ← integrate activity feature graphs(cG sets ,mG sets);
4 // Merge the complete set of activity feature graphs with the set of //

activity feature graphs to be repaired based on the activity graph;
5 foreach iG set in iG sets do
6 // iterate the integrated set of activity feature graphs;
7 umatrix ← get unrepaired matrix(rG set);
8 rmatrix ← Model().fit transform(umatrix ); // perform repairing;
9 rG set ← convert matrix to activity feature graph(rmatrix );

10 rG sets .append(rG set);
11 // convert the repair matrix into activity feature graphs and add them

to the set of repaired activity feature graphs;

12 end
13 return rG sets ;

5 EXPERIMENTAL EVALUATION

5.1 Experimental Setup

An overview of the experimental logs used in this paper is provided in Table 3.
The Loan log1 was generated using the process model and node functions as well
as branch conditions presented in Figure 2. The Resubmit function in the log is
identical to the RegisterClaim function, which increases the randomness of the log
and introduces noise; The BPI Challenge 2013 incidents log2 illustrates the event

1 https://github.com/zhangzhengzhuifeng/Activity-Feature-Graph/blob/

main/Loan.zip
2 https://doi.org/10.4121/uuid:500573e6-accc-4b0c-9576-aa5468b10cee

https://github.com/zhangzhengzhuifeng/Activity-Feature-Graph/blob/main/Loan.zip
https://github.com/zhangzhengzhuifeng/Activity-Feature-Graph/blob/main/Loan.zip
https://doi.org/10.4121/uuid:500573e6-accc-4b0c-9576-aa5468b10cee
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management process at Volvo IT; The Helpdesk log3 depicts the ticketing manage-
ment process of a software company in Italy; The BPIC12 log4 presents the loan
application process of a Dutch financial institution.

In our experiments, we assume that all of these logs are correct event logs and
randomly selected process traces are subjected to three types of operations:

1. randomly inserting selected duplicate events after randomly selected events,

2. deleting randomly selected events, and

3. randomly swapping two events, in order to construct abnormal behaviors and
conduct repair analysis.

Our experimental source codes and dataset are listed online5.

Datasets
Trace
Count

Event
Count

Activity
Count

Activity Graph
Count

Loan 10 000 84 052 7 24
BPI Challenge 2013 incidents 7 554 65 533 13 55
Helpdesk 4 580 21 348 14 172
BPIC12 13 087 262 200 24 1 736

Table 3. The introduction to Event Logs

In order to validate the effectiveness of our proposed method, we conduct three
types of experiments. The first type of experiment utilizes two encoding methods
and different classifiers to detect abnormal behaviors at various missing value ra-
tios; The second type of experiment focuses on repairing abnormal behaviors, while
the third type experiment employs different repair models to repair missing node
attributes. We also use Friedman’s test and Nemenyi post-hoc test to compare
and analyze the experimental results, thereby demonstrating the effectiveness of our
proposed method.

5.2 Analysis of Behavioral Anomaly Detection

Table 4 shows the accuracy results of the proposed method for anomaly detection,
based on five different classifiers (named CNN, GAT, Decision tree, XGBoost and
LSTM, respectively) on various datasets with injected anomaly ratios. In Table 4,
CNN, GAT, and Decision Tree 1 use the encoding method proposed in this paper,
while XGBoost, LSTM, and Decision Tree 2 use the prefix trace encoding method
commonly used in process prediction in natural language processing, where the
entire trace is considered as a prefix trace, and each event and its attributes within

3 https://doi.org/10.4121/uuid:0c60edf1-6f83-4e75-9367-4c63b3e9d5bb
4 https://doi.org/10.4121/uuid:3926db30-f712-4394-aebc-75976070e91f
5 https://github.com/zhangzhengzhuifeng/Activity-Feature-Graph/blob/

main/Loan.zip

https://doi.org/10.4121/uuid:0c60edf1-6f83-4e75-9367-4c63b3e9d5bb
https://doi.org/10.4121/uuid:3926db30-f712-4394-aebc-75976070e91f
https://github.com/zhangzhengzhuifeng/Activity-Feature-Graph/blob/main/Loan.zip
https://github.com/zhangzhengzhuifeng/Activity-Feature-Graph/blob/main/Loan.zip
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Datasets
Anomaly

Ratio
CNN GAT

Decision
Tree 1

XGBoost LSTM
Decision
Tree 2

Loan

5% 98.95% 96.40% 99.50% 99.20% 95.25% 99.40%
10% 99.00% 93.55% 99.25% 99.15% 89.90% 99.45%
15% 98.30% 86.30% 98.95% 99.30% 84.85% 99.25%
20% 98.95% 83.65% 98.75% 99.05% 79.45% 99.00%

BPI Chal-
lenge 2013
incidents

5% 94.97% 94.84% 92.46% 96.36% 94.57% 93.98%
10% 92.72% 90.14% 87.56% 94.51% 90.40% 91.07%
15% 87.56% 85.57% 81.40% 91.00% 84.32% 86.30%
20% 86.23% 81.73% 79.81% 90.07% 81.14% 85.37%

Helpdesk

5% 94.43% 96.07% 96.40% 95.96% 87.99% 94.98%
10% 92.14% 88.54% 94.43% 92.47% 84.28% 90.94%
15% 89.74% 84.50% 91.27% 90.94% 78.06% 89.96%
20% 88.21% 81.33% 89.85% 89.96% 71.29% 85.04%

BPIC12

5% 97.21% 94.65% 97.75% 98.05% 95.15% 96.75%
10% 94.73% 86.40% 94.73% 95.80% 89.38% 93.96%
15% 94.04% 85.60% 94.19% 95.45% 85.94% 91.41%
20% 91.44% 83.04% 92.44% 92.09% 79.22% 89.23%

Table 4. The accuracy of anomalous behavior detection on different classifiers

Figure 7. The Nemenyi Test for accuracy of anomaly detection on different methods

the prefix traces are treated as word features. Only one-hot encoding is applied to
non-numeric attributes for both encoding methods.

The Friedman’s test is conducted to examine the accuracy of different models
on different datasets, yielding a p-value of 4.259 × 10−10, which is much less than
0.05, indicating significant differences among different models. Figure 7 presents the
results of the Nemenyi post-hoc test regarding the accuracy of different methods
in anomaly detection. It can be observed that the XGBoost method using prefix
trace encoding performs the best, but there is no significant difference compared to
Decision tree 1 and CNN models using the encoding method proposed in this paper.
Additionally, it is evident that the encoding method proposed in this paper is not
inferior to the prefix trace encoding in terms of anomaly behavior detection, from
the comparison between Decision tree 1 and Decision tree 2 using the same model.

Furthermore, it is worth noting that the deep learning models require the deep
consideration of network structure and parameter tuning. In this paper, only the
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most basic model framework was used, which may have contributed to the relatively
high accuracy of the Decision Tree model. The prefix trace encoding records every
position of the event that occurs, while the proposed encoding method retains only
the connections between activities and the average attributes of events, effectively
compressing the representation of the prefix trace. However, its ability to detect
anomalies is not weaker than prefix trace encoding.

5.3 Analysis of Activity Graph Repair

Table 5 presents the results of the repair success rate obtained by directly using
normal behavior as the training set and anomalous behavior as the test set after
injecting anomalies into different datasets. The repair success rate is calculated
according to Equation (3), where n represents the number of anomalous traces
and m represents the number of predicted original activity graphs. Similar to the
anomaly detection experiments, the predicted labels here are activity graphs.

Success Rate =
m

n
. (3)

The Friedman’s test was conducted with a p-value of 2.240×10−8, which is signif-
icantly less than 0.05, indicating significant differences among mentioned methods.
The Nemenyi post-hoc test results, as shown in Figure 8, reveal that the results
of CNN, GAT, and Decision tree 1 are significantly better than those of XGBoost,
LSTM, and Decision tree 2. This confirms the effectiveness of the trace encoding
method proposed in this paper. While prefix trace encoding can accurately record
the occurrence positions of events, any missing or repeated events within the trace
may lead to inconsistencies in the original order, thus preventing successful repair.
However, the encoding method proposed in this paper retains the original informa-
tion as much as possible, enabling successful repair.

However, in the Helpdesk dataset, the highest accuracy achieved is only slightly
above 50%. This may be due to the presence of anomalies in the real-world dataset.
This paper assumes that the real-world dataset is the normal dataset by default.
Even in this scenario, the proposed method achieves over 70% accuracy on other
real-world datasets, demonstrating its effectiveness.

Figure 8. The Nemenyi Test for success rate of anomalous behavior repair on different
methods
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Datasets
Anomaly

Ratio
CNN GAT

Decision
Tree 1

XGBoost LSTM
Decision
Tree 2

Loan

5% 93.31% 81.54% 89.05% 58.82% 48.88% 53.14%
10% 92.61% 81.72% 89.01% 63.35% 58.62% 65.91%
15% 93.36% 79.47% 88.39% 58.39% 38.69% 56.80%
20% 93.86% 78.84% 88.16% 60.80% 67.59% 61.25%

BPI Chal-
lenge 2013
incidents

5% 83.15% 69.34% 63.26% 66.67% 32.28% 53.17%
10% 77.95% 70.87% 62.34% 67.25% 35.98% 54.72%
15% 81.72% 71.76% 72.02% 67.20% 37.52% 56.24%
20% 77.94% 67.90% 69.60% 66.43% 38.17% 52.10%

Helpdesk

5% 42.86% 46.43% 13.39% 15.63% 43.30% 7.14%
10% 50.50% 56.06% 12.72% 16.50% 44.53% 7.55%
15% 50.31% 52.31% 16.77% 16.15% 46.00% 6.62%
20% 53.71% 57.31% 15.50% 15.94% 51.64% 6.66%

BPIC12

5% 75.19% 43.07% 70.47% 20.09% 22.98% 42.31%
10% 76.04% 43.05% 58.07% 18.45% 26.44% 39.70%
15% 75.63% 43.51% 73.06% 19.91% 26.48% 21.45%
20% 76.68% 49.71% 72.74% 18.33% 25.51% 20.41%

Table 5. The repair success rate of anomalous behavior on different classifiers

5.4 Analysis of Node Attribute Repair

Table 6 presents the RSME (The Root Mean Square Error) obtained by applying
the GAIN, KNNI, and MICE models. These models are used to directly repair
the missing matrix formed by randomly setting missing proportions on the average
feature vectors of activities in the event log. The whole event log contains the
maximum number of feature graphs extracted. The lower the RSME value, the
better the repair performance.

Under these circumstances, the repair of the missing matrix does not need to
consider the sequential relationships between activities, because they all belong to
the same type of activity graph, and the average feature vectors of each node’s
activities are arranged in a certain order.

Figure 9. The Nemenyi Test for RSME of node attribute repair on different methods

The Friedman’s test was conducted on Table 6, yielding a p-value of 0.003388,
which is less than 0.05. This led to the Nemenyi post-hoc test results shown in
Figure 9. Among the mentioned methods, MICE performs better, while there is
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Datasets Missing Ratio GAIN KNNI MICE

Loan

5% 0.432445 0.344897 0.325893
10% 0.406709 0.32165 0.289357
15% 0.399479 0.3016 0.280275
20% 0.423272 0.34735 0.310561

BPI Challenge 2013 incidents

5% 0.392417 0.769872 0.352725
10% 0.416584 0.738547 0.411478
15% 0.428099 0.718578 0.344023
20% 0.487208 0.702862 0.370748

Helpdesk

5% 0.306925 0.301844 1.021869
10% 0.315487 0.409658 0.480837
15% 0.321282 0.523824 0.481666
20% 0.319518 0.551897 0.403967

BPIC12

5% 0.104823 0.194868 0.069976
10% 0.118687 0.202375 0.030021
15% 0.122232 0.223503 0.069627
20% 0.121775 0.192945 0.062202

Table 6. The RSME of node attribute repair on different classifiers

no significant difference between the GAIN method and the other two methods.
However, it should be noted that this paper focuses on repairing the average feature
vectors of activities, which represent the average values of activity features that
occur multiple times within a trace, while the individual feature vectors for each
occurrence are missing.

6 CONCLUSION

This paper proposes a method for detecting and repairing behavioral anomalies
that may occur in traces of event logs, such as missing events, repeated events, and
swapped event sequences. To achieve this, the concept of activity feature graphs is
introduced, which combines the perspectives of control flow and data flow. Three
encoding methods are provided to train and learn different classifiers. The pro-
posed method can locate abnormal behaviors, identify the correct behaviors, and
repair missing node attributes in activity feature graphs. Additionally, a series of
experiments is conducted to validate the effectiveness of the proposed method.

Moreover, it is worth noting that, as activity feature graphs may have differ-
ent paths to traverse, the proposed repair method could randomly select the most
common path and fill it in the log, which is a potential limitation of the proposed
method. Hence, these operations may deviate significantly from the original event
flow, and the event attributes are given based on the average feature attributes of
activities, not a specific one. Nonetheless, for individual behaviors, they may also be
analyzed using the activity feature graph approach, which requires specific selection
by relevant personnel.



226 L. Li, H. Fang, S. Zhang

In the forthcoming studies, we will further conduct experiments to compare our
method with those of large language models (LLMs). As LLMs need a corpus to
support, it is a complicated issue to generate an event log corpus or traces corpus,
which has not been resolved currently.
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