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Abstract. Privacy-preserving process mining (PPPM) is a technology that analyses
and optimises processes while safeguarding sensitive information. Earlier research
on PPPM mainly focused on the data perspective, employing techniques such as
noise insertion and data generalisation to protect the sensitive personal information
of process executors. However, these studies overlooked the behavioural relation-
ships between activities in the process. Attackers can exploit domain knowledge and
certain behavioural information of executors to carry out re-identification attacks,
leading to the leakage of personal sensitive information. To address this issue, a be-
haviour anonymous method of business process based on a log skeleton is proposed.
This method begins with the individual process model of the executor, cluster-
ing based on the similarity between models and utilising K-anonymity and the log
skeleton technology to achieve cluster division and the construction of behaviour
constraint sets. Furthermore, the generation of privacy models is standardised by
the behaviour constraint set to achieve global behaviour anonymization. To eval-
uate the effectiveness of this method, experiments were conducted using multiple
real and synthetic datasets. The experimental results indicate that this method
significantly outperforms the comparison methods.
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1 INTRODUCTION

Information systems are rapidly evolving and the event logs they generate can be
used for comprehensive analysis of business processes [1]. These event logs are the
basis for model improvement and process optimisation. Still, the logs contain a large
amount of personal privacy information of process executives. Business units will
not quickly provide the logs to third-party process analysts, resulting in obstacles
to the optimisation and analysis of the process. So, the study of process mining
privacy protection techniques has received extensive attention in recent years. Fe-
lix Mannhardt et al. [2] addressed the problem of applying PPPM techniques in
specific environments to achieve a more contextually appropriate process optimi-
sation solution for process executives while ensuring individual privacy. Elkoumy
et al. [3] generalised and summarised the problems to be solved by the existing
PPPM, and, for the actual medical scenarios, they formalised several privacy attack
models. They presented the privacy challenges the business process domain faced,
pointing the way for subsequent related research. Elkoumy et al. [4] proposed a dif-
ferential privacy release mechanism for the log anonymization problem, which uses
a sampling method to inject noise into process traces without altering the overall
trace distribution. According to this method, the processed logs’ timestamps vary
within a prescribed range, minimising the loss of utility of the logs. Still, the tech-
nique ignores organisational provisions to anonymise all timestamps. Meanwhile,
Elkoumy and Dumas [5] proposed a sampling-based noise insertion method for bet-
ter protection of log utility; this method first filters out the trace variants that are
prone to privacy leakage and then extracts multiple traces from the filtered logs for
noise insertion to obtain anonymised privacy logs, the evaluated event logs can be
assessed to provide optimal privacy guarantee, but the method does not apply to
event logs with the presence of low-frequency valid trace variants.

Current business process privacy research mainly focuses on the data attribute
perspective, Batista and Solanas [6] proposed a PPPMmethod based on event distri-
bution unification for location and finite space identification based attack patterns,
which focuses on the link between process executor’s identity information and data
attributes, and achieves privacy preservation of the process data by using the cluster
unification method approach. Rafiei and van der Aalst [7] formally define the main
privacy anonymization protection methods in order to protect the usability of the
process data after anonymization, and develop a data standard for nontraditional
event log data that guarantees the analytics of the data in any form after anonymiza-
tion and also provide a library of packages that can be used to support process min-
ing privacy preservation work. Rafiei et al. [8] proposed a privacy-preserving model
for process event logs based on the LKC privacy model, which utilised the group’s
anonymity-preserving approach to anonymise log data and proved experimentally
that the approach could maintain high process analytics while guaranteeing privacy
usability. Pika et al. [9] evaluated the applicability of existing anonymization meth-
ods for process data with respect to the privacy needs of the healthcare domain and
proposed a process mining privacy protection framework which analyzes and trans-
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forms healthcare process data based on privacy metadata to achieve process privacy
protection. Mannhardt et al. [10] analysed event logs in terms of the path’s pri-
vacy needs and guaranteed the utility of the logs after privacy processing, proposed
a process mining privacy preservation technique that combines differential privacy
and data transfer mechanisms to add noise to the query results of non-trusted third
parties to ensure that the anonymization of sensitive information about the process
executors is achieved.

Some of these researchers have investigated process data privacy protection in
a multi-organisational process interaction environment. Liu et al. [11] proposed
a cross-organizational process mining privacy preservation approach in order to
solve the cross-organizational business process privacy preservation problem, which
focuses on data-centric privacy preservation in event logs, and provides interop-
erability solutions for multi-organizations while safeguarding the privacy of private
data. Elkoumy et al. [12], to achieve multi-organisational process analysis and intra-
organisational data privacy protection, proposed a secure multi-party process mining
approach which achieves the privacy protection of internal and public data of all par-
ties through segmentation sharing and encrypted transmission techniques to provide
usable solutions for multi-organisational process data processing.

However, event logs exist for multi-dimensional information, of which behaviour
is one of the crucial dimensions [13]. If behavioural relationships are not considered
during the introduction of noise, an attacker can quickly identify that the published
information has been processed for privacy; to achieve privacy while considering
behavioural impacts, Fahrenkrog-Petersen et al. [14] proposed two trace variants
anonymization methods, the former focuses on the process semantics of the flow
to achieve reasonable insertion of noise, but this method changes the original trace
variant distribution, to solve this problem the latter achieves anonymization based
on direct follow relationships between activities and replay techniques to get a trace
variant distribution more similar to the original data. Batista et al. [15], to solve
the problem of location-based attacks in public environments, proposed a micro-
aggregated business process privacy-preserving approach, which utilises the concept
of K-anonymity to achieve anonymization of process logs, and the anonymised logs
can be used to achieve multiple individual process representations using a single pro-
cess model. Rösel et al. [16], to avoid unsemantic activities during the anonymiza-
tion process, proposed a feature learning-based distance metric based on embedded
methods, capturing contextual information about the activities to achieve a seman-
tic distance metric between traces. At the same time, the technique guides the
merging of traces with utility maximisation to achieve anonymization of the event
logs.

Existing work on process mining privacy protection mainly focuses on the data
attribute perspective. Most of the studies study the possible privacy leakage problem
caused by business process event logs from the dimension of trace variants, ignor-
ing the impact of inter-activity behavioural relationships on privacy disclosure, so
this paper proposes a behavioural constraints-based business process anonymization
approach, which starts from the similarity of the behavioural model of the process
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executives to achieve the anonymization of business process behaviours. The specific
contributions of this paper are as follows:

1. To implement the generation of privacy traces based on inter-activity behaviou-
ral relations, extracting inter-activity behavioural relations from incomplete clus-
ters to construct behavioural constraint sets, thereby guiding prefix expansion
and generating privacy traces with similar behaviours.

2. Propose a privacy model filling-based process behaviour anonymization method
to screen the generated privacy traces and construct a privacy model to achieve
process behaviour anonymization by adding privacy traces to incomplete clus-
ters.

3. Focusing on the behavioural perspective of privacy preservation, business process
behaviour anonymization is achieved by generating K process traces with similar
behaviours, avoiding the risk of re-identifying individual executors.

The rest of the paper is organized as follows: Section 2 gives a motivating case
for the problem solved in this paper, detailing the impact of behaviour on process
privacy preservation. Section 3 will introduce some of the foundational concepts used
in this paper. Section 4 is the main body of the paper, which mainly describes the
concrete implementation of the proposed method in this paper; Section 5 evaluates
the proposed method and verifies its validity of the proposed method, and Section 6
sums up the whole paper and discusses the future directions of the research.

2 MOTIVATION

Currently, the research on business process privacy protection mainly focuses on the
sensitive data information of process executors, and reduces the difference between
sensitive data and ordinary data through distribution unification, data transfor-
mation, differential privacy, etc., in order to realize the anonymization of business
process data. Some studies focus on the privacy disclosure problem that exists
during multi-organizational interactions, and achieve privacy support during multi-
organizational information interactions in the form of segmentation sharing, en-
crypted transmission, and secure interoperability schemes. There are also a few
studies that focus on the privacy disclosure problem that may be caused by the
control flow hierarchy in a process, and anonymization of the control flow hierarchy
is achieved through feature learning and clustering methods.

These studies mentioned above mainly use event logs as an entry point to min-
imize the risk of process executor information leakage through methods such as
anonymization and noise insertion. The anonymization method circumvents the
identification risk by hiding the executor’s attribute information, but the attacker
can construct a comparison model based on the corresponding domain knowledge
and some of the executor’s behavioural information obtained through observation,
and then mine the entity model by organizing the log information released to achieve
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the re-identification of the executor’s information based on model similarity com-
parison. Table 1 shows a process log fragment for hospital detection, which mainly
contains 2 cases and 12 activities. For the example fragment, assuming that the
attacker knows the patient’s identity information, he or she can infer the patient’s
disease information based on some of the patient’s behaviours in the hospital envi-
ronment, e.g., when the attacker learns that the patient has consecutively performed
the Abdominal B-ultrasonography and Renal function test activity, he or she can
identify the patient’s diagnosis information by comparing the cases 19, which can
lead to the disclosure of the patient’s privacy.

Event ID Case ID Activity Name Timestamp

. . . . . . . . . . . .
88 19 Register 2022-09-02 09:11:08
89 19 Abdominal b-ultrasonography 2022-09-02 09:30:22
90 19 Renal function test 2022-09-02 10:11:08
91 19 Urine routines 2022-09-02 10:45:39
92 19 Prescribe 2022-09-02 11:05:10
93 20 Register 2022-09-02 08:30:39
94 20 Blood routine examination 2022-09-02 09:10:25
95 20 Abdominal b-ultrasonography 2022-09-02 09:50:12
96 20 Liver function test 2022-09-02 10:20:21
97 20 Prescribe 2022-09-02 10:50:45
. . . . . . . . . . . .

Table 1. Example of an event log

The noise insertion approach to privacy processing from the dimension of event
traces ignores the behavioural relationship between activities, which may lead to the
generation of a large number of unreasonable traces; for example, in the example
fragment, the starting activity of each case is Register, and the final activity is
Prescribe, if the noise insertion approach is used to avoid the re-identification and
speculation attacks, it may drive some cases to have an initial activity that is not
Register or to have Prescribe activity immediately after the Register activity, which
may lead to the attacker being able to identify quickly that the log has been processed
for privacy.

Different from the traditional log clustering method, this paper first builds a be-
havioural model based on the individual process traces of the executors, and clusters
them by the similarity between the models. Secondly, incomplete log clusters are
separated according to privacy parameters. Then, in order to analyse the impact
of behavioural relationships between activities on personal information disclosure,
the log skeleton method is used to extract the behavioural relationships between
activities in the incomplete clusters and construct a behavioural constraint set. Fi-
nally, based on the behavioural constraint set and all possible prefixes in the global
scope, similar traces are generated, and the generated traces are screened according
to the violation counts. A privacy model is built based on the screened generated
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traces, and these models are added to the incomplete clusters, thereby achieving
global behavioural anonymity.

3 BACKGROUND

This section will provide some background on traces, events, event logs, K-anony-
mity, and more.

Definition 1 (Event [17]). The occurrence of a series of events constitutes a busi-
ness process, where each event can be denoted as e = (caseid, a, time, resource)
caseid denotes the case identifier corresponding to the event, a denotes the activ-
ity corresponding to the event, time denotes the time of execution of the activity,
and resource usually denotes the executor of the activity or the object that accom-
plishes the operation. An event can carry a variety of attribute information such
as the name of the activity, the execution time of the activity, the executor of the
activity, and the executor’s information.

Definition 2 (Trace, event log [18]). A trace is a non-empty sequence of multi-
ple events executed sequentially, which can be expressed as σ = e1e2e3e4e5 . . . .en
(n ≥ 1), where the time of occurrence of two neighbouring events within the trace,
the former always has to be less than or equal to the latter, i.e. time (ei) ≤
time (ei+1) and 1 ≤ i ≤ n.

Similarly, the event log is a collection of multiple traces, which can be expressed
as log = {σi ∈ s | 1 ≤ i ≤ m}, representing the set of all possible traces and the
number of traces contained in the event log.

As shown in Table 1, the event log segment, which consists of four main at-
tributes: Event ID, Case ID, Activity Name, and Timestamp, there are two cases
(19 and 20) as well as ten activities.

Definition 3 (Prefix traces [19]). The prefix of a trace is a subsequence from its
initial activity and the set of trace prefixes contains the trace itself. For a trace
σ =< e1, e2, . . . , en >, its prefix is σl = ⟨e1, e2, . . . , el⟩, where 1 ≤ l ≤ n.

Definition 4 (K-anonymity [20]). In the data table T , if any Aqi in pattern R(A1,
A2, . . . , An) always satisfies Aqi

i × t (Aqi
s ) ≥ K, then we consider the data table to

satisfy K-anonymity.
Where K represents the degree of anonymization, it is required that K− 1 indi-

viduals exist similar to all the data’s personal information, such that the probability
of the individual being identified is only 1/K.

This paper defines the concepts of behavioural K-anonymity and incomplete
clusters to apply K-anonymity to the business process behavioural perspective.

Definition 5 (Behavioural K-anonymity). In the model library M , there are al-
ways at least K − 1 models in any model Mi in pattern R(M1,M2, . . . ,MN) that
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exhibit similar behaviour, expressed as:

|R (Mi)| ∀Mi ∈M |≥ K. (1)

Definition 6 (Incomplete Cluster). Let L be an event log, Cn be a cluster in the
clustering, and for the privacy parameter K, σn ∈ L be all possible traces contained
in cluster Cn. If | σn |< K, then we call the cluster an incomplete cluster.

Definition 7 (Log Skeleton [21]). Let L be an event log, σ ∈ L denotes a trace
in the event log, the log skeleton SK(L) mainly contains five behavioural relations
respectively Eq , Aa, Ab, Nt , Df where:

• Eq denotes an equivalence relation:

((a, b) ∈ Eq)⇔ (∀σ∈L | σ ∗ {a} |=| σ ∗ {b} |) , (2)

a, b are two activities which, if they have behavioural equivalence, imply that
they occur with the same frequency in each trace, where | σ ∗ {a} | is used to
denote the frequency of occurrence of activity a in trace σ.

• Aa denotes an always-follow relationship:

((a, b) ∈ Aa)⇔ (∀σ∈L (σ ∗ {a} = ⟨⟩) ∨ (∇ (σ ∗ {a, b}) = b)) , (3)

a, b has an always-follow relationship, for all traces in the event log, if {a, b}
exists in trace σ and when activity a occurs, activity b always occurs, then we
say that b always follows a, and the two are in an always-follow relationship,
and in the expression ∇ denotes the last activity.

• Ab denotes an always-before relationship:

((a, b) ∈ Ab)⇔ (∀σ∈L (σ ∗ {a} = ⟨⟩) ∨ (∆ (σ ∗ {a, b}) = b)) , (4)

a, b has an always-before relationship. For all traces in the event log, we say that
they have an always-before relationship if {a, b} exists in trace σ and activity a
always occurs when activity b occurs, with ∆ denoting the first activity in the
expression.

• Nt denotes a never co-occurrence relationship:

((a, b) ∈ Nt)⇔ (∀σ∈L (σ ∗ {a} = ⟨⟩) ∨ (σ ∗ {b} = ⟨⟩)) , (5)

a, b has an never-co-occurrence relationship. For all traces in the event log, if
there is activity a, there is no activity b, and if there is activity b, there is no
activity a, then we say that they have a never-co-occurrence relationship.

• Df denotes a direct-follow relationship:

((a, b) ∈ Df )⇔
(
∃

σ∈L
σ ⋄ ⟨a, b⟩ > 0

)
, (6)
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a, b has a directly-follow relationship, for all traces in the event log, we say that
they are in a direct-follow relationship if {a, b} exists in the trace σ if and only
if activity b occurs after activity a, and ⋄ denotes the number of occurrences of
the activity in the expression.

4 METHOD

Existing research on privacy protection mainly explores the data flow perspective,
such as protection methods based on data anonymity, distribution unification meth-
ods based on sensitive attributes, and data protection methods based on differ-
ential privacy, etc., in which traditional data anonymity achieves privacy protec-
tion through data generalisation and data pseudonymisation, which leads to a sig-
nificant reduction in the usability of the process information, and makes subse-
quent process optimisation efforts become extremely difficult; while the method of
changing data distribution leads to the mutation of the original behavioural de-
tails of the executor, and if the attacker has domain knowledge, the attack can
be quickly completed; and finally, the method about differential privacy, the dif-
ferential privacy technique can effectively prevent inference attacks through fine-
grained perturbation insertion, but the application of this method in the field of
process mining has certain defects, and may construct the original behavioural
relationship which does not conform to the original traces of behavioural rela-
tions.

To protect the executor’s data information from disclosure due to the behaviou-
ral disclosure problem, an encryption method that can implement the executor’s
behavioural relationship is needed. So, a privacy trace generation method based on
behavioural constraints is proposed to achieve the K-anonymity of the executor’s
behavioural model through clustering ideas.

In Figure 1, the general framework diagram of this paper is shown. Firstly, start-
ing from the event logs, the process traces are split based on the execution individuals
in the logs, secondly, the process models are constructed for different individuals,
and based on the similarity between the models, using clustering method, all the
behavioural models are aggregated into multiple clusters, and then the clusters are
divided based on whether they satisfy the privacy parameters or not, and for the
incomplete clusters, the inter-activities are extracted based on log skeleton methods
behavioural relationships and define the set of behavioural constraints, generate pri-
vacy traces with similar behaviours to other models in the incomplete clusters under
the condition of behavioural constraints, and filter the generated traces, and finally
use the filtered traces to construct the privacy models and add these models to the
incomplete clusters until they satisfy the privacy requirements, so as to achieve the
K-anonymity of the overall behaviours.

Different from traditional process mining privacy protection techniques, the
method is based on the premise of the behavioural relationship between activi-
ties; there will not be an unrealistic order of occurrence of activities; for example,
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Figure 1. General framework
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in the process of medical diagnosis, the patient needs to register before the corre-
sponding examination, if the other examination process appears before the regis-
tered activity, obviously does not conform to the basic common sense, the attacker
can quickly determine the release of the information encrypted processing, at the
same time The presence of such traces in a completely different order of occur-
rence from the original logs can have a significant impact on the work of process
analysts.

4.1 Behavioural Model Clustering Based on Individual Traces

In the traditional privacy protection domain, data is always the priority. Still,
in the process mining domain, the actual behaviours of the process executors are
an essential aspect that cannot be ignored. In a public environment, the various
data metrics of the process executor may be released in encrypted form. Still, the
behavioural information executed in that environment is available. The attacker
can construct a model based on the relevant information released in the public
environment and the observed behavioural information, respectively, and then make
use of the similarity of the model to infer the actual process model of the attacked
person, which will lead to the re-identification of the process executor, which will
in turn to disclose sensitive information about their individuals. To protect the
behavioural privacy of process performers and avoid this risk of re-identification, this
paper constructs behavioural models based on individual process traces and achieves
clustering based on the similarity between the models, which lays the foundation for
the subsequent generation of privacy traces and the implementation of behavioural
anonymity.

While traditional trace similarity calculation methods quantify elements by their
frequency of occurrence or the number of identical elements, this section proposes
a behavioural model clustering method based on individual traces that take the
behavioural relationships between activities into account.

The method first starts from the event log L. Assuming that the event log L
contains process traces of n executors, describing all the activities performed by the
executors in the current environment, the log is divided into n sub-logs based on
the criteria of the executors, and then the discovery algorithm is used to construct
the individual behavioural model of each executor, which at this time contains the
behavioural information of the executors as well as sensitive data information. Trace
clustering, the similarity matrix, is constructed by comparing the similarity of in-
dividual behaviour models to guide the clustering of process traces. Different from
previous clustering methods, we need to set an adjustable privacy parameter K to
control the degree of privacy and achieve the classification of clusters based on the
privacy parameter. The value of K is in the range of [2, n], and the degree of con-
fidentiality is highest when all the behaviours are in the same cluster. The detailed
steps of the trace clustering method based on the individual behaviour model are
shown in Algorithm 1.
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Algorithm 1: Model clustering based on behavioral similarity

input : Privacy parameter K;An empty matrix Man×n; Number of
individuals n; Clustering Method CM

output: Two collections containing clusters Cs1,Cs2
1 Mn← ∅;
2 Ln = List <>;
3 while 0<i ≤ n do
4 Lni = gettrace (i);
5 Mni = getmodel (Lni);
6 Ln = Ln.appen (Lni);
7 Mn = Mn.appen (Mni);

8 end
9 Ma← TheInitializationMatrix;

10 for 0≤i≤n-1 do
11 for i≤j≤n-1 do
12 Sim← Distance(Mni,Mnj);
13 Ma[i][j]=Sim;
14 Ma[j][i]=Sim;

15 end

16 end
17 C ← CM(Ma,K,Mn);
18 Cs1,Cs2 ← Split(C);
19 return Cs1,Cs2

1

Algorithm 1 firstly inputs the privacy parameter K and the number of indi-
viduals n, and initialises Mn to represent the behavioural model of each performer
(line 1), secondly, the event log is split to obtain the individual behavioural traces
of each performer (lines 2–4), and the behavioural model is constructed using the
obtained individual traces of the performers (lines 5–8), and then we compute the
similarity values between the individual behavioural models, and use these values to
construct the similarity matrix (the constructed similarity matrix has symmetry),
and according to the constructed similarity matrix to achieve the clustering of the
models (lines 9–16), and finally use the privacy parameter to classify all the clus-
ters, if the number of models contained in the cluster is more than or equal to K
clusters are classified as Cs1, and vice versa the number of models contained in the
clusters is less than K are classified as Cs2 (incomplete clusters), and finally output
the classification results (lines 17–19).

Algorithm 1 is different from the traditional method of trace similarity compari-
son; to pay more attention to the behavioural information of the process, individual
traces are used to construct a behavioural model, and clustering is achieved based
on the behavioural model similarity, which can reasonably take the flow of execu-
tion of the activities, as well as the behavioural relationship between the activities
into consideration, and pay attention to the spatial attributes of the process be-
haviours.
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4.2 Behavioural Constraint Set Construction Method
Based on Log Skeleton

In the previous section, we implemented the clustering of individual behavioural
models of process executors and used privacy parameters to filter out incomplete
clusters that do not meet the privacy requirements of the clustered clusters. In
order to achieve the goal of global behavioural anonymization, in this paper, we
make use of the filling of the privacy model to motivate the incomplete clusters to
meet the privacy requirements. In order to keep the behaviour of the filled models
consistent with the original models in the clusters, the log skeleton technique is
used to extract the constraint relations between activity pairs from the incomplete
clusters, and the obtained constraint relations are used to guide the generation of
privacy models.

For the executor of each process trace in the log, the activity that occurs is
single-threaded, from the beginning until the end, but when there are multiple pro-
cesses in the scenario, there is a behavioural relationship between the activities
such as always-before, never co-occurrence, etc., e.g. in the medical scenario men-
tioned above, the registration is certain to occur before the prescribing activity,
and the two have a strict sequential relationship; and second, for the Abdominal
b-ultrasonography and Color doppler imaging activities, both of them have a par-
tial functional overlap, and some patients can get a diagnostic conclusion only by
performing one of them. functionally overlap, some patients only need to perform
one of the activities to get the diagnostic conclusion, so for the patient these two
activities present a never-co-occurrence relationship. The log-skeleton approach is
able to extract the constraint relationships between activities in a global view, fo-
cusing on all traces in the incomplete cluster. This section is mainly based on
the log-skeleton method to extract five behavioural relations such as equivalence,
always-before, never co-occurrence, etc. from incomplete clusters to construct the
behavioural constraint set. The specific steps are shown in Algorithm 2.

Algorithm 2 firstly inputs Cs2 set of incomplete clusters, initializes 5 behaviour
relationships of the log skeleton and 2 parameters Beh and logskeleton (line 1–4),
secondly for each incomplete cluster, extracts the behavioural relations between the
activities from the flow traces it contains, calculates the frequency of occurrence of
each activity (lines 5–7), then if the frequency of occurrence of the two activities is
equal then add the activity into the set of equivalence relation constraints; if the
two activities are always indexed before or after the index of the other activity, then
the activities are added to the always-before or always-follow constraint set; for the
never co-occurrence relationship, the index of one activity never occurs after the
index of the other activity, then the activities are added to the never co-occurrence
constraint set; if the two activities always happen before or after each other then
the two activities are said to satisfy the direct-follow relationship, and the activi-
ties are added to the direct-follow constraint set (lines 8–23), and finally assign all
behavioural constraints to and eliminate all duplicates to output the log skeleton
behavioural constraint set logskeleton (lines 24–28).
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Algorithm 2: Behavior Constraint Set Construction Based on Log
Skeleton
input : Privacy parameter K;A cluster of clusters Sni;The set of

clusters smaller than privacy parameter Cs2
output: Set of behavioral constraints logskeleton

1 Eqσ, Aaσ, Abσ, Ntσ, Dfσ ←∅;
2 Eqσ, Aaσ, Abσ, Ntσ, Dfσϵ logskeleton;
3 Sni ϵ Cs2,Lni ϵ Sni;
4 Beh, logskeleton=∅;
5 for 0 ≤ i < |Lni| do
6 for i ≤ j < |Lni| do
7 activitycounts = collections.Counter(Ai);
8 if activitycounts[Ai] == activitycounts[Aj ] then
9 Eqσ ← (Ai, Aj);

10 end
11 if activities.index(Ai) < activities.index(Aj) then
12 Aaσ ← (Ai, Aj);
13 end
14 if activities.index(Ai) > activities.index(Aj) then
15 Abσ ← (Ai, Aj);
16 end
17 if a not in activities[activities.index(b)+1:] then
18 Ntσ ← (Ai, Aj);
19 end
20 else Ai = activities[i], Aj = activities[i+ 1]
21 Dfσ ← (Ai, Aj);
22 end

23 end
24 Beh ← Eqσ, Aaσ, Abσ, Ntσ, Dfσ;
25 Beh = Beh·duplicated(Beh);

26 end
27 logskeleton = logskeleton·append(Beh);
28 return logskeleton

1

Figure 2. Petri net example 1
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Figure 3. Petri net example 2

In the following, a concrete example is presented to illustrate the method of con-
structing the set of behavioural constraints, where the behavioural constraints are
extracted from all possible traces of the two example Petri nets of Figures 2 and 3.
Both Petri nets have six activities from a to f . The possible traces of Figure 2
are σ1 = [(abce)(abdfce)], then its behavioural constraints are: Eqσ = {(c, e)(d, f)};
Ntσ = {∅}; Aaσ = {(a, b), (c, e), (d, f)}; Abσ = {(e, c), (f, d), (c, b), (d, b)}. The
possible traces of Figure 3 are σ2 = [(abd)(ace)(acf)(abcde) . . . ], then their be-
havioural constraints are: Eqσ = {∅}; Ntσ = {e, f}; Aaσ = {(a, b), (a, c), (b, d)};
Abσ = {(b, a), (c, a), (d, b), (e, c), (f, c)}; Dfσ = {(b, d)}.

4.3 Privacy Trace Generation and Behavioural Anonymization
Implementation

In the previous two sections, we filter incomplete clusters based on privacy param-
eters and construct a behavioural constraint set based on the log skeleton method.
To achieve the global behavioural anonymization goal, it is necessary to generate
privacy traces with behaviours similar to those in the current incomplete clusters
under behavioural constraints and construct a privacy model that fills in the current
incomplete clusters until they meet the privacy requirements. Thus, a privacy trace
generation method based on behavioural constraints and a behavioural anonymiza-
tion method based on privacy model filling is proposed. Firstly, all possible prefixes
are extracted in the global scope class. Secondly, all possible subsequent activities
are extracted, and the current prefix is extended by traversing to pick the next ac-
tivity that meets the behavioural constraints until the end activity of the trace or
until it reaches the maximum length. In this expansion process, since the selection of
prefixes and following activity activities is global in scope, there may be behavioural
relationships between activities that violate the current cluster so that a violation
count will be defined below for privacy trace screening.

Definition 8 (Violation Count (Vic)). Assume that there exists a sequence | σ =
⟨a1, a2, . . . , ai⟩ |∈ σ∗, σ∗ is the set of activity occurrence sequences in log L. The
violation count Vic is increased by 1 if R(ai, ai+1) ̸∈ logskeleton, and the equivalence
relation is not taken into account in the calculation of the violation count.

This violation count measures the generated candidate privacy traces by the set
of behavioural constraints extracted from incomplete clusters, and since the equiv-
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alence relation in the behavioural constraints does not necessarily affect the gener-
ation of behavioural similar traces, the proposed violation count does not consider
the equivalence relation. After obtaining the violation counts of the privacy traces
generated based on the behavioural constraints of the current incomplete cluster,
the violation counts are used to filter the candidate traces. The privacy traces with
relatively small violation counts are selected to construct a privacy model to fill
in the incomplete cluster and iterate the current step until the global behavioural
anonymization is achieved, as shown in the specific steps in Algorithm 3.

Algorithm 3: Behavior Anonymization Method Based on Privacy
Model Filling

input : Initial activity Ax;The set of clusters Cs1,Cs2;Privacy
parameter k

output: K-anonymous clustering C
1 H ← ∅;
2 Sni ← Trace(Cs1 + Cs2);
3 MP = Max(|Lni|, Lniϵ Sni);
4 G = Getactive(Lni);
5 GTP = Gettraceprefix(Lni);
6 TP = List <>;
7 for every Snj ∧ Snj ϵ Cs2 do
8 nk = k −NSni ;
9 for x = 1 : f(nk) do

10 TP ← range(GTP );
11 while |TP |<MP ∧ TP [−1] ̸= e do
12 y = 0 : |G(Lni)|;
13 Ay ← [G(Lni) ∪ e][y];
14 Ax ← TP ;
15 if < Ax, Ay > ϵ logskeleton then
16 TP = TP.append < Ay >
17 end

18 end
19 H = H.appen(TP )

20 end
21 STP = select(V ic(H), nk);
22 Snj ← add(getmodel(STP ));

23 end
24 return C = Cs1 + Cs2

1

Algorithm 3 firstly inputs the privacy parameter K and two sets Cs1, Cs2 which
are classified according to the value of K. Secondly, it initialises the candidate set
of privacy traces (line 1), extracts all the possible trace prefixes globally and as-
signs the maximum length of the trace to the MP (lines 2–5), and then declares an
empty list for storing the prefix extensions (line 6), and for all the possible prefixes,
the next activity to implement the prefix is selected from all the potential candi-
dates, under the guidance of the set of behavioural constraints, until the maximum
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length is reached or the termination symbol ’e’ (lines 7–18), to get the candidate set
of privacy traces. Under the guidance of the behavioural constraint set, the next
activity from all possible candidate activities is selected to achieve the extension
of the prefix until it reaches the maximum length or the termination symbol ’e’
(lines 7–18) to obtain the candidate set of privacy traces H (line 19), and then the
traces are screened according to the violation count, and the screened privacy traces
are used to construct the behavioural model to fill in the incomplete clusters to sat-
isfy the privacy requirements, and finally output event logs that satisfy behavioural
anonymity (lines 21–24).

To represent the generation process of privacy trace more formally, a concrete
example is proposed in the following, as shown in Figure 4, there are several prefixes
⟨ABCD⟩, ⟨ABCE⟩, ⟨ACDE⟩ in the figure, and there are three possible follow-up
activities, E, F, and G. The behavioural constraints assumed so far are that there
exists a direct-follow relationship for activity AB and an always-follow relationship
for activity CD. Then, it can be figured out that the cost of Prefix 1 is 0, and the
cost of Prefix 2 and Prefix 3 are both 1. So, to get a trace with a better violation
count, prefix expansion should be done based on Prefix 1, and the final possible
trace is ⟨ABCDE⟩.

Figure 4. Schematic diagram of trace generation

The figure shows an example of the process. In the trace generation process,
the complete behavioural constraint relationship must be considered to get a private
trace that is more compatible with the current cluster behavioural constraints. There
may be cases of multiple starting events in a massive event log, but the fine-grained
generation method still follows the proposed approach.

This chapter describes the proposed method in detail. Unlike the generalised
sampling approach, to guarantee the utility of the business process data and re-
duce the impact on the original data, the proposed method constructs behavioural
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constraints based on the behavioural relationships between activities in incomplete
clusters, which guides the generation of behaviourally similar privacy traces and the
construction of a privacy model. Then, it uses a model-filling method to achieve the
K-anonymity of the overall behaviours, which meets the privacy requirements while
safeguarding the utility of the event log.

4.4 Complexity Analysis

To analyse the complexity of the proposed method, we will first pre-process the
logs to remove events containing missing information, and its complexity is O(E),
where E is the total number of events; then for the construction of the individual
process model of the executor, its complexity is O (m · |T |2), where m denotes the
number of traces in the event log, and |T | denotes the number of activities per
trace, and since the direct successor relationship is considered in constructing the
individual process model , so its complexity is O (|T |2); further is the comparison
of similarity between process models mainly using activity pair intersection and
concatenation ratios, and its complexity is O(|Mod|), and since there are m models
(same as the number of traces), the complexity is O (m2 · |Mod|); the complexity
of clustering operation is O (m2), and finally is the checking of compliance with
anonymity as well as model padding, and the complexity is O (C ·K · |T |2), where
C is the number of clusters and K is the privacy parameter, and assuming that
each cluster has c models, the complexity of extracting behavioural relationships is
O (c · |T |2) . We add up the complexity of each step to get the total complexity as
O (C ·K · |T |2) +O (m2 · |Mod|) +O(n).

5 EVALUATION

In this section, the proposed method will be evaluated in detail. First, the relevant
setup regarding the evaluation and the equipment environment in which the experi-
ments were carried out will be described. Second, the publicly available dataset and
the synthetic dataset used will be described, and finally, the results obtained by the
proposed method and the comparison method will be discussed.

5.1 Setup

To validate the effectiveness of the proposed method, it is evaluated from two as-
pects: firstly, to assess the behavioural changes of the output event logs after the
privacy treatment, based on the event log mining process model, and then the orig-
inal event logs are used to compute Fitness to measure the degree of behavioural
difference between the original event logs and the event logs after the privacy treat-
ment; secondly, to evaluate the effect of the privacy treatment before and after the
privacy treatment on the utility of event logs, using the output logs for next activity
prediction under different privacy parameters, and then comparing the obtained F1-
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score [22], Precision [23], Recall [24] to analyse the impact of the proposed method
on the utility of event logs.

In verifying the behavioural changes in the event logs after privacy processing,
a heuristic-based approach is used to mine the Petri model from the event logs after
privacy processing, and then the fit of the original logs to this model is calculated;
in measuring the utility impact of the event logs, the next activity prediction is
performed by training an extended short-term memory network (LSTM), taking the
first 80% of the logs as the training set and the last 20% as the test set.

The experimental evaluation mainly contains the method proposed in this paper
and two comparison methods; one of the comparison methods is the traditional event
log K-anonymity [25] method, which is based on the frequency of occurrence of traces
and filters the traces whose frequency meets the privacy requirements as the output;
the other comparison method is the behavioural anonymization method based on
sampling generalisation, which refers to the idea of sampling generalisation in the
work of microaggregation [15], specifically, it randomly samples a certain proportion
of logs corresponding to representative models from incomplete clusters for replicated
generalization to achieve overall behavioral anonymization. The comparison of the
three methods verifies the advantages of the proposed method in this paper on
process mining behavioural privacy protection.

5.2 Data Set

The experiments mainly use three publicly available datasets CoSeLoG project [26],
BPIC2020 [27], Sepsis [28] and a synthetic dataset, Synthetic data, where the
CoSeLoG project dataset records the data of the building permit application process
of the municipalities of several cities in the Netherlands, and since the activity labels
of the permit application process perform the same activity labels, the process data
from several cities together form this dataset, the BPIC2020 dataset is a travel reim-
bursement process log which contains both national and international category data,
and the Sepsis dataset is a natural process log about hospitals detecting sepsis which
includes several different trace variants. Synthetic data is an artificial event log that
mainly describes the possible process activities in a healthcare scenario, from regis-
tration to prescribing medication or hospitalisation; the specific information of the
dataset is shown in Table 2.

Event Log
Activity
Number

Event
Number

Case
Number

Average Event
Number

CoSeLoG project 27 8 577 1 434 6
BPIC 2020 19 72 151 6 449 5
Sepsis 16 15 214 1 050 14
Synthetic data 8 1 933 500 4

Table 2. Dataset information
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As the real dataset is relatively large, the following synthetic dataset is used to
demonstrate the extraction of the log skeleton behavioural relationships. Table 3
marks the five behavioural relationships as corresponding letters, while the case
where the activities do not have a direct interrelationship with each other needs to
be considered, where it is marked with o.

Original Name Mark

Equivalence e
Always after a
Always before b
Never co-occurrence n
Direct follow d
No relation o

Table 3. Behavioural relationship mapping table

As shown in Table 4, the log skeleton behavioural relationship table extracted
from the synthetic logs, due to the relative simplicity of the artificial logs, some
of the relationships are not reflected in the actual behavioural extraction process
if the two activities are direct-follow in fact, there is an equivalence relationship
between the two, but in the process of generating the similar traces usually do
not take into account the equivalence relationship between the activities, but only
consider the direct follow relationship. To verify the reasonableness of the behaviour
extraction, a heuristic mining method is used to mine the process model from the
synthetic event log, and the results are shown in Figure 5, which shows that the
behavioural relationship between the extracted activities is in line with the mined
model, verifying the effectiveness of the behaviour extraction method.

Activity Reg. Abd. Che. Blo. Uni. Liv. Hos. Pre.

Reg. n b b b b b b b
Abd. o n n o o o o o
Che. o n n o o b o o
Blo. o o o n n n o o
Uni. o o o n n n o o
Liv. o o o n n n o o
Hos. o o o o o o n n
Pre. o o o o o o n n

Table 4. Synthetic log behaviour relationship table

5.3 Result Analysis

This section focuses on analysing the experimental results to validate the behavioural
fit of the event logs after the privacy treatment and the impact that the privacy
treatment has on the quality of the event logs. Since two different clustering methods
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Figure 5. Synthetic log Petri net model
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(DBSCAN [29], OPTICS [30]) were used in this paper for model clustering during
the experiments, the results obtained from the two different clustering methods are
also analysed during the evaluation process to assess the differences in the results
produced under different clustering methods.

As shown in Figure 6, Fitness is used to measure the impact of the privacy
treatment on the event logs’ behaviour and the change in behaviour of the event
logs before and after the treatment. In Figure 6, the horizontal axis represents
the different privacy parameters, i.e., K values, and the vertical axis represents
the fitness obtained by the two control groups (K-anonymous for the traditional
K-anonymity method and G-anonymous for the sampling generalisation method)
as well as the proposed method (B-anonymous) with different privacy parame-
ters.

Figures 6 a), 6 b), 6 c), and 6 d) show the performance of the three methods
on various datasets; in Figures 6 a), 6 b), and 6 c), it can be seen that the pro-
posed method significantly outperforms the traditional K-anonymous method, and
the fit of the conventional K-anonymous method shows a downward trend with the
increasing privacy parameters because the traditional K-anonymous method keeps
filtering out the trace variants whose frequency of occurrence is less than the pri-
vacy parameter. The sampling generalisation method always maintains a relatively
high fit in these three result plots because the sampling generalisation method di-
rectly copies a certain percentage of the original traces for generalisation to achieve
global anonymization, which means the behaviour of the privacy processed does
not produce too much change, of course, there are certain defects in this method
is easy to expand the noise contained in the original logs and change the original
distribution of the data, resulting in the decline of the log quality. The method
in this paper can overcome this problem, and the fit of the proposed method on
the four datasets is not very different from that of the sampling generalisation
method.

As shown in Figure 6 d), the results of the proposed method on the synthetic
dataset are the same as the generalised sampling method, and the K-anonymous
method is disregarded in this figure because the variability between the traces is too
small.

Figures 7 a) and 7 b) show the results obtained by the proposed method using
DBSCAN and OPTICS as clustering methods on the BPIC 2020 and Sepsis datasets,
respectively. The results show that the choice of clustering method has a significant
impact on the results, so when using the proposed method, it is necessary to select
the appropriate clustering method based on the distributional characteristics of the
event logs.

To measure the change in the quality of the event logs after privacy processing,
the privacy logs obtained with different privacy parameters are used for the next
activity prediction, and the impact of varying anonymization methods on the qual-
ity of the logs is evaluated by analysing the Precision, Recall, and F1-score metrics.
In the following evaluation, the main comparison is between sampling generalisa-
tion and the proposed method; the K-anonymous method is not considered; this
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Figure 7. Fitness of different clustering methods

is because the conventional K-anonymous method constantly filters out the process
traces that do not satisfy the privacy requirements, leading to a decreasing data size,
which is not suitable to be used for the training of prediction models. Similarly, due
to the amount of data, the synthetic dataset is not evaluated for the next campaign
prediction.

Figures 8 a), 8 b), 8 c), 8 d), 8 e), and 8 f) show the Precision, F1-score, and
Recall result plots obtained by the B-anonymous and G-anonymous methods on
three publicly available datasets using the DBSCAN clustering method. It can be
observed that on all three evaluation metrics, the method proposed in this paper (B-
anonymous) obtains better following activity prediction results than the generalised
sampling method (G-anonymous). Considering the behavioural constraints, all three
metrics get better results than the generalised sampling method (G-anonymous)
for the next activity prediction, especially on the Sepsis data, this advantage is
undeniable, this is because of the multiple trace variants on the data, which also
reflects the defects of the sampling generalisation method when there are many
types of traces, sampling generalisation is prone to cause the distribution of data
variations. It can amplify the noise contained in the original logs. These results
show that the quality of the privacy-processed event logs can be better guaranteed
using the proposed method.
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Figure 8. Results of different metrics

Figure 9 shows the prediction accuracy values obtained by the two methods on
different datasets, and it can be observed that the proposed method still achieves
better results under this metric. The evaluation of the experiments leads to the con-
clusion that the method proposed in this paper can achieve behavioural anonymiza-
tion of event logs while safeguarding the utility of privacy-processed event logs as
much as possible.

6 CONCLUSION

Event logs are the starting point for process analysis and optimization, which con-
tain the privacy information of process performers. Traditional approaches protect
users’ data privacy through generalization and noise insertion, but ignore the pri-
vacy leakage problem caused by behavioural relationships between activities. To
solve this problem, this paper proposes a method for business process behaviour
anonymization based on log skeleton, which firstly models the individual traces of
executors in the event log and performs similarity clustering, filters incomplete clus-
ters according to whether the number of behavioural models in the clusters reaches
the privacy parameter, and then extracts behavioural relationships in the incomplete
clusters according to the behavioural relationships of the log skeleton, constructs the
log-skeleton based behavioural constraint set, then extract the possible prefixes in
the overall event logs, perform privacy trace generation and privacy model filling
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Figure 9. Prediction accuracy of both methods
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based on the previously constructed behavioural constraint set to induce the overall
behaviour to achieve K-anonymity, and finally conduct experiments on four different
event logs. The results show that the method proposed in this paper outperforms
the comparison method on various datasets.

The proposed method in this paper focuses on fine-grained behaviours in busi-
ness processes and is able to deal with possible behavioural privacy attacks in health-
care, finance, and other domains. One future research direction is to consider the
privacy release problem under the fusion of behaviour and data, and another direc-
tion of interest is the problem of event logging behaviour and data loss metrics after
privacy processing, in order to realize the information loss after business process
privacy processing in multiple perspectives and dimensions.
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