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Abstract. The paper presents a simple True Random Number Generator (TRNG)
which can be embedded in digital Application Specific Integrated Circuits (ASICs)
and Field Programmable Logic Devices (FPLDs). As a source of randomness, it uses
on-chip noise generated in the internal analog Phase-Locked Loop (PLL) circuitry.
In contrast to traditionally used free-running oscillators, it uses a novel method of
randomness extraction based on two rationally related synthesized clock signals.
The generator has been developed for embedded cryptographic applications, where
it significantly increases the system security, but it can be used in a wide range of
other applications. The functionality of the proposed solution is demonstrated for
the Altera Apex FPLD family, but the same principle can be used for all recent
ASICs or FPLDs that include an on-chip reconfigurable analog PLL. The quality of
the TRNG output is confirmed by applying special DIEHARD and NIST statistical
tests, which pass even for high output bit-rates of several hundreds of Kbits/s.
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1 INTRODUCTION

Producing unpredictable, i.e. irreproducible uniformly distributed random number
sequences on hardware is one of the central issues of the design of cryptographic
systems. Random numbers are needed, in particular, for the key generation, au-
thentication protocols, zero-knowledge protocols, padding, in many digital signature
schemes, and even in some encryption algorithms [1,2]. In all these applications,
security greatly depends on the quality of the source of random numbers.

True Random Number Generators (TRNGs) can be produced using some non-
deterministic process. The most typical implementations, which cannot be embed-
ded in digital devices, use quantum mechanics [3] producing a random sequence
with a rate up to 1 Mbit/s. Radioactivity can also provide true random bits [4],
but at a much lower rate of several hundreds of bits per second. Many types of
hardware generators, which can be embedded in digital devices, have already been
published. They usually exploit the thermal noise (resistance or shoot) in electronic
devices and free-running oscillator(s) [5]. In the well-known Intel Random Number
Generator (RNG) [6], a slow clock signal modulated by an analog thermal noise
is amplified and sampled using fast asynchronous clock signal from a free-running
oscillator. The drift between the two clocks provides a source of random bits with
an average rate of 75 Kbits/s.

Our aim was to find a solution, which could be embedded in a digital circuit.
Digital circuits are well suited for implementation of so called Pseudo-Random Num-
ber Generators (PRNGs). However, PRNGs themselves cannot provide sufficient
security for applications in cryptography. Even the best cryptographically secure
PRNGs (like BBS etc. [1]) require a truly random initialization sequence that is
typically provided by a TRNG embedded in the target hardware. Typical digital
circuits include only a limited number of sources of randomness, e.g. metastability,
frequency of a free-running oscillator, clock jitter, etc. Usually, reliable generators
based on the metastability and/or frequency instability are difficult to implement
or they are not secure enough for cryptographic applications. In some cases, the
entropy increase is not sufficiently high, so the output of the generator can be pre-
dicted [7]. Free-running oscillators are typically used in known TRNGs realized in
Field Programmable Logic Devices (FPLDs) [8,9]. The design [8] uses off-chip com-
ponents that generally decrease the cryptographic security of the implementation.
Implementation [9] requires very careful placement of ring oscillator pairs embedded
in the Xilinx FPLD. It can provide random bits at speeds up to 0.5 Mbit /s.

In contrast to these methods, we have proposed a novel method of randomness
extraction (see [10]) based on two rationally related periodic signals. It was shown
that it is perfectly suited for modern FPLDs with the internal analog Phase-Locked
Loop (PLL) circuitry (e.g. Apex [11] or Stratix [12] FPLDs from Altera). The
generator provides random data with only small deviations from the ideal one.

In this paper, we present a modified version of our generator [10] having sim-
plified structure and higher data rate. It is based on an extended knowledge of the
jitter obtained by measurements on application cards in real conditions.
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2 JITTER OF THE PLL-SYNTHESIZED CLOCK SIGNALS
2.1 Analog PLLs Embedded in Digital Circuits

New digital VLSI circuits use advanced clock generation and distribution circuitry
based on embedded analog PLLs [11-14]. A simplified block diagram of one analog
PLL block typically available in advanced digital circuits is shown in Figure 1. Each
PLL block can provide at least one synthesized clock signal with the frequency Fopyr:
m Ky

nxk:F’NKD (1)

FOUT:FIN

where Fpy is the frequency of the external input clock source. Reference-, feedback-
and post-divider values n, m, and k can vary from one to several hundreds in
FPLDs [11,12], or to several thousands in ASICs [14].
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Fig. 1. Simplified block diagram of a typical analog embedded PLL circuitry

2.2 Jitter of the PLL Synthesized Clock Signals

In analog PLLs, a noise causes the Voltage Controlled Oscillator (VCO) to fluctuate
in frequency. Other frequency fluctuations are caused by variations of supply voltage,
temperature, and by a noisy environment. The internal PLL control circuitry adjusts
the VCO back to the specified frequency, but a certain part of the fluctuations
caused by the non-deterministic noise cannot be compensated for and is seen as
a clock jitter.

The size of the intrinsic jitter depends on the quality factor @ of the VCO, on
the bandwidth of the Loop Filter, and on the so-called pattern jitter introduced by
the Phase Frequency Detector. It is often given in peak-to-peak value or 1-sigma
(or RMS) value. 1-sigma value of the jitter (o;;) depends on the technology and the
configuration of the PLL and it can range from 3.5 ps to 10 ps for ASICs [14], or up
to 50 ps for FPLDs [11,12]. Since the technology of the PLL and the quality of the
VCO is usually defined, the user can change the output jitter by a modification of
the divider values and the filter bandwidth.
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For example, the analog PLL jitter in an Apex FPLD has 1-sigma value of
ojit = 15.9 ps for a Foyr = 66.6 MHz synthesized clock signal and multiplication fac-
tor 2 [15]. These results were acquired under “ideal conditions”, with only a minimal
amount of FPLD resources occupied by the application and minimal input/output
activities. Our last measurements (cf. in Subsection 2.3) show that the clock jitter
in the Apex FPLD is significantly higher (about 140 ps) when higher frequency mul-
tiplication factors are used and when internal flip-flops are switching on different
clock frequencies. Altera application engineers have confirmed these facts, too.

2.3 Jitter Size Measurement

Since the knowledge of the jitter and its statistical features is crucial for a correct
settings of the TRNG parameters, several measurements have been made for dif-
ferent configurations of the PLL (different values K and Kp). We used Agilent
Infinilum DCA 86100B wide-bandwidth oscilloscope and the Altera Nios develop-
ment board [16] with Apex EP20K200EFC484-2X device for the reference measure-
ments. The 1-sigma value of the jitter measured at the output of the PLL has
achieved values o0, ~ 32ps for F;y = 33.3MHz, and Ky/Kp = 2/1. For ratios
Ky /Kp =3/2,4/3,5/4,6/5, ..., the 1-sigma value was in the range oj; ~ 47-64 ps
and the jitter has approximately Gaussian distribution as it is illustrated in Figu-
re 2(a) for the configuration Ky /Kp = 6/5.

(a) K}\,{/KDi6/5 (b) K}\,{/KD:157/48

Fig. 2. Probability distribution of the jitter for two different PLL configurations: (a) the
Gaussian distribution for K/Kp = 6/5 with o =~ 47 ps, (b) two-peak jitter distri-
bution for Ky;/Kp = 157/48 with 0j;; ~ 140ps and 600 ps peak-to-peak value

However, for Ky /Kp = 157/48 used in [10], the jitter was oj; ~ 140ps and
it exhibited two peaks with a total size of 600 ps (peak-to-peak). The obtained
jitter distribution is visualized in Figure 2(b) and it is compatible with a referen-
ce measurement made by Xilinx on Altera FPLDs [15], where a two-peak jitter
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distribution has been documented. Since the jitter included in the clock signal in real
conditions was significantly higher than that documented by Altera (note that Altera
has used the same kind of development board [16], but with different parameters Ky,
and Kp), we could significantly reduce the TRNG complexity. As far as K, and Kp
parameters are chosen properly, the proposed method of randomness extraction is
insensitive to the jitter distribution (see Section 3 and [10]).

3 ROBUST RANDOMNESS EXTRACTION FROM THE CLOCK
JITTER GENERATED BY THE PLL CIRCUITRY

The basic principle behind our method is an extraction of the randomness from
the jitter of the clock signal synthesized in the embedded analog PLL. The jitter
is detected by the sampling of a reference (clock) signal using a rationally related
(clock) signal synthesized in the on-chip analog PLL. The fundamental problem lies
in the fact that the reference signal has to be sampled near the edges influenced by
the jitter. The structure of a simplified true random number generator is depicted
in Figure 3.

CLK

D‘L .
CcLJ q(nTcry) - x(nNTp)
PLL D Q D Q Decimator
— (NKp) o

—p CLK CLK

Fig. 3. Structure of a simplified true random number generator using PLL-synthesized
low-jitter clock signal

Because there is a probability that the first flip-flop could become metastable, the
second flip-flop is cascaded. In the case when the first flip-flop produces a metastable
output, it can resolve until its output is clocked by the second flip-flop. This flip-flops
connection does not assure that only the stable signal is clocked, but the probability
that the output ¢(nTerx) will get a valid logical value is much higher [17].

Let CLJ be an on-chip PLL-synthesized rectangular clock waveform with the
frequency

Fery = FCLK%, (2)
where CLK is a reference clock signal and parameters Kj; and Kp defined in (1)
are related to the PLL structure. A signal C'LJ is sampled into the D flip-flops
using a clock signal with frequency Fepx. There are Kp rising edges of CLK signal
and 2K, (rising and falling) edges of a C'LJ waveform during the time period

To = KpTerxk = Ku'Ters. (3)



506 M. Drutarovsky, V. Fischer, M. Simka, F. Celle

It has been shown in [10] that if Ky, and Kp are relatively prime, the set of
samples creates an equidistant set of values with a distance step

~ Teorx B
d= 2Ky GCD(2Ky, Kp) =

Tery
20y GCD(2K s, Kp), (4)

where GCD means Greatest Common Divisor. It has been shown that the worst-
case distance between the two closest edges of C LK and C'LJ during the period T
is given as

MAX(AT i) = d/2. (5)

If Ky, Kp and F¢p; are chosen so that
Ojit > I\/IAX(ATmm), (6)

we can guarantee that during T the sampling edge of C'LK will fall at least once into
the edge zone of C'LJ (the edge zone means the time interval around the edge with
a width smaller than ¢;;). Therefore, during the period Ty, Kp values of CLJ will
be sampled into the first D flip-flop and at least one sampled value will statistically
depend on the random jitter, so the output value ¢(nTerk) of the second flip-flop
will be nondeterministic. In [10] we used delay elements illustrated in Figure 4 to
increase the probability of overlapping of CLK and C'LJ edge zones.

CLK

[
L cLy
PLL LS D —

D Q
=7
CLK % Xxor(nTcLr) Decimator | x(nTy)
J
F ... D —] (Kp)

Fig. 4. Structure of the originally proposed PLL-based true random number generator
with delay line elements and XOR corrector [10]

Thanks to the measurements, we obtained the information that the jitter value,
and also the probability of edges overlapping are higher as it was expected before.
Therefore, the delay line is not needed anymore for the condition

Ujit > NIAX(ATmm) (7)
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The decimated output signal of the simplified TRNG
.%’(HTQ) = q(nTQ) &) q(nTQ — TCLK) D...PD q(nTQ — (NKD — 1>TCLK>a (8)

which is generated at the output of an Exclusive-OR (XOR)-based decimator [18] as
a bit-wise addition modulo 2 (@) of NKp samples ¢(.) sampled with the frequency
Fepx will be nondeterministic, too. Note that the delay line can still be a useful
building block for ¢;; ~ max(AT ) or 0j; < max(ATww), as it was shown in [19].

It can be seen that comparing to [10] we have changed the basic structure of the
TRNG in several ways:

e because of the higher jitter value, which has been approved by precise jitter
measurements, we could replace the delay line and the bank of flip-flops by
a single flip-flop,

e the metastability behavior of the signal ¢(nTe LK), and thus of the generator in
general was improved by the addition of the second flip-flop,

e we have validated that if condition (7) is fulfilled, the speed of the generator
can be increased by reducing the decimation factor to NKp, where N = 1 is
a number of Ty periods.

4 TRNG IMPLEMENTATION

We have validated our simplified structure of the TRNG using Altera analog PLLs
embedded in Apex E FPLD family. We have used a custom evaluation board with
a PC Card interface and Apex EP20K160 E device. The Apex EP20K160ETC144-
2X device has an included TRNG, 16 x 128-bit FIFO, PC Card interface, and
a custom logic. As the best option, a 2-PLL configuration (shown in Figure 5)
with only one common input clock signal has been chosen. Note that such clock
configuration was not possible for original Altera NIOS board [16].

Synthesized clock signals CLK and C'LJ are not fed out from the FPLD (in
the design presented in [10], one synthesized signal has been fed out of the device
and reused in FPLD, what is the definitely less secure solution). Therefore, they
cannot be manipulated separately without a circuit reconfiguration. This fact is very
important for cryptographic applications, because it significantly improves overall
system security.

Multiplication and division factors for individual output signals were selected as
follows (the first number represents the PLL index and the second number the PLL
output index):

clk20 40 x 53/22 = 96.36 MHz,
clk40 40 x 19/38 = 20 MHz, (9)
k4l = 40 x 19/8 = 95 MHz.
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Fig. 5. Block diagram of the experimental PC card with Apex EP20K160ETC144-2X

Therefore, according to (4) and (5) MAX(AT,.;») =~ 12ps. This value is much
smaller than the measured jitter value 0;; (see Section 2.3) and the condition (7)
is fulfilled. The TRNG was implemented for N = 1, and so Rrrye = 454.000 bit/s
(about six times more than in [10]). This was done intentionally in order to check
a quality of the generated TRNG output bitstream under more stringent conditions.

The FPLD resource requirements of the proposed TRNG block as well as sup-
porting logic (FIFO and control logic) are shown in Table 1. The first four columns
show resource requirements (Logic Cells (LC), Embedded System Blocks (ESB),
PLL outputs and Global Clocks (GCLK)) for the generator. The other four columns
give requirements of the complete circuit including FIFO buffer and data bus con-
troller. Presented results have been obtained using Altera Quartus II v.2.2 SP2.

TRNG only TRNGHFIFO and logic
LC ESB PLL GCLK LC ESB PLL GCLK
19 0 2 2 129 2 2 3

Table 1. Resource requirements of TRNG and supporting logic

While 19 logic cells represent less than 1% of available FPLD cells, the project
uses 100 % of available PLLs (two PLLs). Since each PLL contains two clock outputs,
two additional clock outputs remain available (one at each PLL) and, with some
restrictions, they can be used inside the application area (e.g. in our case for the
PC Card interface). An internal usage of the PLL clock signals does not represent
a security problem as these signals cannot be externally manipulated.
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5 STATISTICAL EVALUATION OF THE SIMPLIFIED TRNG

There are some well-documented general statistical tests that can be used to look for
deviations from an ideal TRNG [1,20-23]. A good TRNG should pass all kinds of
these tests. The following subsections present testing results of the proposed TRNG
using the standard DIEHARD and NIST statistical test suits. The DIEHARD
and NIST tests are the most frequently used statistical packages for evaluation of
PRNGs and TRNGs. These tests are applied to the 80-Megabit sequence and a set
of 1-Megabit ones for DIEHARD and NIST, respectively. Such record lengths are
typically used for evaluation of TRNGs [6,20,21]. To prove even further the quality
of the generator, we have also applied very strict Frequency (Monobit) tests for
significantly longer records.

5.1 Results of the DIEHARD Statistical Test

The DIEHARD test is a series of statistical tests developed by George Marsaglia for
testing mainly PRNGs [20]. In spite of that, it is frequently used also for testing of
TRNGsS.

Our DIEHARD statistical tests were performed on standard continuous 80-
Megabit TRNG output records (for N = 1). The DIEHARD is a collection of
15 tests, most of which give several results. There are 234 p-values generated by
the test. For ideal random numbers, the p-values are uniform over the range (0,1).
Figure 6 shows the distribution of p-values for an ideal RNG (dashed straight line of
the uniform distribution) and for the tested TRNG (solid line). It is clearly visible
that the distribution of p-values for the tested TRNG can be closely approximated
by the uniform distribution. Moreover, the absence of p-values equal to 1.00000
shows that no individual DIEHARD test has failed [20].

5.2 Results of the NIST Statistical Test

It seems that the NIST statistical test suite [21] is currently the most comprehensive
publicly available test tool. It is developed for testing of PRNGs as well as TRNGs.
In comparison to the DIEHARD test, it provides comprehensive support for the
interpretation of test results.

Our NIST statistical tests were performed on continuous 1-Gigabit TRNG out-
put records (for N = 1) and followed the testing strategy, general recommendations,
and result interpretation described in [21]. We have used a set of 1000 1-Megabit!
sequences produced by the TRNG and we have evaluated the set of P-values® at
a significance level @ = 0.01. We have got similar results as in [10] (with the ex-
ception of FFT test, see below) so we can conclude that there are no detectable

I Modified Lempel-Ziv test [24] was used with 1000000 bit sequences.
2 Note that P-values generated by NIST test are not compatible with p-values generated
by DIEHARD test.
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Result of the DIEHARD test
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Fig. 6. DIEHARD test results of the tested TRNG (solid line) vs. ideal RNG

differences for ensemble of 1000 1-Megabit records. Results of these tests are in-
cluded in Table 2.

Cl C2 C3 C4 C5 C6 C7 C8 C9 C10  P-value Proportion Statistical Test

104 89 104 98 100 107 109 101 90 98  0.916599 0.9860 Frequency
92 111 123 85 101 107 84 101 109 87  0.092041 0.9940 Block-Freq.
105 98 97 107 98 95 92 105110 93  0.939005 0.9870 Cusum
107 117 75 99 105 99 101 89 95 113  0.159910 0.9890 Runs
100 86 103 99 92 123 87 92 109 109 0.216713 0.9920 Long-run
84 108 99 101 102 86 104 101 114 101  0.599693 0.9900 Rank
113 92 97 114 82 101 105 95 101 100  0.520102 0.9910 FFT
92 118 124 83 102 103 111 8 86 96  0.032489 0.9870 Periodic-Templ.
119 89 85 93 108 108 103 107 101 87  0.267573 0.9790 Universal
96 110 88 113 91 96 110 97 105 94  0.641284 0.9910 Apen
98 101 100 114 92 92 103 98 99 103  0.940080 0.9860 Serial
92 90 116 86 136 76 78 118 103 105 0.307671 0.9880 Lempel-Ziv

112110 89 97 89 99 93 97 97 117 0.482707 0.9890 Linear-Compl.

Table 2. NIST test results of the simplified TRNG (uniformity of P-values and proportion
of passing sequences) for the 1-Gigabit record that passed all tests

It was claimed in [10] that some 1-Gigabit TRNG records did not pass NIST
FFT tests. During the evaluation of the proposed new TRNG implementation we
have found errors in the NIST FFT test formulation (confirmed also in [24]). After
correction of these errors in the NIST package, all FFT tests passed without any
problems for all tested (1-Gigabit) records.
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5.3 Frequency (Monobit) Test of Very Long Records

The most common statistical test of the TRNGs is the Frequency (Monobit) test [21].
Good TRNGs should provide independent binary (Bernoulli) random variables 0
and 1 with the same probability. For a sequence of independent identically dis-
tributed Bernoulli random variables z(nN Kp) we can define the variable

Sp=X1+...+ X, (10)

where X,, = 22(nNKp) — 1 are antipodally encoded values {—1,1}. By the clas-
sic De Moivre-Laplace theorem [21], for a sufficiently large number of trials, the
distribution of the normalized binomial sum

(11)

RN
is closely approximated by a standard normal distribution N(0,1), and, roughly
said, |S,| < 3y/n for almost® all n. Note that we used extremely long TRNG record
in order to detect also very small deviations. Results for 74-Gigabit record with
decimation factor N =1 (bottom curve a)) and 37-Gigabit record with decimation
factor N = 2 (upper curve b)) are shown in Figure 7.

x10° Cummulated "1" and "0" Difference
1
05 T
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0 e T
05 % e SR
b T
o 4 Ay
g \‘\.\
a "
'1 5 \«v\.
2 \_\
25 W\
a) \‘\*
-3
0 1 2 3 4 5 6 7 8
Record Length x10™

Fig. 7. Results of the Frequency (Monobit) test of very long TRNG outputs: curve a) is
for a 74-Gigabit record with the decimation factor N = 1; curve b) is for a 37-Gigabit
record with the decimation factor N = 2

3 The well-known rule for N(0,1) distribution states that at 3 standard deviations
(30 = 3 for N(0,1)) to the right and left, 99.73% of all data should fall within that
range [1].
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Deviation for N = 1 is clearly visible. After a decimation by the factor N = 2,
the deviation is within expected values (marked as a parabola with a peak point
in 0), but it still remains visible. This is the only observable deviation from the
ideal RNG currently known to us. On the other hand, decreasing of the bias by the
use of the XOR decimator is applicable only for independent bits. The fact that the
decimation operation has reduced the bias, gives us an indirect evidence that the
output bits are almost independent and very close to perfectly random bits.

6 CONCLUSIONS

In this paper we have described and evaluated a simplified method of the true
random bitstream generation inside modern digital VLSI circuits. The design of
the TRNG and the method of randomness extraction guarantee that the output
depends on a physical undeterministic internal random process. The randomness
of the sequence of numbers has been extensively tested and only extremely small
differences from the ideal RNG have been detected.

The proposed solution is very cheap, it uses very small number of logic resources
and it is faster than other comparable methods. Although the functionality of the
proposed solution has been demonstrated for Altera Apex FPLD family, the same
principle can be used for all recent high-performance ASICs or FPLDs that include
an on-chip reconfigurable analog PLL(s) for internal clock synthesis.

Since the quality of the random output depends mainly on the parameters of
the jitter, a good knowledge of the jitter is very valuable. For this reason, we will
concentrate our effort to the real-time jitter measurement and on-line testing in our
future research activities.
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